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PARTICIPATING ADDENDUM 

THIS PARTICIPATING ADDENDUM (this “Agreement’) is made between the CITY AND 
COUNTY OF DENVER, a municipal corporation of the State of Colorado (the “City”), and INSIGHT 
PUBLIC SECTOR, INC., an Illinois corporation, whose address is 13755 Sunrise Valley Dr Ste 750, 
Herndon, VA 20171 (the “Contractor”), collectively, the “Parties” and individually a “Party.”

RECITALS
WHEREAS, as a participating entity of NASPO, the State of Colorado (the “State”) entered into a 

Participating Addendum Contract No. 178266, effective October 12, 2022 (the “State Addendum”), with 
the Contractor for software value-added reseller services. The State Addendum covers participation in the 
Software Value Added Reseller Master Agreement CTR060025 led by the State of Arizona (the “Master 
Price Agreement”), for use by State agencies and other entities located in Colorado, a copy of the State 
Addendum is attached hereto as Exhibit A and incorporated herein by reference, to the extent not 
inconsistent with this Agreement;

WHEREAS, this Agreement is also subject to Microsoft’s Enterprise Agreement for State and Local 
Government, as entered into by the State of Colorado’s Office of Information Technology under Contract 
No. 174126 (the “Microsoft Enterprise Agreement”), a copy of which is attached hereto as Exhibit B and 
incorporated herein by reference, to the extent not inconsistent with this Agreement;

WHEREAS, the City is permitted, pursuant to D.R.M.C. § 20-64.5 and the City’s Executive Order 8, 
to purchase such products and/or services under the State Addendum, at its discretion and with the assent 
of the awarded Contractor, and the State Addendum permits its cooperative use by other public entities, 
including the City; and

WHEREAS, the Parties desire to enter into this Agreement for the purpose of (i) acknowledging their 
cooperative contractual relationship under the Master Price Agreement, State Addendum, and this 
Agreement; (ii) establishing the terms and conditions by which the Contractor may provide the City with 
software value-added reseller services, as more particularly set forth in this Agreement; and (iii) setting 
the maximum aggregate amount to be expended pursuant to this Agreement.

NOW, THEREFORE, in consideration of the mutual covenants and agreements hereinafter set forth 
and valuable consideration, the receipt and sufficiency of which are hereby acknowledged, the Parties 
incorporate the recitals set forth above and agree as follows:
1. COORDINATION AND LIAISON: The Contractor shall fully coordinate all services under this 

Agreement with Denver County Court’s Information Technology Director or other designated 
personnel of the Court’s Information Technology Department (“Agency” or “IT”). This Agreement 
may be used by all departments, offices, and other agencies of the City subject to the any applicable 
restrictions set forth herein.

2. TASK ORDERS AND SERVICES TO BE PERFORMED: The Contractor agrees to cooperate 
with the City in the preparation of detailed “Task Orders” in accordance with this Agreement and the 
rates contained herein. Each Task Order shall include a detailed scope of services, level of effort, 
schedule, rates, and payment schedule, including a “not to exceed” amount, specific to each the Task 
Order. Task Orders shall be construed to be in addition to, supplementary to, and consistent with the 
provisions of this Agreement subject to the terms and conditions of the Master Price Agreement and 
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State Addendum. In the event of a conflict between a particular provision of any Task Order and a 
provision of this Agreement, this Agreement shall take precedence. A Task Order may be amended 
by the Parties by a written instrument prepared by the Parties jointly and signed by their authorized 
representatives. The City may execute Task Orders in its sole discretion, and the City is not required 
to execute any minimum number of Task Orders under this Agreement. The City shall have no liability 
to compensate the Contractor for the delivery of any goods or the performance of any services that are 
not specifically set forth in this Agreement or a properly executed Task Order. In no event shall a Task 
Order term extend beyond the Term unless the City has specifically agreed in writing. If this 
Agreement is terminated for any reason, each Task Order hereunder shall also terminate unless the 
City has specifically directed otherwise in writing. The Contractor agrees to fully coordinate its 
provision of services with any third party under contract with the City doing work or providing services 
which affect the Contractor’s performance. The Contractor shall faithfully perform the work in 
accordance with the standards of care, skill, training, diligence, and judgment provided by highly 
competent individuals and entities that perform services of a similar nature to those described in this 
Agreement. The Contractor represents and warrants that all services will be performed by qualified 
personnel in a professional and workmanlike manner, consistent with industry standards; all services 
and/or deliverables will conform to applicable, agreed upon specifications, if any; and, it has the 
requisite ownership, rights and licenses to perform its obligations under this Agreement fully as 
contemplated hereby and to grant to the City all rights with respect to any deliverable and services free 
and clear from any and all liens, adverse claims, encumbrances, and interests of any third party. 

3. TERM: This Agreement will commence on March 1, 2026, and will expire, unless sooner terminated 
as provided in this Agreement, on February 28, 2029 (the “Term”).

4. COMPENSATION AND PAYMENT
4.1. Fees: The City shall pay, and the Contractor shall accept as the sole compensation for services 

rendered and costs incurred under this Agreement the fees described in the attached Exhibit C 
and any duly executed Task Order.  Amounts billed may not exceed rates set forth in Exhibit C. 
The Contractor is responsible for maintaining a current price list of available products and 
services.

4.2. Reimbursable Expenses: There are no reimbursable expenses allowed under this Agreement. All 
of the Contractor’s expenses are contained in Exhibit C. The City will not be obligated to pay the 
Contractor for any other fees, costs, expenses, or charges of any nature that may be incurred and 
paid by the Contractor in performing services under this Agreement including but not limited to 
personnel, benefits, contract labor, overhead, administrative costs, operating costs, supplies, 
equipment, and out-of-pocket expenses.   

4.3. Invoicing: The Contractor shall provide the City with a monthly invoice in a format and with a 
level of detail acceptable to the City including all supporting documentation required by the City. 
The City’s Prompt Payment Ordinance, D.R.M.C. §§ 20-107 to 20-118, applies to invoicing and 
payment under this Agreement.

4.4. Maximum Contract Amount
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4.4.1. Notwithstanding any other provision of this Agreement, the City’s maximum 
payment obligation will not exceed Five Hundred Ninety-Three Thousand One Hundred Nine 
Dollars and Seventy-Two Cents ($593,109.72) (the “Maximum Contract Amount”). The City 
is not obligated to execute an Agreement, Task Order, or any amendments for any further 
services, including any services performed by the Contractor beyond that specifically 
described in Exhibit C.  Any services performed beyond those in Exhibit C are performed 
at the Contractor’s risk and without authorization under this Agreement. 

4.4.2. The City’s payment obligation, whether direct or contingent, extends only to funds 
appropriated annually by the Denver City Council, paid into the Treasury of the City, and 
encumbered for the purpose of this Agreement. The City does not by this Agreement 
irrevocably pledge present cash reserves for payment or performance in future fiscal years. 
This Agreement does not and is not intended to create a multiple-fiscal year direct or indirect 
debt or financial obligation of the City. 

5. INCORPORATION AND ORDER OF PRECEDENCE: The Master Price Agreement, State 
Addendum, and Microsoft Enterprise Agreement shall apply to this Agreement to the extent not 
inconsistent with this Agreement. If any term of this Agreement conflicts with the Master Price 
Agreement, State Addendum, or Microsoft Enterprise Agreement, then this Agreement shall control 
for all transactions between the City and the Contractor under this Agreement. If there is any conflict 
among the Master Price Agreement, State Addendum, and Microsoft Enterprise Agreement, the State 
Addendum shall control. All terms defined in the Master Price Agreement, State Addendum, and 
Microsoft Enterprise Agreement shall have the same meaning as defined therein, except for those 
terms specifically defined differently in this Agreement.

6. RIGHTS AND PRIVILEGES: To the extent provided under the State Addendum, the City shall be 
afforded the same rights and privileges afforded to the State. 

7. INSURANCE
7.1. General Conditions: The Contractor agrees to secure, at or before the time of execution of this 

Agreement, the following insurance covering all operations, goods or services provided pursuant 
to this Agreement. The Contractor shall keep the required insurance coverage in force at all times 
during the term of this Agreement, including any extension thereof, and during any warranty 
period. The required insurance shall be underwritten by an insurer licensed or authorized to do 
business in Colorado and rated by A.M. Best Company as “A-VIII" or better. Each policy shall 
require notification to the City in the event any of the required policies be canceled or non-
renewed before the expiration date thereof. Such written notice shall be sent to the parties 
identified in the Notices Section of this Agreement. Such notice shall reference the City contract 
number listed on the signature page of this Agreement. Said notice shall be sent thirty (30) days 
prior to such cancellation or non-renewal unless due to non-payment of premiums for which 
notice shall be sent ten (10) days prior. If such written notice is unavailable from the insurer, the 
Contractor shall provide written notice of cancellation, non-renewal and any reduction in 
coverage to the parties identified in the Notices Section by certified mail, return receipt requested 
within three (3) business days of such notice by its insurer(s) and referencing the City’s contract 
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number. The Contractor shall be responsible for the payment of any deductible or self-insured 
retention. The insurance coverages specified in this Agreement are the minimum requirements, 
and these requirements do not lessen or limit the liability of the Contractor. The Contractor shall 
maintain, at its own expense, any additional kinds or amounts of insurance that it may deem 
necessary to cover its obligations and liabilities under this Agreement.

7.2. Proof of Insurance: The Contractor may not commence services or work relating to this 
Agreement prior to placement of coverages required under this Agreement. The Contractor 
certifies that the certificate of insurance attached as Exhibit D, preferably an ACORD form, 
complies with all insurance requirements of this Agreement. The City requests that the City’s 
contract number be referenced on the certificate of insurance. The City’s acceptance of a 
certificate of insurance or other proof of insurance that does not comply with all insurance 
requirements set forth in this Agreement shall not act as a waiver of the Contractor’s breach of 
this Agreement or of any of the City’s rights or remedies under this Agreement. The City’s Risk 
Management Office may require additional proof of insurance, including but not limited to 
policies and endorsements.

7.3. Additional Insureds: For Commercial General Liability, Auto Liability and Excess 
Liability/Umbrella (if required), the Contractor and Subcontractor’s insurer(s) shall include the 
City and County of Denver, its elected and appointed officials, employees, and volunteers as 
additional insured.

7.4. Waiver of Subrogation: For all coverages required under this Agreement, with the exception of 
Professional Liability – if required, the Contractor’s insurer shall waive subrogation rights against 
the City.

7.5. Subcontractors and Subconsultants: The Contractor shall confirm and document that all 
Subcontractors and subconsultants (including independent contractors, suppliers or other entities 
providing goods or services required by this Agreement) procure and maintain coverage as 
approved by the Contractor and appropriate to their respective primary business risks considering 
the nature and scope of services provided.

7.6. Workers’ Compensation and Employer’s Liability Insurance: The Contractor shall maintain 
the coverage as required by statute for each work location and shall maintain Employer’s Liability 
insurance with limits of $100,000 per occurrence for each bodily injury claim, $100,000 per 
occurrence for each bodily injury caused by disease claim, and $500,000 aggregate for all bodily 
injuries caused by disease claims.

7.7. Commercial General Liability: The Contractor shall maintain a Commercial General Liability 
insurance policy with minimum limits of $1,000,000 for each bodily injury and property damage 
occurrence, $2,000,000 products and completed operations aggregate (if applicable), and 
$2,000,000 policy aggregate. Policy shall not contain an exclusion for sexual abuse, molestation, 
or misconduct.

7.8. Automobile Liability: The Contractor shall maintain Automobile Liability with minimum limits 
of $1,000,000 combined single limit applicable to all owned, hired, and non-owned vehicles used 
in performing services under this Agreement.
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7.9. Technology Errors & Omissions: The Contractor shall maintain Technology Errors and 
Omissions insurance including network security, privacy liability and product failure coverage 
with minimum limits of $1,000,000 per occurrence and $1,000,000 policy aggregate. The policy 
shall be kept in force, or a Tail policy placed, for three (3) years.

7.10. Cyber Liability: The Contractor shall maintain Cyber Liability coverage with minimum 
limits of $1,000,000 per occurrence and $1,000,000 policy aggregate covering claims involving 
privacy violations, information theft, damage to or destruction of electronic information, 
intentional and/or unintentional release of private information, alteration of electronic 
information, extortion and network security. If Claims Made, the policy shall be kept in force, or 
a Tail policy placed, for three (3) years.

8. INDEMNIFICATION AND DEFENSE: The City shall be afforded all the rights, privileges, and 
indemnifications afforded to the State, participating entities, purchasing entities, and its agencies and 
employees under the Master Price Agreement and State Addendum, and such rights, privileges, and 
indemnifications shall accrue and apply with equal effect to the City under this Agreement including, 
but not limited to, the Contractor’s obligation to provide indemnification and insurance. In any event, 
the Contractor agrees to defend, indemnify, reimburse and hold harmless City, its appointed and 
elected officials, agents and employees for, from and against all liabilities, claims, judgments, suits or 
demands for damages to persons or property arising out of, resulting from, or relating to the work 
performed under this Agreement (“Claims”), unless such Claims have been specifically determined 
by the trier of fact to be the sole negligence or willful misconduct of the City. This indemnity shall be 
interpreted in the broadest possible manner to indemnify City for any acts or omissions of the 
Contractor or its subcontractors either passive or active, irrespective of fault, including City’s 
concurrent negligence whether active or passive, except for the sole negligence or willful misconduct 
of City. The Contractor’s duty to defend and indemnify City shall arise at the time written notice of 
the Claim is first provided to City regardless of whether Claimant has filed suit on the Claim. The 
Contractor’s duty to defend and indemnify City shall arise even if City is the only party sued by 
claimant and/or claimant alleges that City’s negligence or willful misconduct was the sole cause of 
claimant’s damages. The Contractor shall defend any and all Claims which may be brought or 
threatened against City and shall pay on behalf of City any expenses incurred by reason of such Claims 
including, but not limited to, court costs and attorney fees incurred in defending and investigating such 
Claims or seeking to enforce this indemnity obligation. Such payments on behalf of City will be in 
addition to any other legal remedies available to City and will not be the City’s exclusive remedy. 
Insurance coverage in no way lessen or limit the liability of the Contractor under the terms of this 
indemnification obligation. The Contractor is responsible to obtain, at its own expense, any additional 
insurance that it deems necessary for the City’s protection. This defense and indemnification 
obligation shall survive the expiration or termination of this Agreement.

9. STATUS OF CONTRACTOR: The Contractor is an independent contractor retained to perform 
professional or technical services for limited periods of time. Neither the Contractor nor any of its 
employees are employees or officers of the City under Chapter 18 of the Denver Revised Municipal 
Code, or for any purpose whatsoever.
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10. ASSIGNMENT; SUBCONTRACTING: The Contractor is authorized to use subcontractors to 
provide sales and support to the City as authorized by either the City, the Master Agreement, or the 
State Addendum. The Contractor’s subcontractor’s participation shall be in accordance with the terms 
and conditions set forth herein. The Contractor shall not assign any of its rights or obligations under 
this Agreement without obtaining the City’s prior written consent, and any assignment without such 
consent will be ineffective and void.

11. TERMINATION
11.1. The City has the right to terminate this Agreement with cause upon written notice effective 

immediately, and without cause upon thirty (30) days prior written notice to the Contractor.  
However, nothing gives the Contractor the right to perform services under this Agreement beyond 
the time when its services become unsatisfactory to the City. 

11.2. The City is entering into this Agreement to serve the public interest. If this Agreement 
ceases to further the City’s public interest, the City, in its sole discretion, may terminate this 
Agreement, in whole or in part, for convenience by giving written notice to the Contractor.

11.3. Upon termination of this Agreement, with or without cause, the Contractor shall have no 
claim against the City by reason of, or arising out of, incidental or relating to termination, except 
for compensation for work duly requested and satisfactorily performed as described in this 
Agreement. Upon termination, the City is entitled to take possession of all materials, equipment, 
tools, and facilities it owns that are in the Contractor’s possession, custody, or control by whatever 
method the City deems expedient. 

12. EXAMINATION OF RECORDS AND AUDITS: Any authorized agent of the City, including the 
City Auditor or his or her representative, has the right to access, and the right to examine, copy and 
retain copies, at City’s election in paper or electronic form, any pertinent books, documents, papers 
and records related to the Contractor’s performance pursuant to this Agreement, provision of any 
goods or services to the City, and any other transactions related to this Agreement. The Contractor 
shall cooperate with City representatives and City representatives shall be granted access to the 
foregoing documents and information during reasonable business hours and until the latter of three (3) 
years after the final payment under this Agreement or expiration of the applicable statute of limitations. 
When conducting an audit of this Agreement, the City Auditor shall be subject to government auditing 
standards issued by the United States Government Accountability Office by the Comptroller General 
of the United States, including with respect to disclosure of information acquired during the course of 
an audit. No examination of records and audits pursuant to this paragraph shall require the Contractor 
to make disclosures in violation of state or federal privacy laws. The Contractor shall at all times 
comply with D.R.M.C. § 20-276.

13. COLORADO GOVERNMENTAL IMMUNITY ACT: In relation to this Agreement, the City is 
relying upon and has not waived the monetary limitations and all other rights, immunities and 
protection provided by the Colorado Governmental Act, C.R.S. § 24-10-101, et seq. 

14. COLORADO OPEN RECORDS ACT: Nothing in this Agreement shall in any way limit the ability 
of the City to comply with any laws or legal process concerning disclosures by public entities. The 
Parties understand that all materials exchanged under this Agreement may be subject to the Colorado 
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Open Records Act, § 24-72-201, et seq., C.R.S. (“CORA”). In the event of a request to the City for 
disclosure of confidential materials, the City shall advise the Contractor of such request to give the 
Contractor the opportunity to object to the disclosure of any of its materials which it marked as, or 
otherwise asserts is, proprietary or confidential. If the Contractor objects to disclosure of any of its 
material, the Contractor shall identify to the City the legal basis under CORA for any right to withhold. 
In the event of any action or the filing of a lawsuit to compel disclosure, the Contractor agrees to 
intervene in such action or lawsuit to protect and assert its claims of privilege against disclosure of 
such material or waive the same. If the matter is not resolved, the City will tender all material to the 
court for judicial determination of the issue of disclosure. The Contractor further agrees to defend, 
indemnify, and save and hold harmless the City, its officers, agents, and employees, from any claim, 
damages, expense, loss, or costs arising out of the Contractor’s intervention to protect and assert its 
claim of privilege against disclosure under this Section, including but not limited to, prompt 
reimbursement to the City of all reasonable attorney fees, costs, and damages that the City may incur 
directly or may be ordered to pay.

15. TAXES, CHARGES, AND PENALTIES: The City is not liable for the payment of taxes, late 
charges or penalties of any nature, except for any additional amounts that the City may be required to 
pay under the City’s prompt payment ordinance D.R.M.C. § 20-107, et seq. The Contractor shall 
promptly pay when due, all taxes, bills, debts and obligations it incurs performing the services under 
this Agreement and shall not allow any lien, mortgage, judgment or execution to be filed against City 
property.

16. NOTICES: All notices required by the terms of this Agreement must be hand delivered, sent by 
overnight courier service, mailed by certified mail, return receipt requested, electronic mail, or mailed 
via United States mail, postage prepaid, if to the Contractor at the address above and to City at the 
addresses below:

      Jonathan Moskoe, Information Technology Director
Denver County Court
1437 Bannock Street, Room 108
Denver, Colorado 80202

With a copy to:

Denver City Attorney’s Office
1437 Bannock St., Room 353
Denver, Colorado 80202

Notices hand delivered, sent by electronic mail, or sent by overnight courier are effective upon delivery. 
Notices sent by certified mail are effective upon receipt. Notices sent by mail are effective upon 
deposit with the U.S. Postal Service. The Parties may designate substitute addresses where or persons 
to whom notices are to be mailed or delivered. However, these substitutions will not become effective 
until actual receipt of written notification.
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17. GOVERNING LAW; VENUE: This Agreement will be construed and enforced in accordance with 
applicable federal law, the laws of the State of Colorado, and the Charter, Revised Municipal Code, 
ordinances, regulations and Executive Orders of the City and County of Denver, which are expressly 
incorporated into this Agreement. Unless otherwise specified, any reference to statutes, laws, 
regulations, charter or code provisions, ordinances, executive orders, or related memoranda, includes 
amendments or supplements to same. Venue for any legal action relating to this Agreement will be in 
the District Court of the State of Colorado, Second Judicial District (Denver District Court).

18. NO DISCRIMINATION IN EMPLOYMENT:  In connection with the performance of work under 
this Agreement, the Contractor may not refuse to hire, discharge, promote, demote, or discriminate in 
matters of compensation against any person otherwise qualified, solely because of race, color, religion, 
national origin, ethnicity, citizenship, immigration status, gender, age, sexual orientation, gender 
identity, gender expression, marital status, source of income, military status, protective hairstyle, or 
disability. The Contractor shall insert the foregoing provision in all subcontracts.

19. COMPLIANCE WITH ALL LAWS: The Contractor shall perform or cause to be performed all 
services in full compliance with all applicable laws, rules, regulations and codes of the United States, 
the State of Colorado; and with the Charter, ordinances, rules, regulations and Executive Orders of the 
City and County of Denver. These laws, regulations, and executive orders are incorporated by 
reference herein to the extent that they are applicable to this Agreement and required by law to be so 
incorporated.

20. COMPLIANCE WITH DENVER WAGE LAWS: To the extent applicable to the Contractor’s 
provision of Services hereunder, the Contractor shall comply with, and agrees to be bound by, all rules, 
regulations, requirements, conditions, and City determinations regarding the City’s Minimum Wage 
and Civil Wage Theft Ordinances, Sections 58-1 through 58-26 D.R.M.C., including, but not limited 
to, the requirement that every covered worker shall be paid all earned wages under applicable state, 
federal, and city law in accordance with the foregoing D.R.M.C. Sections. By executing this 
Agreement, the Contractor expressly acknowledges that the Contractor is aware of the requirements 
of the City’s Minimum Wage and Civil Wage Theft Ordinances and that any failure by the Contractor, 
or any other individual or entity acting subject to this Agreement, to strictly comply with the foregoing 
D.R.M.C. Sections shall result in the penalties and other remedies authorized therein.

21. PROHIBITED TERMS: Any term included in this Agreement that requires the City to indemnify or 
hold the Contractor harmless; requires the City to agree to binding arbitration; limits the Contractor’s 
liability for damages resulting from death, bodily injury, or damage to tangible property; or that 
conflicts with this provision in any way shall be void ab initio. Any agreement containing a prohibited 
term shall otherwise be enforceable as if it did not contain such term or condition, and all agreements 
entered into by the City, except for certain intergovernmental agreements, shall be governed by 
Colorado law notwithstanding any term or condition to the contrary.

22. DATA PROTECTION: In addition to the requirements herein and to the extent applicable to this 
Agreement, the Contractor shall provide the City with the same level of data protection and security 
afforded to the State as provided in the State Addendum. The Contractor shall also comply with all 
applicable laws, rules, regulations, directives, and policies relating to data protection, use, collection, 
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disclosures, processing, and privacy as they apply to the Contractor under this Agreement, including, 
without limitation, applicable industry standards or guidelines based on the data’s classification 
relevant to the Contractor’s performance hereunder and, when applicable, the most recent iterations 
of § 24-73-101, et seq.; C.R.S., IRS Publication 1075; the Health Information Portability and 
Accountability Act (“HIPAA”); the U.S. Department of Justice, Federal Bureau of Investigation, 
Criminal Justice Information Services (“CJIS”) Security Policy for all Criminal Justice Information; 
the Colorado Consumer Protection Act, the Payment Card Industry Data Security Standard (“PCI-
DSS”), and the Minimum Acceptable Risk Standards for Exchanges (collectively, “Data Protection 
Laws”).

23. PROTECTED HEALTH INFORMATION: The Contractor shall comply with all legislative and 
regulatory requirements of the Health Insurance Portability and Accountability Act of 1996 
(“HIPAA”); the Health Information Technology for Economic and Clinical Health Act (“HITECH”); 
42 CFR Part 2, Confidentially of Substance use Disorder Patient Records; the privacy standards 
adopted by the U.S. Department of Health and Human Services, 45 C.F.R. Parts 160 and 164, Subparts 
A and E; and the security standards adopted by the U.S. Department of Health and Human Services, 
45 C.F.R. Parts 160, 162, 164, and Subpart C (collectively, “HIPAA Rules”). The Contractor shall 
implement all necessary protective measures to comply with HIPAA Rules, and the Contractor hereby 
agrees to be bound by the terms of the Business Associate Agreement attached hereto and incorporated 
herein as Exhibit E. The Contractor shall not use protected health information or substance use 
treatment records except as legally necessary to fulfill the purpose of this Agreement and shall hold 
the City harmless, to the extent permitted by law, for any breach of these regulations. This Section 
shall survive the expiration or earlier termination of this Agreement, and the Contractor shall ensure 
that the requirements of this Section are included in any relevant subcontracts or subgrants.

24. CRIMINAL JUSTICE INFORMATION: Access to and use of criminal history record information 
and other sensitive information maintained in local, state, and FBI-managed criminal justice 
information systems by the Contractor are subject to the terms of this Agreement; 28 C.F.R. Part 20, 
Criminal Justice Information Systems; 18 U.S.C. § 2721, Prohibition on release and use of certain 
personal information from State motor vehicle records; Public Law 92-544; the National Crime 
Prevention and Privacy Compact; the National Crime Information Center (“NCIC”) operating manual 
and polices; the most recent Criminal Justice Information Services Security Policy; and Exhibit F, the 
Federal Bureau of Investigation (“FBI”) Criminal Justice Information Services Security Addendum, 
attached hereto and incorporated herein by reference. Private contractors who perform criminal justice 
functions and have access to Criminal Justice Information (“CJI”) shall meet the same training and 
certification criteria required of governmental agencies performing a similar function and are subject 
to audit to the same extent as local agencies. Before receiving access to CJI or Federal Criminal History 
Record Information (“CHRI”), the Contractor and its individual employees must complete the attached 
CJIS Security Addendum certification page. The Contractor shall maintain signed CJIS Security 
Addendum certification pages for its personnel and shall provide copies to the City upon request.
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25. CITY EXECUTION OF AGREEMENT: This Agreement will not be effective or binding on the 
City until it has been fully executed by all required signatories of the City and County of Denver, and 
if required by Charter, approved by the City Council. 

26. AGREEMENT AS COMPLETE INTEGRATION-AMENDMENTS: This Agreement is the 
complete integration of all understandings between the Parties as to the subject matter of this 
Agreement. No prior, contemporaneous, or subsequent addition, deletion, or other modification has 
any force or effect, unless embodied in this Agreement in writing. No oral representation by any officer 
or employee of the City at variance with the terms of this Agreement or any written amendment to this 
Agreement will have any force or effect or bind the City. 

27. EXTERNAL TERMS AND CONDITIONS DISCLAIMER: Notwithstanding anything to the 
contrary herein, the City shall not be subject to any provision including in any terms, conditions, or 
agreements appearing on the Contractor’s or a subcontractor’s website or any provision incorporated 
into any click-through or online agreements unless that provision is specifically referenced and 
incorporated into this Agreement.  

28. USE, POSSESSION OR SALE OF ALCOHOL OR DRUGS: The Contractor shall cooperate and 
comply with the provisions of Executive Order 94 and its Attachment A concerning the use, possession 
or sale of alcohol or drugs. Violation of these provisions or refusal to cooperate with implementation 
of the policy can result in contract personnel being barred from City facilities and from participating 
in City operations.

29. ELECTRONIC SIGNATURES AND ELECTRONIC RECORDS: The Contractor consents to the 
use of electronic signatures by the City. This Agreement, and any other documents requiring a 
signature under this Agreement, may be signed electronically by the City in the manner specified by 
the City. The Parties agree not to deny the legal effect or enforceability of this Agreement solely 
because it is in electronic form or because an electronic record was used in its formation. The Parties 
agree not to object to the admissibility of this Agreement in the form of an electronic record, or a paper 
copy of an electronic document, or a paper copy of a document bearing an electronic signature, on the 
ground that it is an electronic record or electronic signature or that it is not in its original form or is 
not an original. 

30. ATTACHED EXHIBITS INCORPORATED: The following attached exhibits are hereby 
incorporated into and made a material part of this Agreement: Exhibit A, State Addendum; Exhibit 
B, Microsoft Enterprise Agreement; Exhibit C, Denver County Court Pricing, Exhibit D, Certificate 
of Insurance, Exhibit E, HIPAA BAA; and Exhibit F, Criminal Justice Information Security 
Addendum.  

REMAINDER OF PAGE INTENTIONALLY LEFT BLANK
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Contract Control Number:  COURT-202683124-00 
Contractor Name:   INSIGHT PUBLIC SECTOR INC 
 
 
IN WITNESS WHEREOF, the parties have set their hands and affixed their seals at 
Denver, Colorado as of:   
 
 
 
SEAL CITY AND COUNTY OF DENVER: 

 
 
 

ATTEST: 
 
 
 
 
 
 

By:    
         
 
         
        

  
APPROVED AS TO FORM: REGISTERED AND COUNTERSIGNED: 
 
Attorney for the City and County of Denver 
 
By:   
         
 
         

 
 
 
By:    
          
 
          
 
 
By:     
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Contract Control Number:  COURT-202683124-00 
Contractor Name:   INSIGHT PUBLIC SECTOR INC 
 
 
 
 
         By: _______________________________________ 
 
 
 
         Name: _____________________________________ 
         (please print) 
 
         Title: _____________________________________ 
         (please print) 
 
 
 
 
                    ATTEST: [if required] 
 
 
         By: _______________________________________ 
 
 
 
         Name: _____________________________________ 
         (please print) 
 
 
         Title: _____________________________________ 
         (please print) 
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Global Compliance Officer

Lisanne Steinheiser
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1/20/2026 Page 1 of 2

Denver County Court Preleiminary Quote
Quotation: 0126-Denver County Court-No Markup-MSEA-JZM Agreement Start Date: 3/1/2026
Date: January 13, 2026 Agreement End Date: 2/28/2029
Enrollment: 53880456
Contract:

Part Number Item Name Level Purchase Period Pool Product Type Quantity  Unit Price  Extended Price 

Additional Products
7JQ-00343 SQL Server Enterprise Core ALng SA 2L D Added at Signing Servers Software Assurance 4 2,482.54$       9,930.16$           
77D-00111 Visual Studio Pro MSDN ALng SA D Added at Signing Applications Software Assurance 8 308.24$          2,465.92$           
6VC-01254 Win Remote Desktop Services CAL ALng SA UCAL D Added at Signing Servers Software Assurance 10 26.10$           261.00$              
9EA-00278 Win Server DC Core ALng SA 2L D Added at Signing Servers Software Assurance 72 139.06$          10,012.32$          
9EM-00270 Win Server Standard Core ALng SA 2L D Added at Signing Servers Software Assurance 32 21.35$           683.20$              

Annual Total: 23,352.60$          

Annual w/ Monthly Subs Tot 197,703.24$     

3 Yr Quote GrandTotal: 593,109.72$   

Confidential. EA At Signing Thank you for the opportunity to quote.

Exhibit C
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1/20/2026 Page 2 of 2

Denver County Court Preleiminary Quote
Quotation: 0126-Denver County Court-No Markup-MSEA-JZM Subscription Start Date: 3/1/2026
Date: January 13, 2026 Subscription End Date: 2/28/2029
Enrollment: 53880456
Contract:

Year One: 12 Months 12

Part Number Item Name Level Purchase Period Pool Product Type Quantity Term Price Extended Price

Enterprise Products
AAA-12416 CCAL Bridge O365 FSA Renewal Sub Per User D Non-Specific Servers Monthly Subscriptions-VolumeLicense 280 $17.08 4,782.40$           
AAA-12414 CCAL Bridge O365 Sub Per User D Non-Specific Servers Monthly Subscriptions-VolumeLicense 120 $20.13 2,415.60$           
U4S-00002 O365 G1 GCC Sub Per User D Non-Specific Servers Monthly Subscriptions-VolumeLicense 40 $107.34 4,293.60$           
AAA-11894 O365 G3 GCC Sub Per User D Non-Specific Servers Monthly Subscriptions-VolumeLicense 40 $246.89 9,875.60$           
T2N-00001 O365 G5 GCC Sub Per User D Non-Specific Applications Monthly Subscriptions-VolumeLicense 320 $407.90 130,528.00$       
Additional Products
MQM-00001 Entra ID P1 Gov Sub Per User D Non-Specific Servers Monthly Subscriptions-VolumeLicense 400 $54.77 21,908.00$         
NYH-00001 Teams AC with Dial Out US/CA GCC Sub Add-on D Non-Specific Servers Monthly Subscriptions-VolumeLicense 400 $0.00 -$                   
P3U-00001 Visio P2 GCC Sub Per User D Non-Specific Applications Monthly Subscriptions-VolumeLicense 4 $136.86 547.44$             

12 Month Total: 174,350.64$       

Year Two: 12 Months 12
Enterprise Products
AAA-12416 CCAL Bridge O365 FSA Renewal Sub Per User D Non-Specific Servers Monthly Subscriptions-VolumeLicense 280 $17.08 4,782.40$           
AAA-12414 CCAL Bridge O365 Sub Per User D Non-Specific Servers Monthly Subscriptions-VolumeLicense 120 $20.13 2,415.60$           
U4S-00002 O365 G1 GCC Sub Per User D Non-Specific Servers Monthly Subscriptions-VolumeLicense 40 $107.34 4,293.60$           
AAA-11894 O365 G3 GCC Sub Per User D Non-Specific Servers Monthly Subscriptions-VolumeLicense 40 $246.89 9,875.60$           
T2N-00001 O365 G5 GCC Sub Per User D Non-Specific Applications Monthly Subscriptions-VolumeLicense 320 $407.90 130,528.00$       
Additional Products
MQM-00001 Entra ID P1 Gov Sub Per User D Non-Specific Servers Monthly Subscriptions-VolumeLicense 400 $54.77 21,908.00$         
NYH-00001 Teams AC with Dial Out US/CA GCC Sub Add-on D Non-Specific Servers Monthly Subscriptions-VolumeLicense 400 $0.00 -$                   
P3U-00001 Visio P2 GCC Sub Per User D Non-Specific Applications Monthly Subscriptions-VolumeLicense 4 $136.86 547.44$             

12 Month Total: 174,350.64$       

Year Three: 12 Months 12
Enterprise Products
AAA-12416 CCAL Bridge O365 FSA Renewal Sub Per User D Non-Specific Servers Monthly Subscriptions-VolumeLicense 280 $17.08 4,782.40$           
AAA-12414 CCAL Bridge O365 Sub Per User D Non-Specific Servers Monthly Subscriptions-VolumeLicense 120 $20.13 2,415.60$           
U4S-00002 O365 G1 GCC Sub Per User D Non-Specific Servers Monthly Subscriptions-VolumeLicense 40 $107.34 4,293.60$           
AAA-11894 O365 G3 GCC Sub Per User D Non-Specific Servers Monthly Subscriptions-VolumeLicense 40 $246.89 9,875.60$           
T2N-00001 O365 G5 GCC Sub Per User D Non-Specific Applications Monthly Subscriptions-VolumeLicense 320 $407.90 130,528.00$       
Additional Products
MQM-00001 Entra ID P1 Gov Sub Per User D Non-Specific Servers Monthly Subscriptions-VolumeLicense 400 $54.77 21,908.00$         
NYH-00001 Teams AC with Dial Out US/CA GCC Sub Add-on D Non-Specific Servers Monthly Subscriptions-VolumeLicense 400 $0.00 -$                   
P3U-00001 Visio P2 GCC Sub Per User D Non-Specific Applications Monthly Subscriptions-VolumeLicense 4 $136.86 547.44$             

12 Month Total: 174,350.64$       

Confidential. EA Monthly Subscriptions Thank you for the opportunity to quote.
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SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

INSURER(S) AFFORDING COVERAGE

INSURER F :

INSURER E :

INSURER D :

INSURER C :

INSURER B :

INSURER A :

NAIC #

NAME:
CONTACT

(A/C, No):
FAX

E-MAIL
ADDRESS:

PRODUCER

(A/C, No, Ext):
PHONE

INSURED

REVISION NUMBER:CERTIFICATE NUMBER:COVERAGES

IMPORTANT:  If the certificate holder is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement.  A statement on
this certificate does not confer rights to the certificate holder in lieu of such endorsement(s).

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW.  THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

OTHER:

(Per accident)

(Ea accident)

$

$

N / A

SUBR
WVD

ADDL
INSD

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED.  NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

$

$

$

$PROPERTY DAMAGE

BODILY INJURY (Per accident)

BODILY INJURY (Per person)

COMBINED SINGLE LIMIT

AUTOS ONLY

AUTOSAUTOS ONLY
NON-OWNED

SCHEDULEDOWNED

ANY AUTO

AUTOMOBILE LIABILITY

Y / N

WORKERS COMPENSATION
AND EMPLOYERS' LIABILITY

OFFICER/MEMBER EXCLUDED?
(Mandatory in NH)

DESCRIPTION OF OPERATIONS below
If yes, describe under

ANY PROPRIETOR/PARTNER/EXECUTIVE

$

$

$

E.L. DISEASE - POLICY LIMIT

E.L. DISEASE - EA EMPLOYEE

E.L. EACH ACCIDENT

ER
OTH-

STATUTE
PER

LIMITS(MM/DD/YYYY)
POLICY EXP

(MM/DD/YYYY)
POLICY EFF

POLICY NUMBERTYPE OF INSURANCELTR
INSR

DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES  (ACORD 101, Additional Remarks Schedule, may be attached if more space is required)

EXCESS LIAB

UMBRELLA LIAB $EACH OCCURRENCE

$AGGREGATE

$

OCCUR

CLAIMS-MADE

DED RETENTION $

$PRODUCTS - COMP/OP AGG

$GENERAL AGGREGATE

$PERSONAL & ADV INJURY

$MED EXP (Any one person)

$EACH OCCURRENCE
DAMAGE TO RENTED

$PREMISES (Ea occurrence)

COMMERCIAL GENERAL LIABILITY

CLAIMS-MADE OCCUR

GEN'L AGGREGATE LIMIT APPLIES PER:

POLICY
PRO-
JECT LOC

CERTIFICATE OF LIABILITY INSURANCE
DATE (MM/DD/YYYY)

CANCELLATION

AUTHORIZED REPRESENTATIVE

ACORD 25 (2016/03)

© 1988-2016 ACORD CORPORATION.  All rights reserved.

CERTIFICATE HOLDER

The ACORD name and logo are registered marks of ACORD

HIRED
AUTOS ONLY

1,000,000

04/15/2026

3606-77-62

X

LOS-002665306-09

1,000,000

90-05749-002 (MA,WI,HI)

X

N/A

Aggregate

               Phoenix, AZ  85016



N

X04/15/2025

Endurance American Specialty Insurance Company

04/15/2026

04/15/2025

28460

7362-08-62

Professional Technology E&O

C

2,000,000

1,000,000

X

24988
N/A

1,000,000

X

E

X

General Liability and Auto Liability. Waiver of subrogation is applicable where required by written contract and subject to policy terms and conditions. 



04/14/2025

1,000,000

04/15/2025

1,000,000

Re: Contract: #CTR060025 / 178266






X

04/15/2025

               Denver, CO  80202

               Denver County Court


Sentry Casualty Company

As required by written contract, the City and County of Denver, its Elected and Appointed Officials, Employees and Volunteers are included as additional insured where required by written contract with respect to 

A

Sentry Insurance Company

CN101234622-STND-GAUWP-25-

Per Claim

10,000

04/15/2026

1,000,000

and Cyber

D

2,000,000

20303

1,000,000

1,000,000

04/15/2026

X

90-05749-001 (AOS)

               2325 E. Camelback Road

               MARSH USA LLC.


               Suite 600


               Attn: Phoenix.CertRequest@marsh.com

               Insight Public Sector, Inc.

               Insight Enterprises, Inc


               Chandler, AZ  85286
               2701 E. Insight Way


ANP30084357500

04/15/2025

               1437 Bannock Street, Room 108


X

X

X

A

.

X

04/15/2026

41718

Great Northern Insurance Company

X
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ACORD 101 (2008/01)
The ACORD name and logo are registered marks of ACORD

© 2008 ACORD CORPORATION.  All rights reserved.

THIS ADDITIONAL REMARKS FORM IS A SCHEDULE TO ACORD FORM,
FORM NUMBER: FORM TITLE:

ADDITIONAL REMARKS

ADDITIONAL REMARKS SCHEDULE Page           of

AGENCY CUSTOMER ID:
LOC #:

AGENCY

CARRIER NAIC CODE

POLICY NUMBER

NAMED INSURED

EFFECTIVE DATE:

22

Phoenix

insurance_bonds@insight.com.
The Technology E&O and Cyber policy evidenced above is subject to a self-insured retention. If you would like additional information regarding the self-insured retention, please contact the insured at: 

Certificate of Liability Insurance

CN101234622

               MARSH USA LLC.�
               Insight Public Sector, Inc.�
               Insight Enterprises, Inc�

               Chandler, AZ  85286
               2701 E. Insight Way�

25

Docusign Envelope ID: 19EAAA9D-0DC7-4496-92CA-6F04E220AE65



1

EXHIBIT E, BUSINESS ASSOCIATE AGREEMENT 
HIPAA/HITECH

1. GENERAL PROVISIONS AND RECITALS.

1.01 The parties agree that the terms used, but not otherwise defined below, shall have the same 
meaning given to such terms under the Health Insurance Portability and Accountability Act 
of 1996, Public Law 104-191 ("HIPAA"), the Health Information Technology for Economic 
and Clinical Health Act, Public Law 111-005 ("the HITECH Act"), and their implementing 
regulations at 45 CFR Parts 160 and 164 ("the HIPAA regulations") as they exist or may hereafter 
be amended.

1.02 The parties agree that a business associate relationship (as described in 45 CFR §160.103) under 
HIPAA, the HITECH Act, and the HIPAA regulations arises between the CONTRACTOR and the 
CITY to the extent that CONTRACTOR performs, or delegates to subcontractors to perform, 
functions or activities on behalf of CITY in respect of those projects under the Agreement with 
CITY, if any, where Business Associate would be a “Business Associate” as such term is defined 
under 45 CFR § 160.103 promulgated under HIPAA, and in such cases where Business Associate 
is a “Business Associate” under HIPAA the parties are entering into this Agreement in order to 
govern the use and disclosure of the Protected Health Information and the implementation of 
appropriate safeguards for the security of Electronic Protected Health Information under those 
specific projects under the underlying statement of work or contracts.

1.03 CITY wishes to disclose to CONTRACTOR certain information, some of which may constitute 
Protected Health Information (“PHI”) as defined below, to be used or disclosed in the course of 
providing services and activities.

1.04 The parties intend to protect the privacy and provide for the security of PHI that may be created, 
received, maintained, transmitted, used, or disclosed pursuant to the Agreement in compliance with 
the applicable standards, implementation specifications, and requirements of HIPAA, the HITECH 
Act, and the HIPAA regulations as they exist or may hereafter be amended.

1.05 The parties understand and acknowledge that HIPAA, the HITECH Act, and the HIPAA 
regulations do not pre-empt any state statutes, rules, or regulations that impose more stringent 
requirements with respect to privacy of PHI.

1.06 The parties understand that the HIPAA Privacy and Security rules apply to the CONTRACTOR in 
the same manner as they apply to a covered entity. CONTRACTOR agrees to comply at all times 
with the terms of this Agreement and the applicable standards, implementation specifications, and 
requirements of the Privacy and the Security rules, as they exist or may hereafter be amended, with 
respect to PHI.

2. DEFINITIONS.

2.01 "Administrative Safeguards" are administrative actions, and policies and procedures, to manage 
the selection, development, implementation, and maintenance of security measures to protect 
electronic PHI and to manage the conduct of CONTRACTOR's workforce in relation to the 
protection of that information.

2.02 "Agreement” means the attached Agreement and its exhibits to which these additional terms are 
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incorporated by reference.

2.03 "Breach" means the acquisition, access, use, or disclosure of PHI in a manner not permitted under 
the HIPAA Privacy Rule which compromises the security or privacy of the PHI in the 
performance of its obligations under the Agreement.
2.03.1 Breach excludes:

1. Any unintentional acquisition, access, or use of PHI by a workforce member or 
person acting under the authority of CONTRACTOR or CITY, if such acquisition, 
access, or use was made in good faith and within the scope of authority and does not 
result in further use or disclosure in a manner not permitted under the Privacy Rule.

2. Any inadvertent disclosure by a person who is authorized to access PHI to another 
person authorized to access PHI, or organized health care arrangement in which CITY 
participates, and the information received as a result of such disclosure is not further 
used or disclosed in a manner disallowed under the HIPAA Privacy Rule.

3. A disclosure of PHI where CONTRACTOR or CITY has a good faith belief that an 
unauthorized person to whom the disclosure was made would not reasonably have 
been able to retain such information.

4. A disclosure of PHI to the extent not necessary to CONTRACTOR’s performance of 
services under the Agreement.

2.03.2 Except as provided in paragraph (a) of this definition, an acquisition, access, use, or 
disclosure of PHI in a manner not permitted under the HIPAA Privacy Rule is presumed 
to be a breach unless CONTRACTOR demonstrates that there is a low probability that the 
PHI has been compromised based on a risk assessment of at least the following factors:

1. The nature and extent of the PHI involved, including the types of identifiers and the 
likelihood of re-identification;

2. The unauthorized person who used the PHI or to whom the disclosure was made;

3. Whether the PHI was actually acquired or viewed; and

4. The extent to which the risk to the PHI has been mitigated.

2.04 "CONTRACTOR" shall have the same meaning as in the attached Agreement, to which these 
Business Associate terms are incorporated by reference.

2.05 "CITY" shall have the same meaning as in the attached Agreement, to which these Business 
Associate terms are incorporated by reference.

2.06 "Data Aggregation” shall have the meaning given to such term under the HIPAA Privacy Rule in 
45 CFR §164.501.

2.07 "Designated Record Set" shall have the meaning given to such term under the HIPAA Privacy Rule 
in 45 CFR §164.501.
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2.08 "Disclosure" shall have the meaning given to such term under the HIPAA regulations in 45 CFR
§160.103.

2.09 "Health Care Operations" shall have the meaning given to such term under the HIPAA Privacy 
Rule in 45 CFR §164.501.

2.10 "Immediately" where used here shall mean within 24 hours of discovery.

2.11 "Individual" shall have the meaning given to such term under the HIPAA Privacy Rule in 45 CFR
§160.l03 and shall include a person who qualifies as a personal representative in accordance with 
45 CFR §164.502(g).

2.12 "Parties” shall mean “CONTRACTOR” and “CITY”, collectively.

2.13 "Physical Safeguards" are physical measures, policies, and procedures to protect 
CONTRACTOR's electronic information systems and related buildings and equipment, from 
natural and environmental hazards, and unauthorized intrusion.

2.14 "The HIPAA Privacy Rule" shall mean the Standards for Privacy of Individually Identifiable 
Health Information at 45 CFR Part 160 and Part 164, Subparts A and E.

2.15 "Protected Health Information" or "PHI'' shall have the meaning given to such term under the 
HIPAA regulations at 45 CFR §160.103.

2.16 "Required by Law" shall have the meaning given to such term under the HIPAA Privacy Rule at 
45 CFR §164.103.

2.17 "Secretary" shall mean the Secretary of the Department of Health and Human Services or his or 
her designee.

2.18 "Security Incident" means with respect to PHI in CONTRACTOR’s possession or control 
(including on CONTRACTOR’s electronic systems or physically located at CONTRACTOR’S 
facilities), attempted or successful unauthorized access, use, disclosure, modification, or 
destruction of information or interference with system operations in an information system. 
"Security incident" does not include trivial incidents that occur on a daily basis, such as scans, 
"pings", or unsuccessful attempts to penetrate computer networks or servers maintained by 
CONTRACTOR.

2.19 "The HIPAA Security Rule” shall mean the Security Standards for the Protection of electronic PHI 
at 45 CFR Part 160, Part 162, and Part 164, Subparts A and C.

2.20 "Subcontractor" shall have the meaning given to such term under the HIPAA regulations at 45 
CFR §160.103.

2.21 "Technical safeguards" means the technology and the policy and procedures for its use that protect 
electronic PHI and control access to it.

2.22 "Unsecured PHI" or "PHI that is unsecured" means PHI that is not rendered unusable, unreadable, 
or indecipherable to unauthorized individuals through the use of a technology or methodology 
specified by the Secretary of Health and Human Services ("HHS") in the guidance issued on the 
HHS Web site.
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2.23 "Use" shall have the meaning given to such term under the HIPAA regulations at 45 CFR §160.103.

3. OBLIGATIONS AND ACTIVITIES OF CONTRACTOR AS BUSINESS ASSOCIATE.

3.01 CONTRACTOR agrees not to use or further disclose PHI that CITY discloses to CONTRACTOR 
except as permitted or required by this Agreement or by law.

3.02 CONTRACTOR agrees to use appropriate safeguards, as provided for in this Agreement, to prevent 
use or disclosure of PHI that CITY discloses to CONTRACTOR or that CONTRACTOR creates, 
receives, maintains, or transmits, on behalf of CITY, except as provided for by this Contract.

3.03 CONTRACTOR agrees to comply with the HIPAA Security Rule, at Subpart C of 45 CFR Part 
164, with respect to electronic PHI that CITY discloses to CONTRACTOR or that CONTRACTOR 
creates, receives, maintains, or transmits, on behalf of CITY.

3.04 CONTRACTOR agrees to mitigate, to the extent practicable, any harmful effect of a Use or 
Disclosure of PHI by CONTRACTOR in violation of the requirements of this Agreement that 
becomes known to CONTRACTOR.

3.05 CONTRACTOR agrees to immediately report to CITY any Use or Disclosure of PHI not provided 
for by this Agreement that CONTRACTOR becomes aware of. CONTRACTOR must report 
Breaches of Unsecured PHI in accordance with 45 CFR §164.410.

3.06 CONTRACTOR agrees to ensure that any of its subcontractors that create, receive, maintain, or 
transmit, PHI on behalf of CONTRACTOR agree to comply with the applicable requirements of 
Section 164 Part C by entering into a contract or other arrangement.

3.07 To comply with the requirements of 45 CFR §164.524, CONTRACTOR agrees to provide access 
to CITY, or to an individual as directed by CITY, to PHI in a Designated Record Set within fifteen
(15) calendar days of receipt of a written request by CITY.

3.08 CONTRACTOR agrees to make amendment(s) to PHI in a Designated Record Set that CITY directs 
or agrees to, pursuant to 45 CFR §164.526, at the request of CITY or an Individual, within thirty
(30) calendar days of receipt of the request by CITY. CONTRACTOR agrees to notify CITY in 
writing no later than ten (10) calendar days after the amendment is completed.

3.09 CONTRACTOR agrees to make internal practices, books, and records, including policies and 
procedures, relating to the use and disclosure of PHI received from, or created or received by 
CONTRACTOR on behalf of CITY, available to CITY and the Secretary in a time and manner as 
determined by CITY, or as designated by the Secretary, for purposes of the Secretary determining 
CITY'S compliance with the HIPAA Privacy Rule.

3.10 CONTRACTOR agrees to document any Disclosures of PHI that CITY discloses to 
CONTRACTOR or that CONTRACTOR creates, receives, maintains, or transmits on behalf of 
CITY, and to make information related to such Disclosures available as would be required for CITY 
to respond to a request by an Individual for an accounting of Disclosures of PHI in accordance with 
45 CFR §164.528.

3.11 CONTRACTOR agrees to provide CITY information in a time and manner to be determined by 
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CITY in order to permit CITY to respond to a request by an Individual for an accounting of 
Disclosures of PHI in accordance with 45 CFR §164.528.

3.12 CONTRACTOR agrees that, to the extent CONTRACTOR carries out CITY's obligation(s) under 
the HIPAA Privacy and/or Security rules, CONTRACTOR will comply with the requirements of 
45 CFR Part 164 that apply to CITY in the performance of such obligation(s).

3.13 CONTRACTOR shall work with CITY upon notification by CONTRACTOR to CITY of a Breach 
to properly determine if any Breach exclusions exist as defined below.

4. SECURITY RULE.

4.01 With respect to PHI in CONTRACTOR’s possession or control (including on Business 
Associate’s electronic systems or physically located at CONTRACTOR’s facilities), 
CONTRACTOR shall comply with the requirements of 45 CFR § 164.306 and establish and 
maintain appropriate Administrative, Physical and Technical Safeguards in accordance with 45 
CFR §164.308, §164.310, §164.312, §164.314 and §164.316 with respect to electronic PHI that 
CITY discloses to CONTRACTOR or that CONTRACTOR creates, receives, maintains, or 
transmits on behalf of CITY. CONTRACTOR shall follow generally accepted system security 
principles and the requirements of the HIPAA Security Rule pertaining to the security of electronic 
PHI.

4.02 CONTRACTOR shall ensure that any subcontractors that create, receive, maintain, or transmit 
electronic PHI on behalf of CONTRACTOR agree through a contract with CONTRACTOR to the 
same restrictions and requirements contained here.

4.03 CONTRACTOR shall immediately report to CITY any Security Incident of which it 
becomes aware. CONTRACTOR shall report Breaches of Unsecured PHI as described in 5. 
BREACH DISCOVERY AND NOTIFICATION below and as required by 45 CFR §164.410.

5. BREACH DISCOVERY AND NOTIFICATION.

5.01 Following the discovery of a Breach of Unsecured PHI, CONTRACTOR shall notify CITY of such 
Breach, however, both parties may agree to a delay in the notification if so advised by a law 
enforcement official pursuant to 45 CFR §164.412.

5.01.1 A Breach shall be treated as discovered by CONTRACTOR as of the first day on which 
such Breach is known to CONTRACTOR or, by exercising reasonable diligence, would 
have been known to CONTRACTOR.

5.01.2 CONTRACTOR shall be deemed to have knowledge of a Breach, if the Breach is known, 
or by exercising reasonable diligence would have been known, to any person who is an 
employee, officer, or other agent of CONTRACTOR, as determined by the federal 
common law of agency.

5.02 CONTRACTOR shall provide the notification of the Breach immediately to the CITY DEH 
Executive Director or other designee.

5.02.1 CONTRACTOR'S initial notification may be oral, but shall be followed by written 
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notification within 24 hours of the oral notification.

5.03 CONTRACTOR'S notification shall include, to the extent possible:

5.03.l The identification of each Individual whose Unsecured PHI has been, or is reasonably 
believed by CONTRACTOR to have been, accessed, acquired, used, or disclosed during 
the Breach;

5.03.2 Any other information that CITY is required to include in the notification to each Individual 
under 45 CFR §164.404 (c) at the time CONTRACTOR is required to notify CITY, or
promptly thereafter as this information becomes available, even after the regulatory sixty
(60) day period set forth in 45 CFR §164.410 (b) has elapsed, including:

1. A brief description of what happened, including the date of the Breach and the date of 
the discovery of the Breach, if known;

2. A description of the types of Unsecured PHI that were involved in the Breach (such 
as whether full name, social security number, date of birth, home address, account 
number, diagnosis, disability code, or other types of information were involved);

3. Any steps Individuals should take to protect themselves from potential harm resulting 
from the Breach;

4. A brief description of what CONTRACTOR is doing to investigate the Breach, to 
mitigate harm to Individuals, and to protect against any future Breaches; and

5. Contact procedures for Individuals to ask questions or learn additional information, 
which shall include a toll-free telephone number, an e-mail address, Web site, or 
postal address.

5.04 CITY may require CONTRACTOR to provide notice to the Individual as required in 45 CFR
§164.404, if at the sole discretion of the CITY, it is reasonable to do so under the circumstances.

5.05 In the event that CONTRACTOR is responsible for a Breach of Unsecured PHI in violation of the 
HIPAA Privacy Rule, CONTRACTOR shall have the burden of demonstrating that 
CONTRACTOR made all required notifications to CITY, and as required by the Breach 
notification regulations, or, in the alternative, that the acquisition, access, use, or disclosure of PHI 
did not constitute a Breach.

5.06 CONTRACTOR shall maintain documentation of all required notifications of a Breach or its risk 
assessment under 45 CFR §164.402 to demonstrate that a Breach did not occur.

5.07 CONTRACTOR shall provide to CITY all specific and pertinent information about the Breach, 
including the information listed above, if not yet provided, to permit CITY to meet its notification 
obligations under Subpart D of 45 CFR Part 164 as soon as practicable, but in no event later than 
fifteen (15) calendar days after CONTRACTOR's initial report of the Breach to CITY.

5.08 CONTRACTOR shall continue to provide all additional pertinent information about the Breach to 
CITY as it becomes available, in reporting increments of five (5) business days after the prior 
report to CITY. CONTRACTOR shall also respond in good faith to all reasonable requests for 
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further information, or follow-up information, after report to CITY, when such request is made by 
CITY.

5.09 In addition to the provisions in the body of the Agreement, CONTRACTOR shall also bear all 
expense or other costs associated with the Breach and shall reimburse CITY for all expenses CITY 
incurs in addressing the Breach and consequences thereof, including costs of investigation, 
notification, remediation, documentation or other costs or expenses associated with addressing the 
Breach.

6. PERMITTED USES AND DISCLOSURES BY CONTRACTOR.

6.01 CONTRACTOR may use or further disclose PHI that CITY discloses to CONTRACTOR as 
necessary to perform functions, activities, or services for, or on behalf of, CITY as specified in the 
Agreement, provided that such use or Disclosure would not violate the HIPAA Privacy Rule if 
done by CITY.

6.02 CONTRACTOR may use PHI that CITY discloses to CONTRACTOR, if necessary, for the proper 
management and administration of the Agreement.

6.03 CONTRACTOR may disclose PHI that CITY discloses to CONTRACTOR to carry out the legal 
responsibilities of CONTRACTOR, if:

6.03.1 The Disclosure is required by law; or

6.03.2 CONTRACTOR obtains reasonable assurances from the person or entity to whom/which 
the PHI is disclosed that it will be held confidentially and used or further disclosed only as 
required by law or for the purposes for which it was disclosed to the person or entity and 
the person or entity immediately notifies CONTRACTOR of any instance of which it is 
aware in which the confidentiality of the information has been breached.

6.04 CONTRACTOR may use or further disclose PHI that CITY discloses to CONTRACTOR to 
provide Data Aggregation services relating to the Health Care Operations of CONTRACTOR.

6.05 CONTRACTOR may use and disclose PHI that CITY discloses to CONTRACTOR consistent 
with the minimum necessary policies and procedures of CITY.

7. OBLIGATIONS OF CITY.

7.01 CITY shall notify CONTRACTOR of any limitation(s) in CITY'S notice of privacy practices in 
accordance with 45 CFR §164.520, to the extent that such limitation may affect CONTRACTOR'S 
Use or Disclosure of PHI.

7.02 CITY shall notify CONTRACTOR of any changes in, or revocation of, the permission by an 
Individual to use or disclose his or her PHI, to the extent that such changes may affect 
CONTRACTOR’S Use or Disclosure of PHI.

7.03 CITY shall notify CONTRACTOR of any restriction to the Use or Disclosure of PHI that CITY 
has agreed to in accordance with 45 CFR §164.522, to the extent that such restriction may affect 
CONTRACTOR'S use or disclosure of PHI.

7.04 CITY shall not request CONTRACTOR to use or disclose PHI in any manner that would not be 
permissible under the HIPAA Privacy Rule if done by CITY.
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7.05 CITY shall provide CONTRACTOR with only the minimum necessary PHI required for 
CONTRACTOR to perform the services under the Agreement.

8. BUSINESS ASSOCIATE TERMINATION.

8.01 Upon CITY'S knowledge of a material breach or violation by CONTRACTOR of the requirements 
of this Contract, CITY shall:
8.01.1 Provide an opportunity for CONTRACTOR to cure the material breach or end the violation 

within thirty (30) business days; or

8.01.2 Immediately terminate the Agreement, if CONTRACTOR is unwilling or unable to cure 
the material breach or end the violation within (30) days, provided termination of the 
Agreement is feasible.

8.02 Upon termination of the Agreement, CONTRACTOR shall either destroy or return to CITY all PHI 
CONTRACTOR received from CITY and any and all PHI that CONTRACTOR created, 
maintained, or received on behalf of CITY in conformity with the HIPAA Privacy Rule.

8.02.1 This provision shall apply to all PHI that is in the possession of subcontractors oragents 
of CONTRACTOR.

8.02.2 CONTRACTOR shall retain no copies of the PHI.

8.02.3 In the event that CONTRACTOR determines that returning or destroying the PHI is not 
feasible, CONTRACTOR shall provide to CITY notification of the conditions that make 
return or destruction infeasible. Upon determination by CITY that return or destruction of 
PHI is infeasible, CONTRACTOR shall extend the protections of this Agreement to the 
PHI and limit further Uses and Disclosures of the PHI to those purposes that make the 
return or destruction infeasible, for as long as CONTRACTOR maintains the PHI.

8.03 The obligations of this Agreement shall survive the termination of the Agreement.

9. SUBSTANCE ABUSE (42 C.F.R., Part 2).
CONTRACTOR shall also comply with all provisions of 42 C.F.R., Part 2 relating to substance abuse 
treatment and records.
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EXHIBIT F, FEDERAL BUREAU OF INVESTIGATION 
CRIMINAL JUSTICE INFORMATION SERVICES 

SECURITY ADDENDUM

The goal of this document is to augment the CJIS Security Policy to ensure adequate 
security is provided for criminal justice systems while (1) under the control or management of 
a private entity or (2) connectivity to FBI CJIS Systems has been provided to a private entity 
(contractor).  Adequate security is defined in Office of Management and Budget Circular A-
130 as “security commensurate with the risk and magnitude of harm resulting from the loss, 
misuse, or unauthorized access to or modification of information.” 

The intent of this Security Addendum is to require that the Contractor maintain a 
security program consistent with federal and state laws, regulations, and standards (including 
the CJIS Security Policy in effect when the contract is executed), as well as with policies and 
standards established by the Criminal Justice Information Services (CJIS) Advisory Policy 
Board (APB). 

This Security Addendum identifies the duties and responsibilities with respect to the 
installation and maintenance of adequate internal controls within the contractual relationship so 
that the security and integrity of the FBI’s information resources are not compromised.  The 
security program shall include consideration of personnel security, site security, system 
security, and data security, and technical security. 

The provisions of this Security Addendum apply to all personnel, systems, networks and 
support facilities supporting and/or acting on behalf of the government agency. 
1.00 Definitions 
1.01 Contracting Government Agency (CGA) – the government agency, whether a Criminal 
Justice Agency or a Noncriminal Justice Agency, which enters into an agreement with a private 
contractor  subject to this Security Addendum. 
1.02 Contractor – a private business, organization or individual which has entered into an 
agreement for the administration of criminal justice with a Criminal Justice Agency or a 
Noncriminal Justice Agency. 
2.00 Responsibilities of the Contracting Government Agency. 
2.01 The CGA will ensure that each Contractor employee receives a copy of the Security 
Addendum and the CJIS Security Policy and executes an acknowledgment of such receipt and 
the contents of the Security Addendum.  The signed acknowledgments shall remain in the 
possession of the CGA and available for audit purposes.  The acknowledgement may be signed 
by hand or via digital signature (see glossary for definition of digital signature). 
3.00 Responsibilities of the Contractor. 
3.01 The Contractor will maintain a security program consistent with federal and state laws, 
regulations, and standards (including the CJIS Security Policy in effect when the contract is 
executed and all subsequent versions), as well as with policies and standards established by the 
Criminal Justice Information Services (CJIS) Advisory Policy Board (APB). 
4.00 Security Violations. 
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4.01 The CGA must report security violations to the CJIS Systems Officer (CSO) and the 
Director, FBI, along with indications of actions taken by the CGA and Contractor. 
4.02 Security violations can justify termination of the appended agreement. 
4.03 Upon notification, the FBI reserves the right to: 
 a. Investigate or decline to investigate any report of unauthorized use; 
 b. Suspend or terminate access and services, including telecommunications links.  The 

FBI will provide the CSO with timely written notice of the suspension.  Access and 
services will be reinstated only after satisfactory assurances have been provided to 
the FBI by the CGA and Contractor.  Upon termination, the Contractor’s records 
containing CHRI must be deleted or returned to the CGA. 

5.00 Audit 
5.01 The FBI is authorized to perform a final audit of the Contractor’s systems after 
termination of the Security Addendum. 
6.00 Scope and Authority 
6.01 This Security Addendum does not confer, grant, or authorize any rights, privileges, or 
obligations on any persons other than the Contractor, CGA, CJA (where applicable), CSA, and 
FBI. 
6.02 The following documents are incorporated by reference and made part of this 
agreement: (1) the Security Addendum; (2) the NCIC 2000 Operating Manual; (3) the CJIS 
Security Policy; and (4) Title 28, Code of Federal Regulations, Part 20.  The parties are also 
subject to applicable federal and state laws and regulations. 
6.03 The terms set forth in this document do not constitute the sole understanding by and 
between the parties hereto; rather they augment the provisions of the CJIS Security Policy to 
provide a minimum basis for the security of the system and contained information and it is 
understood that there may be terms and conditions of the appended Agreement which impose 
more stringent requirements upon the Contractor. 
6.04 This Security Addendum may only be modified by the FBI, and may not be modified 
by the parties to the appended Agreement without the consent of the FBI. 
6.05 All notices and correspondence shall be forwarded by First Class mail to: 
 
Information Security Officer 
Criminal Justice Information Services Division, FBI 
1000 Custer Hollow Road 
Clarksburg, West Virginia  26306 
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FEDERAL BUREAU OF INVESTIGATION 
CRIMINAL JUSTICE INFORMATION SERVICES 

SECURITY ADDENDUM 
 
CERTIFICATION 
 
 I hereby certify that I am familiar with the contents of (1) the Security Addendum, 
including its legal authority and purpose; (2) the NCIC Operating Manual; (3) the CJIS Security 
Policy; and (4) Title 28, Code of Federal Regulations, Part 20, and agree to be bound by their 
provisions. 
 I recognize that criminal history record information and related data, by its very nature, 
is sensitive and has potential for great harm if misused.  I acknowledge that access to criminal 
history record information and related data is therefore limited to the purpose(s) for which a 
government agency has entered into the contract incorporating this Security Addendum.  I 
understand that misuse of the system by, among other things:  accessing it without 
authorization; accessing it by exceeding authorization; accessing it for an improper purpose; 
using, disseminating or re-disseminating information received as a result of this contract for a 
purpose other than that envisioned by the contract, may subject me to administrative and 
criminal penalties.  I understand that accessing the system for an appropriate purpose and then 
using, disseminating or re-disseminating the information received for another purpose other 
than execution of the contract also constitutes misuse.  I further understand that the occurrence 
of misuse does not depend upon whether or not I receive additional compensation for such 
authorized activity.  Such exposure for misuse includes, but is not limited to, suspension or loss 
of employment and prosecution for state and federal crimes. 
 
 
_______________________________________  _______________ 
Printed Name/Signature of Contractor Employee                     Date 
 
 
______________________________________  _______________ 
Printed Name/Signature of Contractor Representative   Date 
 
 

Organization and Title of Contractor Representative 
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