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PARTICIPATING ADDENDUM

THIS PARTICIPATING ADDENDUM (this “Agreement’) is made between the CITY AND
COUNTY OF DENVER, a municipal corporation of the State of Colorado (the “City”), and INSIGHT
PUBLIC SECTOR, INC,, an Illinois corporation, whose address is 13755 Sunrise Valley Dr Ste 750,
Herndon, VA 20171 (the “Contractor”), collectively, the “Parties” and individually a “Party.”

RECITALS

WHEREAS, as a participating entity of NASPO, the State of Colorado (the “State”) entered into a
Participating Addendum Contract No. 178266, effective October 12, 2022 (the “State Addendum”), with
the Contractor for software value-added reseller services. The State Addendum covers participation in the
Software Value Added Reseller Master Agreement CTR060025 led by the State of Arizona (the “Master
Price Agreement”), for use by State agencies and other entities located in Colorado, a copy of the State
Addendum is attached hereto as Exhibit A and incorporated herein by reference, to the extent not
inconsistent with this Agreement;

WHEREAS, this Agreement is also subject to Microsoft’s Enterprise Agreement for State and Local
Government, as entered into by the State of Colorado’s Office of Information Technology under Contract
No. 174126 (the “Microsoft Enterprise Agreement”), a copy of which is attached hereto as Exhibit B and
incorporated herein by reference, to the extent not inconsistent with this Agreement;

WHEREAS, the City is permitted, pursuant to D.R.M.C. § 20-64.5 and the City’s Executive Order 8,
to purchase such products and/or services under the State Addendum, at its discretion and with the assent
of the awarded Contractor, and the State Addendum permits its cooperative use by other public entities,
including the City; and

WHEREAS, the Parties desire to enter into this Agreement for the purpose of (i) acknowledging their
cooperative contractual relationship under the Master Price Agreement, State Addendum, and this
Agreement; (ii) establishing the terms and conditions by which the Contractor may provide the City with
software value-added reseller services, as more particularly set forth in this Agreement; and (iii) setting
the maximum aggregate amount to be expended pursuant to this Agreement.

NOW, THEREFORE, in consideration of the mutual covenants and agreements hereinafter set forth
and valuable consideration, the receipt and sufficiency of which are hereby acknowledged, the Parties
incorporate the recitals set forth above and agree as follows:

1. COORDINATION AND LIAISON: The Contractor shall fully coordinate all services under this

Agreement with Denver County Court’s Information Technology Director or other designated

personnel of the Court’s Information Technology Department (“Agency” or “IT”). This Agreement

may be used by all departments, offices, and other agencies of the City subject to the any applicable
restrictions set forth herein.

2. TASK ORDERS AND SERVICES TO BE PERFORMED: The Contractor agrees to cooperate
with the City in the preparation of detailed “Task Orders” in accordance with this Agreement and the
rates contained herein. Each Task Order shall include a detailed scope of services, level of effort,
schedule, rates, and payment schedule, including a “not to exceed” amount, specific to each the Task
Order. Task Orders shall be construed to be in addition to, supplementary to, and consistent with the
provisions of this Agreement subject to the terms and conditions of the Master Price Agreement and
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3.

State Addendum. In the event of a conflict between a particular provision of any Task Order and a
provision of this Agreement, this Agreement shall take precedence. A Task Order may be amended
by the Parties by a written instrument prepared by the Parties jointly and signed by their authorized
representatives. The City may execute Task Orders in its sole discretion, and the City is not required
to execute any minimum number of Task Orders under this Agreement. The City shall have no liability
to compensate the Contractor for the delivery of any goods or the performance of any services that are
not specifically set forth in this Agreement or a properly executed Task Order. In no event shall a Task
Order term extend beyond the Term unless the City has specifically agreed in writing. If this
Agreement is terminated for any reason, each Task Order hereunder shall also terminate unless the
City has specifically directed otherwise in writing. The Contractor agrees to fully coordinate its
provision of services with any third party under contract with the City doing work or providing services
which affect the Contractor’s performance. The Contractor shall faithfully perform the work in
accordance with the standards of care, skill, training, diligence, and judgment provided by highly
competent individuals and entities that perform services of a similar nature to those described in this
Agreement. The Contractor represents and warrants that all services will be performed by qualified
personnel in a professional and workmanlike manner, consistent with industry standards; all services
and/or deliverables will conform to applicable, agreed upon specifications, if any; and, it has the
requisite ownership, rights and licenses to perform its obligations under this Agreement fully as
contemplated hereby and to grant to the City all rights with respect to any deliverable and services free
and clear from any and all liens, adverse claims, encumbrances, and interests of any third party.
TERM: This Agreement will commence on March 1, 2026, and will expire, unless sooner terminated
as provided in this Agreement, on February 28, 2029 (the “Term”).
COMPENSATION AND PAYMENT
4.1. Fees: The City shall pay, and the Contractor shall accept as the sole compensation for services
rendered and costs incurred under this Agreement the fees described in the attached Exhibit C
and any duly executed Task Order. Amounts billed may not exceed rates set forth in Exhibit C.
The Contractor is responsible for maintaining a current price list of available products and

services.

4.2. Reimbursable Expenses: There are no reimbursable expenses allowed under this Agreement. All
of the Contractor’s expenses are contained in Exhibit C. The City will not be obligated to pay the
Contractor for any other fees, costs, expenses, or charges of any nature that may be incurred and
paid by the Contractor in performing services under this Agreement including but not limited to
personnel, benefits, contract labor, overhead, administrative costs, operating costs, supplies,
equipment, and out-of-pocket expenses.

4.3. Invoicing: The Contractor shall provide the City with a monthly invoice in a format and with a
level of detail acceptable to the City including all supporting documentation required by the City.
The City’s Prompt Payment Ordinance, D.R.M.C. §§ 20-107 to 20-118, applies to invoicing and
payment under this Agreement.

4.4. Maximum Contract Amount
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4.4.1. Notwithstanding any other provision of this Agreement, the City’s maximum
payment obligation will not exceed Five Hundred Ninety-Three Thousand One Hundred Nine
Dollars and Seventy-Two Cents ($593,109.72) (the “Maximum Contract Amount”). The City
is not obligated to execute an Agreement, Task Order, or any amendments for any further
services, including any services performed by the Contractor beyond that specifically
described in Exhibit C. Any services performed beyond those in Exhibit C are performed
at the Contractor’s risk and without authorization under this Agreement.

4.4.2. The City’s payment obligation, whether direct or contingent, extends only to funds
appropriated annually by the Denver City Council, paid into the Treasury of the City, and
encumbered for the purpose of this Agreement. The City does not by this Agreement
irrevocably pledge present cash reserves for payment or performance in future fiscal years.
This Agreement does not and is not intended to create a multiple-fiscal year direct or indirect
debt or financial obligation of the City.

5. INCORPORATION AND ORDER OF PRECEDENCE: The Master Price Agreement, State
Addendum, and Microsoft Enterprise Agreement shall apply to this Agreement to the extent not
inconsistent with this Agreement. If any term of this Agreement conflicts with the Master Price
Agreement, State Addendum, or Microsoft Enterprise Agreement, then this Agreement shall control
for all transactions between the City and the Contractor under this Agreement. If there is any conflict
among the Master Price Agreement, State Addendum, and Microsoft Enterprise Agreement, the State
Addendum shall control. All terms defined in the Master Price Agreement, State Addendum, and
Microsoft Enterprise Agreement shall have the same meaning as defined therein, except for those
terms specifically defined differently in this Agreement.

6. RIGHTS AND PRIVILEGES: To the extent provided under the State Addendum, the City shall be
afforded the same rights and privileges afforded to the State.

7. INSURANCE
7.1. General Conditions: The Contractor agrees to secure, at or before the time of execution of this

Agreement, the following insurance covering all operations, goods or services provided pursuant
to this Agreement. The Contractor shall keep the required insurance coverage in force at all times
during the term of this Agreement, including any extension thereof, and during any warranty
period. The required insurance shall be underwritten by an insurer licensed or authorized to do
business in Colorado and rated by A.M. Best Company as “A-VIII" or better. Each policy shall
require notification to the City in the event any of the required policies be canceled or non-
renewed before the expiration date thereof. Such written notice shall be sent to the parties
identified in the Notices Section of this Agreement. Such notice shall reference the City contract
number listed on the signature page of this Agreement. Said notice shall be sent thirty (30) days
prior to such cancellation or non-renewal unless due to non-payment of premiums for which
notice shall be sent ten (10) days prior. If such written notice is unavailable from the insurer, the
Contractor shall provide written notice of cancellation, non-renewal and any reduction in
coverage to the parties identified in the Notices Section by certified mail, return receipt requested
within three (3) business days of such notice by its insurer(s) and referencing the City’s contract
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7.2.

7.3.

7.4.

7.5.

7.6.

7.7.

7.8.

number. The Contractor shall be responsible for the payment of any deductible or self-insured
retention. The insurance coverages specified in this Agreement are the minimum requirements,
and these requirements do not lessen or limit the liability of the Contractor. The Contractor shall
maintain, at its own expense, any additional kinds or amounts of insurance that it may deem
necessary to cover its obligations and liabilities under this Agreement.

Proof of Insurance: The Contractor may not commence services or work relating to this
Agreement prior to placement of coverages required under this Agreement. The Contractor
certifies that the certificate of insurance attached as Exhibit D, preferably an ACORD form,
complies with all insurance requirements of this Agreement. The City requests that the City’s

contract number be referenced on the certificate of insurance. The City’s acceptance of a
certificate of insurance or other proof of insurance that does not comply with all insurance
requirements set forth in this Agreement shall not act as a waiver of the Contractor’s breach of
this Agreement or of any of the City’s rights or remedies under this Agreement. The City’s Risk
Management Office may require additional proof of insurance, including but not limited to
policies and endorsements.

Additional Insureds: For Commercial General Liability, Auto Liability and Excess
Liability/Umbrella (if required), the Contractor and Subcontractor’s insurer(s) shall include the
City and County of Denver, its elected and appointed officials, employees, and volunteers as
additional insured.

Waiver of Subrogation: For all coverages required under this Agreement, with the exception of
Professional Liability — if required, the Contractor’s insurer shall waive subrogation rights against
the City.

Subcontractors and Subconsultants: The Contractor shall confirm and document that all
Subcontractors and subconsultants (including independent contractors, suppliers or other entities
providing goods or services required by this Agreement) procure and maintain coverage as

approved by the Contractor and appropriate to their respective primary business risks considering
the nature and scope of services provided.

Workers’ Compensation and Employer’s Liability Insurance: The Contractor shall maintain
the coverage as required by statute for each work location and shall maintain Employer’s Liability
insurance with limits of $100,000 per occurrence for each bodily injury claim, $100,000 per
occurrence for each bodily injury caused by disease claim, and $500,000 aggregate for all bodily
injuries caused by disease claims.

Commercial General Liability: The Contractor shall maintain a Commercial General Liability
insurance policy with minimum limits of $1,000,000 for each bodily injury and property damage

occurrence, $2,000,000 products and completed operations aggregate (if applicable), and
$2,000,000 policy aggregate. Policy shall not contain an exclusion for sexual abuse, molestation,
or misconduct.

Automobile Liability: The Contractor shall maintain Automobile Liability with minimum limits

of $1,000,000 combined single limit applicable to all owned, hired, and non-owned vehicles used
in performing services under this Agreement.
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7.9. Technology Errors & Omissions: The Contractor shall maintain Technology Errors and
Omissions insurance including network security, privacy liability and product failure coverage
with minimum limits of $1,000,000 per occurrence and $1,000,000 policy aggregate. The policy
shall be kept in force, or a Tail policy placed, for three (3) years.

7.10. Cyber Liability: The Contractor shall maintain Cyber Liability coverage with minimum
limits of $1,000,000 per occurrence and $1,000,000 policy aggregate covering claims involving
privacy violations, information theft, damage to or destruction of electronic information,
intentional and/or unintentional release of private information, alteration of electronic
information, extortion and network security. If Claims Made, the policy shall be kept in force, or
a Tail policy placed, for three (3) years.

8. INDEMNIFICATION AND DEFENSE: The City shall be afforded all the rights, privileges, and
indemnifications afforded to the State, participating entities, purchasing entities, and its agencies and
employees under the Master Price Agreement and State Addendum, and such rights, privileges, and
indemnifications shall accrue and apply with equal effect to the City under this Agreement including,
but not limited to, the Contractor’s obligation to provide indemnification and insurance. In any event,
the Contractor agrees to defend, indemnify, reimburse and hold harmless City, its appointed and
elected officials, agents and employees for, from and against all liabilities, claims, judgments, suits or
demands for damages to persons or property arising out of, resulting from, or relating to the work
performed under this Agreement (“Claims”), unless such Claims have been specifically determined
by the trier of fact to be the sole negligence or willful misconduct of the City. This indemnity shall be
interpreted in the broadest possible manner to indemnify City for any acts or omissions of the
Contractor or its subcontractors either passive or active, irrespective of fault, including City’s
concurrent negligence whether active or passive, except for the sole negligence or willful misconduct
of City. The Contractor’s duty to defend and indemnify City shall arise at the time written notice of
the Claim is first provided to City regardless of whether Claimant has filed suit on the Claim. The
Contractor’s duty to defend and indemnify City shall arise even if City is the only party sued by
claimant and/or claimant alleges that City’s negligence or willful misconduct was the sole cause of
claimant’s damages. The Contractor shall defend any and all Claims which may be brought or
threatened against City and shall pay on behalf of City any expenses incurred by reason of such Claims
including, but not limited to, court costs and attorney fees incurred in defending and investigating such
Claims or seeking to enforce this indemnity obligation. Such payments on behalf of City will be in
addition to any other legal remedies available to City and will not be the City’s exclusive remedy.
Insurance coverage in no way lessen or limit the liability of the Contractor under the terms of this
indemnification obligation. The Contractor is responsible to obtain, at its own expense, any additional
insurance that it deems necessary for the City’s protection. This defense and indemnification
obligation shall survive the expiration or termination of this Agreement.

9. STATUS OF CONTRACTOR: The Contractor is an independent contractor retained to perform
professional or technical services for limited periods of time. Neither the Contractor nor any of its
employees are employees or officers of the City under Chapter 18 of the Denver Revised Municipal
Code, or for any purpose whatsoever.
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10.

11.

12.

13.

14.

ASSIGNMENT; SUBCONTRACTING: The Contractor is authorized to use subcontractors to

provide sales and support to the City as authorized by either the City, the Master Agreement, or the

State Addendum. The Contractor’s subcontractor’s participation shall be in accordance with the terms

and conditions set forth herein. The Contractor shall not assign any of its rights or obligations under

this Agreement without obtaining the City’s prior written consent, and any assignment without such
consent will be ineffective and void.

TERMINATION

11.1. The City has the right to terminate this Agreement with cause upon written notice effective
immediately, and without cause upon thirty (30) days prior written notice to the Contractor.
However, nothing gives the Contractor the right to perform services under this Agreement beyond
the time when its services become unsatisfactory to the City.

11.2. The City is entering into this Agreement to serve the public interest. If this Agreement
ceases to further the City’s public interest, the City, in its sole discretion, may terminate this
Agreement, in whole or in part, for convenience by giving written notice to the Contractor.

11.3. Upon termination of this Agreement, with or without cause, the Contractor shall have no

claim against the City by reason of, or arising out of, incidental or relating to termination, except
for compensation for work duly requested and satisfactorily performed as described in this
Agreement. Upon termination, the City is entitled to take possession of all materials, equipment,
tools, and facilities it owns that are in the Contractor’s possession, custody, or control by whatever
method the City deems expedient.
EXAMINATION OF RECORDS AND AUDITS: Any authorized agent of the City, including the
City Auditor or his or her representative, has the right to access, and the right to examine, copy and

retain copies, at City’s election in paper or electronic form, any pertinent books, documents, papers
and records related to the Contractor’s performance pursuant to this Agreement, provision of any
goods or services to the City, and any other transactions related to this Agreement. The Contractor
shall cooperate with City representatives and City representatives shall be granted access to the
foregoing documents and information during reasonable business hours and until the latter of three (3)
years after the final payment under this Agreement or expiration of the applicable statute of limitations.
When conducting an audit of this Agreement, the City Auditor shall be subject to government auditing
standards issued by the United States Government Accountability Office by the Comptroller General
of the United States, including with respect to disclosure of information acquired during the course of
an audit. No examination of records and audits pursuant to this paragraph shall require the Contractor
to make disclosures in violation of state or federal privacy laws. The Contractor shall at all times
comply with D.R.M.C. § 20-276.

COLORADO GOVERNMENTAL IMMUNITY ACT: In relation to this Agreement, the City is
relying upon and has not waived the monetary limitations and all other rights, immunities and
protection provided by the Colorado Governmental Act, C.R.S. § 24-10-101, ef seq.

COLORADO OPEN RECORDS ACT: Nothing in this Agreement shall in any way limit the ability
of the City to comply with any laws or legal process concerning disclosures by public entities. The
Parties understand that all materials exchanged under this Agreement may be subject to the Colorado
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15.

16.

Open Records Act, § 24-72-201, et seq., C.R.S. (“CORA”). In the event of a request to the City for
disclosure of confidential materials, the City shall advise the Contractor of such request to give the
Contractor the opportunity to object to the disclosure of any of its materials which it marked as, or
otherwise asserts is, proprietary or confidential. If the Contractor objects to disclosure of any of its
material, the Contractor shall identify to the City the legal basis under CORA for any right to withhold.
In the event of any action or the filing of a lawsuit to compel disclosure, the Contractor agrees to
intervene in such action or lawsuit to protect and assert its claims of privilege against disclosure of
such material or waive the same. If the matter is not resolved, the City will tender all material to the
court for judicial determination of the issue of disclosure. The Contractor further agrees to defend,
indemnify, and save and hold harmless the City, its officers, agents, and employees, from any claim,
damages, expense, loss, or costs arising out of the Contractor’s intervention to protect and assert its
claim of privilege against disclosure under this Section, including but not limited to, prompt
reimbursement to the City of all reasonable attorney fees, costs, and damages that the City may incur
directly or may be ordered to pay.

TAXES, CHARGES., AND PENALTIES: The City is not liable for the payment of taxes, late
charges or penalties of any nature, except for any additional amounts that the City may be required to
pay under the City’s prompt payment ordinance D.R.M.C. § 20-107, et seq. The Contractor shall
promptly pay when due, all taxes, bills, debts and obligations it incurs performing the services under

this Agreement and shall not allow any lien, mortgage, judgment or execution to be filed against City
property.

NOTICES: All notices required by the terms of this Agreement must be hand delivered, sent by
overnight courier service, mailed by certified mail, return receipt requested, electronic mail, or mailed
via United States mail, postage prepaid, if to the Contractor at the address above and to City at the
addresses below:

Jonathan Moskoe, Information Technology Director
Denver County Court

1437 Bannock Street, Room 108

Denver, Colorado 80202

With a copy to:

Denver City Attorney’s Office
1437 Bannock St., Room 353
Denver, Colorado 80202

Notices hand delivered, sent by electronic mail, or sent by overnight courier are effective upon delivery.
Notices sent by certified mail are effective upon receipt. Notices sent by mail are effective upon
deposit with the U.S. Postal Service. The Parties may designate substitute addresses where or persons
to whom notices are to be mailed or delivered. However, these substitutions will not become effective
until actual receipt of written notification.
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17.

18.

19.

20.

21.

22.

GOVERNING LAW: VENUE: This Agreement will be construed and enforced in accordance with
applicable federal law, the laws of the State of Colorado, and the Charter, Revised Municipal Code,
ordinances, regulations and Executive Orders of the City and County of Denver, which are expressly
incorporated into this Agreement. Unless otherwise specified, any reference to statutes, laws,
regulations, charter or code provisions, ordinances, executive orders, or related memoranda, includes
amendments or supplements to same. Venue for any legal action relating to this Agreement will be in
the District Court of the State of Colorado, Second Judicial District (Denver District Court).

NO DISCRIMINATION IN EMPLOYMENT: In connection with the performance of work under
this Agreement, the Contractor may not refuse to hire, discharge, promote, demote, or discriminate in
matters of compensation against any person otherwise qualified, solely because of race, color, religion,
national origin, ethnicity, citizenship, immigration status, gender, age, sexual orientation, gender
identity, gender expression, marital status, source of income, military status, protective hairstyle, or
disability. The Contractor shall insert the foregoing provision in all subcontracts.

COMPLIANCE WITH ALL LAWS: The Contractor shall perform or cause to be performed all
services in full compliance with all applicable laws, rules, regulations and codes of the United States,
the State of Colorado; and with the Charter, ordinances, rules, regulations and Executive Orders of the
City and County of Denver. These laws, regulations, and executive orders are incorporated by
reference herein to the extent that they are applicable to this Agreement and required by law to be so
incorporated.

COMPLIANCE WITH DENVER WAGE LAWS: To the extent applicable to the Contractor’s
provision of Services hereunder, the Contractor shall comply with, and agrees to be bound by, all rules,
regulations, requirements, conditions, and City determinations regarding the City’s Minimum Wage
and Civil Wage Theft Ordinances, Sections 58-1 through 58-26 D.R.M.C., including, but not limited
to, the requirement that every covered worker shall be paid all earned wages under applicable state,
federal, and city law in accordance with the foregoing D.R.M.C. Sections. By executing this
Agreement, the Contractor expressly acknowledges that the Contractor is aware of the requirements
of the City’s Minimum Wage and Civil Wage Theft Ordinances and that any failure by the Contractor,
or any other individual or entity acting subject to this Agreement, to strictly comply with the foregoing
D.R.M.C. Sections shall result in the penalties and other remedies authorized therein.
PROHIBITED TERMS: Any term included in this Agreement that requires the City to indemnify or
hold the Contractor harmless; requires the City to agree to binding arbitration; limits the Contractor’s
liability for damages resulting from death, bodily injury, or damage to tangible property; or that
conflicts with this provision in any way shall be void ab initio. Any agreement containing a prohibited
term shall otherwise be enforceable as if it did not contain such term or condition, and all agreements
entered into by the City, except for certain intergovernmental agreements, shall be governed by
Colorado law notwithstanding any term or condition to the contrary.

DATA PROTECTION: In addition to the requirements herein and to the extent applicable to this
Agreement, the Contractor shall provide the City with the same level of data protection and security
afforded to the State as provided in the State Addendum. The Contractor shall also comply with all
applicable laws, rules, regulations, directives, and policies relating to data protection, use, collection,
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23.

24.

disclosures, processing, and privacy as they apply to the Contractor under this Agreement, including,
without limitation, applicable industry standards or guidelines based on the data’s classification
relevant to the Contractor’s performance hereunder and, when applicable, the most recent iterations
of § 24-73-101, et seq.; C.R.S., IRS Publication 1075; the Health Information Portability and
Accountability Act (“HIPAA”); the U.S. Department of Justice, Federal Bureau of Investigation,
Criminal Justice Information Services (“CJIS”) Security Policy for all Criminal Justice Information;
the Colorado Consumer Protection Act, the Payment Card Industry Data Security Standard (“PCI-
DSS”), and the Minimum Acceptable Risk Standards for Exchanges (collectively, “Data Protection
Laws”).

PROTECTED HEALTH INFORMATION: The Contractor shall comply with all legislative and
regulatory requirements of the Health Insurance Portability and Accountability Act of 1996
(“HIPAA”); the Health Information Technology for Economic and Clinical Health Act (“HITECH”);
42 CFR Part 2, Confidentially of Substance use Disorder Patient Records; the privacy standards
adopted by the U.S. Department of Health and Human Services, 45 C.F.R. Parts 160 and 164, Subparts
A and E; and the security standards adopted by the U.S. Department of Health and Human Services,
45 C.F.R. Parts 160, 162, 164, and Subpart C (collectively, “HIPAA Rules”). The Contractor shall
implement all necessary protective measures to comply with HIPAA Rules, and the Contractor hereby
agrees to be bound by the terms of the Business Associate Agreement attached hereto and incorporated
herein as Exhibit E. The Contractor shall not use protected health information or substance use
treatment records except as legally necessary to fulfill the purpose of this Agreement and shall hold
the City harmless, to the extent permitted by law, for any breach of these regulations. This Section
shall survive the expiration or earlier termination of this Agreement, and the Contractor shall ensure

that the requirements of this Section are included in any relevant subcontracts or subgrants.

CRIMINAL JUSTICE INFORMATION: Access to and use of criminal history record information
and other sensitive information maintained in local, state, and FBI-managed criminal justice
information systems by the Contractor are subject to the terms of this Agreement; 28 C.F.R. Part 20,
Criminal Justice Information Systems; 18 U.S.C. § 2721, Prohibition on release and use of certain
personal information from State motor vehicle records; Public Law 92-544; the National Crime
Prevention and Privacy Compact; the National Crime Information Center (“NCIC”’) operating manual
and polices; the most recent Criminal Justice Information Services Security Policy; and Exhibit F, the
Federal Bureau of Investigation (“FBI”) Criminal Justice Information Services Security Addendum,
attached hereto and incorporated herein by reference. Private contractors who perform criminal justice
functions and have access to Criminal Justice Information (“CJI”’) shall meet the same training and

certification criteria required of governmental agencies performing a similar function and are subject
to audit to the same extent as local agencies. Before receiving access to CJI or Federal Criminal History
Record Information (“CHRI”), the Contractor and its individual employees must complete the attached
CJIS Security Addendum certification page. The Contractor shall maintain signed CJIS Security
Addendum certification pages for its personnel and shall provide copies to the City upon request.
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25.

26.

27.

28.

29.

30.

CITY EXECUTION OF AGREEMENT: This Agreement will not be effective or binding on the
City until it has been fully executed by all required signatories of the City and County of Denver, and
if required by Charter, approved by the City Council.

AGREEMENT AS COMPLETE INTEGRATION-AMENDMENTS: This Agreement is the
complete integration of all understandings between the Parties as to the subject matter of this
Agreement. No prior, contemporaneous, or subsequent addition, deletion, or other modification has
any force or effect, unless embodied in this Agreement in writing. No oral representation by any officer
or employee of the City at variance with the terms of this Agreement or any written amendment to this
Agreement will have any force or effect or bind the City.

EXTERNAL TERMS AND CONDITIONS DISCLAIMER: Notwithstanding anything to the
contrary herein, the City shall not be subject to any provision including in any terms, conditions, or
agreements appearing on the Contractor’s or a subcontractor’s website or any provision incorporated
into any click-through or online agreements unless that provision is specifically referenced and
incorporated into this Agreement.

USE, POSSESSION OR SALE OF ALCOHOL OR DRUGS: The Contractor shall cooperate and
comply with the provisions of Executive Order 94 and its Attachment A concerning the use, possession
or sale of alcohol or drugs. Violation of these provisions or refusal to cooperate with implementation
of the policy can result in contract personnel being barred from City facilities and from participating
in City operations.

ELECTRONIC SIGNATURES AND ELECTRONIC RECORDS: The Contractor consents to the
use of electronic signatures by the City. This Agreement, and any other documents requiring a
signature under this Agreement, may be signed electronically by the City in the manner specified by
the City. The Parties agree not to deny the legal effect or enforceability of this Agreement solely
because it is in electronic form or because an electronic record was used in its formation. The Parties
agree not to object to the admissibility of this Agreement in the form of an electronic record, or a paper
copy of an electronic document, or a paper copy of a document bearing an electronic signature, on the
ground that it is an electronic record or electronic signature or that it is not in its original form or is
not an original.

ATTACHED EXHIBITS INCORPORATED: The following attached exhibits are hereby
incorporated into and made a material part of this Agreement: Exhibit A, State Addendum; Exhibit
B, Microsoft Enterprise Agreement; Exhibit C, Denver County Court Pricing, Exhibit D, Certificate
of Insurance, Exhibit E, HIPAA BAA; and Exhibit F, Criminal Justice Information Security
Addendum.

REMAINDER OF PAGE INTENTIONALLY LEFT BLANK

INSIGHT PUBLIC SECTOR, INC.
City Contract No. 202683124
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IN WITNESS WHEREOF, the parties have set their hands and affixed their seals at
Denver, Colorado as of:

SEAL CITY AND COUNTY OF DENVER:
ATTEST: By:
APPROVED AS TO FORM: REGISTERED AND COUNTERSIGNED:

Attorney for the City and County of Denver

By: By:
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Name: Lisanne Steinheiser

(please print)

Title:  Global Compliance Officer

(please print)

ATTEST: [if required]

By:

Name:

(please print)

Title:

(please print)
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PARTICIPATING ADDENDUM
to NASPO ValuePoint
Software Value Added Reseller
Administered by the State of Arizona
with Insight Public Sector, Inc.
Master Agreement No. CTR060025
And
The State of Colorado
Contract # 178266

PARTIES AND SCOPE

This Participating Addendum, including all of its attached exhibits and other documents
incorporated by reference (the “Participating Addendum™), is entered into by and between Insight
Public Sector, Inc. {the “Contractor”), and the State of Colorado (the “State™). This Participating
Addendum covers participation in the Software Value Added Reseller Master Agreement
CTR060025 led by the State of Arizona (the “Master Agreement”), for use by State agencies and
other entities located in Colorado which are authorized by law to utilize State contracts with the
prior approval of the State Purchasing Director. The specific Goods and Services provided under
the Master Agreement are listed in Exhibit C Products and Price List (includes General
Software and Microsoft Software) of this agreement.

PARTICIPATION

Agencies, political subdivisions and other entities (including cooperatives) authorized by the
State’s statutes to use State contracts may make purchases under this Participating Addendum as
of its Effective Date. Issues of interpretation and eligibility for participation are solely within the
authority of the Chief Procurement Officer.

STATE MODIFICATIONS TO MASTER AGREEMENT AND APPLICABILITY

To the extent not modified by this Participating Addendum and all its exhibits, the Master
Agreement and all its terms and conditions shall apply to this Participating Addendum. If any term
of this Participating Addendum conflicts with the Master Agreement, then this Participating
Addendum shall control for all transactions between the State and the Contractor under this
Participating Addendum. All terms defined in the Master Agreement shall have the meaning given
to them in the Master Agreement, except for those terms specifically defined differently in this
PARTICIPATING ADDENDUM.

RESERVED

PRIMARY CONTACTS AND PERSONNEL RESPONSIBILITIES

The primary contacts for this Participating Addendum are the individuals named in this section.
Either Party may change its primary contacts or primary contacts contact information by notice
submitted to the other party in writing no later than 5 days following the date on which the change

Contract Number: Page | of 30 Version 07.2022
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occurs, without a formal amendment to this Participating Addendum. The Contractor’s primary
contact shall be ultimately responsible for ensuring that all Goods are delivered and all Services
are completed in accordance with this Participating Addendum.

Primary Contact for the State: Primary Contact for the Coatractor:
Greg Draughon Brittany Dunaway
Colorado State Purchasing & Contracts Office Insight Public Sector, Inc
1525 Sherman Street, 3" Floor 2701 E. Insight Way
Denver, CO 80203 Chandler, AZ 85286
303-866-4552 480.366.7029
Gregory.Draughon@state.co.us SLEDcontracts@insight.com

Each individual identified in this §5 of the Participating Addendum shall be the primary contact of
the designating Party. All notices required or permitted to be given under this Participating
Addendum shall be in writing and shall be delivered (A) by hand with receipt required, (B) by
certified or registered mail to such Party’s primary contact at the address set forth above or (C) as
an email with read receipt requested to the primary contact at the email address, if any, set forth
above. If a Party delivers a notice to another through email and the email is undeliverable then,
unless the Party has been provided with an alternate email contact, the Party delivering the notice
shall deliver the notice by hand with receipt required or by certified or registered mail to such
Party’s primary contact at the address set forth above. Unless otherwise provided in this
Participating Addendum, notices shall be effective upon delivery of the written notice.

In addition to the primary contact in this section, the Contractor shall also provide an individual
who is ultimately responsible for the creation and submission of the quarterly volume report
described in Exhibit A of this Participating Addendum. This individual, as named in this section,
shall ensure that all required quarterly volume reports are accurate and delivered by the appropriate
due date for that quarterly volume report. The Contractor may change this individual or their
contact information by notice submitted to the other party in writing no later than 5 days following
the date on which the change occurs, without a formal amendment to this Participating Addendum.

Individual Responsible for Quarterly Volume Report Creation and Submission:

Virginia Mace

Insight Public Sccor, Inc.
2701 E. Insight Way
Chandler, AZ 85286
480.333.3068
SLEDreporting@insight.com

6. SUBCONTRACTORS

The Contractor may only use Subcontractors, as defined in Exhibit A. §4, under this Participating
Addendum if the State has provided written approval for the Contractor to use that Subcontractor.
All such approved Subcontractors authorized in the State of Colorado, as shown on the dedicated
Contractor website, are approved to provide sales and service support to the State and any
Purchasing Entity in the State. The Contractor’s Subcontractor’s participation shall be in
accordance with the terms and conditions set forth in the Master Agreement and this Participating
Addendum, as appropriate.
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7. ORDERS

Any Order placed by a Purchasing Entity in the State of Colorado for a Good or Service available
under this Participating Addendum shall be deemed to be a sale (and governed by the prices and
other terms and conditions) under the Master Agreement and this Participating Addendum unless
the parties to the Order agree in writing that another contract or agreement applies to such Order
or the terms of that Order control to the extent that they conflict with the terms of the Master
Agreement or this Participating Addendum.

8. ORDER OF PRECEDENCE AND ATTACHED EXHIBITS

All of the exhibits listed in this section are attached to this Participating Addendum and are
incorporated herein by reference. In the event of a conflict or inconsistency between this
Participating Addendum and any exhibits or attachment such conflict or inconsistency shall be
resolved by reference to the documents in the following order of priority:

A. Colorado Special Provisions in §20 of Exhibit A, State Specific Terms

Exhibit E, Safeguarding Requirements for Federal Tax Information, as applicable
Exhibit D, HIPPA Business Associate Agreement, as applicable

Exhibit F, Information Technology Provisions

The provisions of this Participating Addendum

All other sections of Exhibit A, State Specific Terms

Exhibit B Statement of Work

Exhibit C Products and Price List

Notwithstanding anything to the contrary herein, the State and Purchasing Entities shall not be
subject to any provision incorporated in any terms and conditions appearing on Contractor’s or
Subcontractor’s website, any provision incorporated into any click-through or online agreements,
or any provisions incorporated into any other document or agreement between the Parties that (i)
requires the State to indemnify or hold harmless Contractor or any other party, (ii) is in violation
of State law as, regulations, rules, fiscal rules, policies, or other State requirements as deemed
solely by the State or (iii) is contrary to any of the provisions incorporated into Exhibit A, §19 or
the main body of this Participating Addendum.

moOmMmONE
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THE PARTIES HERETO HAVE EXECUTED THIS AMENDMENT

CONTRACTOR STATE OF COLORADO
Insight Public Sector, Inc. Jared S. Polis, Governor
By: Department of Personnel & Administration
Title: State Purchasing and Contracts Office
! DocuSignea by: Tony GhenTtﬁWMe Director
- [_L:mw Stundwisr By: Solon U"“f"“"“‘
g N gEsensre o Sherri Maxwell, CRiEY Proaureriant Officer, or
Ignature John Chapman, Stale Purchasing Manager
— s e 10/11/2022
Date:
STATE OF COLORADO

Governor's Office of Information Technology
In accordance with §24-30-202. C.R.S.. if this Contract is for a Major Information Technology Project, this Contract is not
valid unitil signed and dated below by the Chief Information Officer or an authorized delcgate.

STATE CHIEF INFORMATION OFFICER
Anthony Neal-Graves, Chief Information Officer and Executive Director

DocuSigned by:
las . ?ol«l.r
Signed: (-9“0 5
FFaCTBTOSCCERRT
Printed Name:
Title:
Date: 10/122/2022

ALL CONTRACTS REQUIRE APPROVAL BY THE STATE CONTROLLER

§24-30-202 C.R.S. requires the State Controller to approve all State Contracts. This Participating Addendum is not valid until signed
and dated below by the State Controller or an authorized delegate.

STATE CONTROLLER
Robert MBA,JD
- Amanda (Nﬁnu, {aivoll
Name:

10/12/2022
Date:

ALL CONTRACTS REQUIRE APPROVAL BY THE STATE CONTROLLER

§24-30-202, C.R.S. requires the State Controlier to approve all State Contracts. This Participating Addendum is not valid until signed and
dated below by the State Controller or an auwthorized delegate.
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PARTICIPATING ADDENDUM
EXHIBIT A
STATE SPECIFIC TERMS

PARTIER ANDSEOPE o i i s e e i LR e 0 e I
PARTICIPATION ... N
STATE MDDIFICATIDNS TO MASTER AGR.E‘.EMENT AND &PFL[CABILITY wil
RESERVED v e s st s vt i s D e e o TR s DR e T 1
PRIMARY CONTACTS AND PERSONNEL RESPONSIBILITIES ... |
ORDER OF PRECEDENCE ANDATTACHED EXHIBITS: - oo e saci3
: 5

5

6

200 ool B L o KR g e

10. PURPOSE...

13. STATEMENT OF WORK .. - e W W
14. PAYMENTSTO CONTRACTUR e L L B S SRR TP
15. PAYMENTS TO STATE............. b R e B R o e B e 12
16.  REPORTING — NOTIFICATION.. S R e e e 1
18. CONFIDENTIAL INFORMATION-STATE RECGRDS i BESRa  Co0L S ST - |
19.  CONFLICTS OF INTEREST... S SN G e s St L
20 INSHRANCE. _ isodied s s aned R g s i b e e s 17
22,  REMEDIES.. Servivgesivtves i R 20
23. DISPUTE RESOLUTION st oo e plisie oo s s et e vt 21
24.  RIGHTS IN WORK PRODUCT AND OTHER INFORMATION.........ccccoovnmreimmnianinnnnes 22
25.  OBLIGATIONS AND RIGHTS IN THE EVENT OF TERMINATION OF ORDER OR

26. STATEWIDE CONTR.ACT MANAGEMENT SYSTEM SRR 2
27. GENERAL PROVISIONS... S e,
28. COLORADO SPECIAL PROVISIONS. {CDLORADO FISCAL RULE 3-3} rmrasuanss BT
EXHIBIT B STATEMENT OF WORK... ot o7 I
EXHIBIT C PRODUCTS AND PRICE LIST ... SELE s b
EXHIBIT D HIPAA BUSINESS ASSOCIATE AGREEMENT.. i T A
EXHIBIT E SAFEGUARDING REQUIREMENTS FOR FEDERAL TAX INF'D i
EXHIBIT F INFORMATION AND TECHNOLOGY SPECIAL PROVISIONS. .. 1

1. AUTHORITY

Authority to enter into this Participating Addendum exists in the Colorado Procurement Code, §24-
102-202, C.R.S. and 1 CCR 101-9 R-24-102-202-01 , and its associated rules.

2. PURPOSE

The Parties are entering into this Participating Addendum for the Contractor to provide Sotware
Value Added Reseller to Purchasing Entities. The Contractor was selected as a result of State
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Price Agreement.
3. TERM

A

Initial Term - Work Commencement

The Parties’ respective performances under this Participating Addendum shall commence on
the Effective Date and shall be co-terminus with NASPO ValuePoint Master Agreement
CTRO060025. Unless this Participating Addendum is terminated earlier, as described herein,
or the State cancels its participation as described in the Master Agreement (the “Term”), the
term of the Participating Addendum shall follow the Master Agreement initial term and will
be automatically extended beyond the initial term if the Master Agreement term is extended
(See Section 3.B.).

Extension of Term

If the term of NASPO ValuePoint Master Agreement is extended for any reason, the Term of
this Participating Addendum shall be automatically modified to account for that extension,
so long as such extension complies with the Colorado Procurement Code.

End of Term Extension

If this Participating Addendum approaches the end of its Initial Term, or any Extension Term
then in place, the State, at its discretion, upon written notice to Contractor’s primary contact
listed in §5 of the Participating Addendum and in accordance with §5 of this Participating
Addendum, may unilaterally extend such Initial Term or Extension Term for a period not to
exceed 2 months (an “End of Term Extension™), regardless of whether additional Extension
Terms are available or not. The provisions of this Participating Addendum in effect when
such notice is given shall remain in effect during the End of Term Extension. The End of
Term Extension shall automatically terminate upon execution of a replacement contract or
modification extending the total term of this Participating Addendum.

Order Term

Orders may only be placed prior to the expiration or earlier termination of this Participating
Addendum, but may have a delivery date or performance period that extends no longer than
120 calendar days following that expiration or earlier termination date. Regardless of
whether this Participating Addendum has expired or has been terminated, the Contractor shall
comply with all Orders that extend past the expiration or termination, as described in this
section, and all requirements of this Participating Addendum necessary to complete
outstanding Orders shall survive the expiration or termination of this Participating Addendum
until all Orders are complete.

Early Termination in the Public Interest

The State is entering into this Participating Addendum to serve the public interest of the State
of Colorado as determined by its Governor, General Assembly, or Courts. A determination
that this Contract should be terminated in the public interest shall not be equivalent to a State
right to terminate for convenience. This subsection shail not apply to a termination of this
Participating Addendum by the State for breach by Contractor, which shall be governed by
§14.A.i.

1. Method and Content

The State shall notify Contractor of such termination in accordance with §5 of this
Participating Addendum. The notice shall specify the effective date of the termination
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and whether it affects all or a portion of this Participating Addendum, and shall include,
to the extent practicable, the public interest justification for the termination.

ii.  Obligations and Rights

Upon receipt of notice for termination in the public interest, Contractor shall be subject
to the rights and obligations set forth in §14.A.i.a.

iti. Payments

If the State terminates this Participating Addendum in the public interest, the
Purchasing Entities shall pay Contractor according to their orders with the Contractor.
The sum of any and all payments shall not exceed the maximum amount payable to
Contractor under each order.

4. DEFINITIONS
The following terms shall be construed and interpreted as follows:

A,

B.

“Administration Fee” means the fee that is due to the State for the administration of this
Participating Addendum, as described in §7. A. of this Exhibit A.

“Breach of Contract” means the failure of a Party to perform any of its obligations in
accordance with this Contract, in whole or in part or in a timely or satisfactory manner. The
institution of proceedings under any bankruptcy, insolvency, reorganization or similar law,
by or against Contractor, or the appointment of a recetver or similar officer for Contractor or
any of its property, which is not vacated or fully stayed within thirty (30) days after the
institution of such proceeding, shall also constitute a breach. If Contractor is debarred or
suspended under §24-109-105, C.R.S. at any time during the term of this Contract, then such
debarment or suspension shall constitute a breach.

“Business Day” means any day in which the State is open and conducting business, but shall
not include Saturday, Sunday or any day on which the State observes one of the holidays
listed in §24-11-101(1), C.R.S.

“Ceiling Price” means the maximum price a Contractor or a Subcontractor may charge for
a Good or Service under this Participating Addendum.

“Chief Procurement Officer” means the individual to whom the Executive Director of the
Department of Personnel & Administration has delegated his or her authority pursuant to
§24-102-202, C.R.S. to procure or supervise the procurement of all supplies and services
needed by the state.

“CJI” means criminal justice information collected by criminal justice agencies needed for
the performance of their authorized functions, including, without limitation, all information
defined as criminal justice information by the U.S. Department of Justice, Federal Bureau of
Investigation, Criminal Justice Information Services Security Policy, as amended, and all
Criminal Justice Records as defined under §24-72-302, C.R.S.

“Confidential Information” means any and all information that is normally considered
confidential in nature, and includes, but is not limited to, all State Records not subject to
disclosure under the Colorado Open Records Act, §§24-72-200.1, ef seq., C.R.S. (“CORA”).

“Contract” means this Participating Addendum, including all attached Exhibits, all
documents incorporated by reference, all referenced statutes, rules and cited authorities, and
any future modifications thereto.
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“Contract Funds” means the funds that have been appropriated, designated, encumbered, or
otherwise made available for payment by a Purchasing Entity for Orders placed under this
Participating Addendum.

“CORA” means the Colorado Open Records Act, §§24-72-200.1, er. seq., CR.S.
“Effective Date” means the date Contract is signed by the State Controller or their designee.
“End of Term Extension” means the time period defined in §3. C. of this Exhibit A.

“Environmentally Preferable Products” means products that have a lesser or reduced
adverse effect on human health and the environment when compared with competing
products that serve the same purpose, as defined in §24-103-904, CR.S.

“Effective Date” means the date on which this Participating Addendum is approved and
signed by the Colorado State Controller or designee, as shown on the Signature Page for this
Participating Addendum. If this Contract is for a Major Information Technology Project, as
defined in §24-37.5-102(2.6), C.R.S., then the Effective Date of this Contract shall be the
later of the date on which this Contract is approved and signed by the State’s Chief
Information Officer or authorized delegate or the date on which this Contract is approved and
signed by the State Controller or authorized delegate, as shown on the Signature Page for this
Contract,

“Exhibits” means the following exhibits attached to this Contract:
i.  Exhibit A, State Specific Terms.

ii.  Exhibit B, Statement of Work.

iii.  Exhibit C, Products and Price List

iv. Exhibit D, HIPAA Business Associate Agreement

v.  Exhibit E, Safeguarding Federal Tax Information

vi. Exhibit F, Information Technology Provisions

“Extension Term” means the time period defined in §3. B.

“Goods” means any movable material acquired, produced, or delivered by Contractor as set
forth in this Participating Addendum and shall include any movable material acquired,
produced, or delivered by Contractor in connection with the Services.

“Incident” means any accidental or deliberate event that results in or constitutes an imminent
threat of the unauthorized access, loss, disclosure, modification, disruption, or destruction of
any communications or information resources of the State, which are included as part of the
Work, as described in §§24-37.5401, er. seq., C.R.S. Incidents include, without limitation
(i) successful attempts to gain unauthorized access to a State system or State Information
regardless of where such information is located; (ii) unwanted disruption or denial of service;
(iii) the unauthorized use of a State system for the processing or storage of data; or (iv)
changes to State system hardware, firmware, or software characteristics without the State’s
knowledge, instruction, or consent.

“Initial Term” means the time period defined in §3.A of this Exhibit A.

“Order” means any delivery order, purchase order, contract, agreement or other binding
document used by a Purchasing Entity to order the Goods and Services described in this
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Participating Addendum from the Contractor, and shall include any modification to such a
document.

“Party” means the State or Contractor, and “Parties” means both the State and Contractor.

“Purchasing Entity” means any entity or organization that has been authorized by the State
to place Orders with the Contractor, and may include, without limitation, agencies of the
State, government supported institution of higher education within the State, political
subdivisions of the State, authorized non-profit organizations and other authorized entities.

“PCI” means payment card information including any data related to credit card holders’
names, credit card numbers, or the other credit card information as may be protected by state
or federal law.

“PII” means personally identifiable information including, without limitation, any
information maintained by the State about an individual that can be used to distinguish or
trace an individual’s identity, such as name, social security number, date and place of birth,
mother‘s maiden name, or biometric records; and any other information that is linked or
linkable to an individual, such as medical, educational, financial, and employment
information. PII includes, but is not limited to, all information defined as personally
identifiable information in §§24-72-501 and 24-73-101, C.R.S.

“PHI” means any protected health information, including, without limitation any information
whether oral or recorded in any form or medium: (i) that relates to the past, present or future
physical or mental condition of an individual; the provision of health care to an individual;
or the past, present or future payment for the provision of health care to an individual; and
(ii) that identifies the individual or with respect to which there is a reasonable basis to believe
the information can be used to identify the individual. PHI includes, but is not limited to, any
informatiton defined as Individually Identifiable Health Information by the federal Health
Insurance Portability and Accountability Act.

“Services” means the services to be performed by Contractor as set forth in this Participating
Addendum, and shall include any services to be rendered by Contractor in connection with
the Goods.

“State Confidential Information” means any and ali State Records not subject to disclosure
under CORA, State Confidential Information shall include, but is not limited to, PII, PCI,
and State personnel records not subject to disclosure under CORA. State Confidential
Information shall not include information or data concerning individuals that is not deemed
confidential but nevertheless belongs to the State, which has been communicated, furnished,
or disclosed by the State to Contractor which (i) is subject to disclosure pursuant to CORA;
(ii) is already known to Contractor without restrictions at the time of its disclosure to
Contractor; (iii) is or subsequently becomes publicly available without breach of any
obligation owed by Contractor to the State; (iv) is disclosed to Contractor, without
confidentiality obligations, by a third party who has the right to disclose such information;
or (v) was independently developed without reliance on any State Confidential Information.

“State Fiscal Rules” means that fiscal rules promulgated by the Colorado State Controller
pursuant to §24-30-202(13) (a), C.R.S.

“State Fiscal Year” means a 12-month period beginning on July I of each calendar year and
ending on June 30 of the following calendar year. If a single calendar year follows the term,
then it means the State Fiscal Year ending in that calendar year.
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DD. “State Records” means any and all State data, information, and records, regardless of

EE.

FF.

GG.
HH.

physical form, including, but not limited to, information subject to disclosure under CORA.

“Subcontractor” means third-parties, if any, engaged by Contractor pursuant to §18.B. 10
aid in performance of the Work. The term “Subcontractor” includes, without limitation, any
dealers, distributors, partmers or resellers engaged by the Contractor to perform the Work.

“Tax Information” means federal and State of Colorado tax information including, without
limitation, federal and State tax returns, return information, and such other tax-related
information as may be protected by federal and State law and regulation. Tax [nformation
includes, but is not limited to all information defined as federal tax information in Internal
Revenue Service Publication 1075.

“Work” means the Goods delivered and Services performed pursuant to this Contract.

“Work Product” means the tangible and intangible results of the Work, whether finished or
unfinished, including drafts. Work Product includes, but is not limited to, documents, text,
software (including source code), research, reports, proposals, specifications, plans, notes,
studies, data, images, photographs, negatives, pictures, drawings, designs, models, surveys,
maps, materials, ideas, concepts, know-how, and any other results of the Work. “Work
Product” does not include any material that was developed prior to the Effective Date that is
used, without modification, in the performance of the Work.

Any other term used in this Participating Addendum that is defined in an Exhibit shall be construed
and interpreted as defined in that Exhibit.

5. STATEMENT OF WORK

Contractor shall complete the Work as described in this Participating Addendum and in accordance
with the provisions of Exhibits A, B, C and D, and with any Purchasing Entity’s Order. Contractor
personnel shall work cooperatively with State and Purchasing Entity staff to ensure the completion
of the Work.

A.

Ordering and Order Fulfillment
i.  Ordering

a.  Contractor shall provide a complete and accurate Internal Revenue Service form
W9 to the State prior to accepting an Order from any Purchasing Entity. Upon a
request by a Purchasing Entity, Contractor shall provide a complete and accurate
Internal Revenue Service form W9 to that Purchasing Entity.

b.  Each Purchasing Entity may complete an Order in accordance with its own rules
and policies, as available to Contractor, using the appropriate documentation for
that organization to issue an Order.

c.  Contractor shall communicate directly with each Purchasing Entity related to that
Purchasing Entity’s Orders.

d. Contractor shall ensure that all Orders it accepts have the proper information
contained in them for Contractor to be able to comply with all reporting
requirements of this Exhibit A.

e. If Contractor provides for Ordering through an internet-based portal or electronic
catalog, Contractor shall maintain all of Contractor’s necessary hardware,
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software, backup-capacity and network connections required to operate that
internet-based portal or electronic catalog.

f.  Contractor’s intemet-based portal and electronic catalogs shall clearly designate
that they are part of this Participating Addendum and shall have a link to the
State’s designated web location, as determined by the State. Contractor shall
ensure that all Environmentally Preferable Products are clearly listed on internet-
based portal and electronic catalogs.

g. If Contractor provides an intemet-based portal or electronic catalog, Contractor
shall also provide paper catalogs or catalogs on other digital media upon request
by a Purchasing Entity.

h.  If Contractor’s catalog will be either hosted on or accessed through the State’s
eCommerce system, when available, then Contractor shall comply with all
policies, procedures and directions from the State in relation to hosting its catalog
on or making its catalog accessible through that system. Contractor shall ensure
that all information made available through the State’s eCommerce system is
accurate and complies with this Participating Addendum.

6. PAYMENTS TO CONTRACTOR
A. Payments Under Orders

ii.

Contractor shall allow the State and Purchasing Entities to use a procurement card or
other credit card to make payments under any Order, in addition to any other payment
procedure available to the State or Purchasing Entity.

The State shall not pay any amount to Contractor under this Participating Addendum
unless the State issues an Order, at which time it shall pay Contractor in accordance
with that Order. The State shall not be responsible for payment under any Order that is
issued by a Purchasing Entity that is not the State, and the Contractor shall seek no
payment or other compensation from the State for any Work performed under any Order
issued by a Purchasing Entity that is not the State.

B.  Payment Procedures

i

Contract Number:

Invoices

Contractor shall invoice each Purchasing Entity in accordance with that Purchasing
Entity’s Order. Contractor shall not invoice the State under any Order unless the State
issued that Order. Contractor shall allow 45 days for the State and Purchasing Entities
to pay an invoice following the receipt of the invoice, unless the State or a Purchasing
Entity specifically agrees to a shorter time in an Order. State law and regulations
provide that State payments made within 45 days are not considered delinquent, and
unless otherwise agreed, State Purchasing Entities will pay interest on any unpaid
balance beginning on the 45th day at the rate of 1% per month until paid in full;
provided, however, that interest shall not accrue on unpaid amounts that are the subject
of a good faith dispute regarding the obligation to pay all or a portion of the liability.
Contractor shall invoice State Ordering Entities separately for accrued interest on
delinquent amounts due. The billing shall reference the delinquent payment, the number
of day’s interest to be paid, and the applicable interest rate. (§ 24-30-202(24), CR S,
as amended.)

Payment Disputes
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Unless different procedures are specified in an Order, if Contractor disputes any
calculation, determination or amount of any payment, Contractor shall notify the
Purchasing Entity issuing the Order in writing of its dispute within 30 days following
the earlier to occur of Contractor’s receipt of the payment or notification of the
determination or calculation of the payment by that Purchasing Entity. The Purchasing
Entity will review the information presented by Contractor and may make changes to
its determination based on this review. The calculation, determination or payment
amount that results from the Purchasing Entity’s review shall not be subject to
additional dispute under this subsection. No payment subject to a dispute under this
subsection shall be due until after the Purchasing Entity has concluded its review, and
the Purchasing Entity shall not pay any interest on any amount during the period it is
subject to dispute under this subsection.

Available Funds-Contingency-Termination of Order

Purchasing Entities, except for authorized non-profit entities, are prohibited by law
from making commitments beyond the term of the current Purchasing Entity’s Fiscal
Year. Payment to Contractor beyond the current Purchasing Entity’s Fiscal Year is
contingent on the appropriation and continuing availability of Contract Funds in any
subsequent year (See Colorado Special Provision). If federal funds, non-State funds or
funds from any other source constitute all or some of the Contract Funds, the Purchasing
Entity’s obligation to pay Contractor shall be contingent upon such funding continuing
to be made available for payment. Orders under this Participating Addendum shall be
made only from Contract Funds, and the Purchasing Entity’s liability for such payments
shall be limited to the amount remaining of such Contract Funds. If State, federal or
other Purchasing Entity funds are not appropriated, or otherwise become unavailable to
fund an Order under this Participating Addendum, the Purchasing Entity may, upon
written notice, terminate the QOrder, in whole or in part, without incurring further
liability. The Purchasing Entity shall, however, remain obligated to pay for Services
and Goods that are delivered and accepted prior to the effective date of notice of
termination of Order. A State Purchasing Entity Order termination shall otherwise be
treated as if the Order was terminated in the public interest as described in §3. E. of this
Exhibit A.

The Purchasing Entity may effect such termination by giving Contractor a written
notice of termination, to the Contractor’s primary contact in accordance with §5 of the
Participating Addendum, and by paying to Contractor any amounts which are due and
have not been paid through the last day of the Fiscal Year for which appropriated funds
are available. The Purchasing Entity shall endeavor to give notice of such termination
not less than 30 days prior to the day of non-availability of funds, and shall notify
Contractor of any anticipated termination.

Discount and Delinquency Period

Any applicable cash discount period or delinquency period for the amounts shown on
an invoice shall begin on the date the Purchasing Entity’s approves of the invoice, or
from the date of receipt of acceptabte Goods or Services at the specified destination by
an authorized Purchasing Entity representative, whichever is later.

7. PAYMENTS TO STATE

Administrative Fees

Contract Numbet:
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Each State Fiscal Year quarter, Contractor shall, using a form as directed by the State,
calculate an Administrative Fee equal to 1% of the total sales made under Orders during that
State Fiscal Year quarter. Contractor shall pay the State the Administrative Fee for each State
Fiscal Year quarter within 45 days following the end of that State Fiscal Year quarter.

Contractor shall remit all administrative fees to the State’s primary contact identified in §5
of the Participating Addendum and with the payee as “State of Colorado™.

8. REPORTING - NOTIFICATION

A

Volume Reporting

The State will use a centralized method of tracking volume. Contractor shall provide a
quarterly volume report to the State’s primary contact identified in §5 of this Participating

. Addendum within 30 calendar days following the end of the State Fiscal Year quarter that

the report covers. The quarterly volume report shall be submitted in a form as directed by
the State, which may be modified by the State from time to time. The quarterly volume report
shall contain, at a minimum, all of the following:

i. A summary volume report that includes, but is not limited to, all of the following for
the quarter that the report covers:

a. The total spent by each type of Purchasing Entity under this Participating
Addendum.

b.  The total of the list price of all items purchased by each type of Purchasing Entity
under this Participating Addendum.

c. The total estimated price savings for each type of Purchasing Entity under this
Participating Addendum, calculated as the total list price of all items purchased
by each type of Purchasing Entity minus the total spent for that type of Purchasing
Entity.

d. The total paid through the use of a procurement card or credit card for each
Purchasing Entity under this Participating Addendum.

e.  The total sales of environmentally preferable products, as defined in the State’s
Environmentally Preferable Purchasing Policy, for each Purchasing Entity under
this Participating Addendum.

f.  The amount of the total administrative fee due to the State.
g.  Any additional summary information as requested by the State.

fi. A detail report that includes, but is not limited to, all of the following for each sale that
occurred during the quarter that the report covers:

a.  The name of the Purchasing Entity who the sale was made to.
b.  The date of the sale.

c. A listing of each item purchased in the sale, including the name of the item, the
quantity of the item, the unit price for the item, the extended price for the item
calculated by multiplying the unit price by the quantity, the list price per unit for
the item, the extended list price for the item calculated by multiplying the quantity
by the list price, and the savings on the item calculated by subtracting the extended
cost from the extended list price.
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d.  Any other detail information as requested by the State.
Additional Operational Reporting

Upon request by the State, the Contractor shall provide operational reporting that includes all
detailed and summary transaction, historical or payment information related to the State or
any of the Participating Entities as requested by the State. The Contractor shall provide all
such additional reports within 10 Business Days following the State’s request for that
information, unless the State agrees to a longer period of time in writing.

Environmentally Preferable Product Reporting

Upon request by the State, the Contractor shall provide detailed reporting on environmentally
preferable products, as defined in the State’s Environmentally Preferable Purchasing Policy,
that are purchased or made available under this Participating Addendum. The scope and
detail of such reports shall be agreed upon by the State and the Contractor. The Contractor
shall provide all such additional reports within 10 Business Days following the State’s request
for that information, unless the State agrees to a longer period of time in writing.

Litigation Reporting

TIf Contractor is served with a pleading or other document in connection with an action before
a court or other administrative decision making body, and such pleading or document relates
to this Participating Addendum or may affect Contractor’s ability to perform its obligations
under this Participating Addendum, Contractor shall, within 10 days after being served, notify
the State of such action and deliver copies of such pleading or document to the State’s primary
contact identified in §5 of the Participating Addendum .

Performance QOutside the State of Colorado or the United States, §24-102-206, C.R.S.

To the extent not previously disclosed in accordance with §24-102-206, C.R.S., Contractor
shall provide written notice to the State’s primary contact in accordance with §5 of the
Participating Addendum and in a form designated by the State, within 20 days following the
carlicr to occur of Contractor’s decision to perform Scrvices outside of the State of Colorado
or the United States, or its execution of an agreement with a Subcontractor to perform
Services outside the State of Colorado or the United States. Such notice shall specify the type
of Services to be performed outside the State of Colorado or the United States and the reason
why it is necessary or advantageous to perform such Services at such location or locations,
and such notice shall be a public record. Knowing failure by Contractor to provide notice to
the State under this section shall constitute a breach of this Participating Addendum. This
section shall not apply if the Participating Addendum Funds include any federal funds.

9. CONTRACTOR RECORDS

A.

Maintenance

Contractor shall maintain a file of all documents, records, communications, notes and other
materials relating to the Work (the “Contractor Records™) performed by the Contractor and
any Subcontractors, that are required to ensure proper performance of that Work. Contractor
shall maintain Contractor Records until the last to occur of: (i) the date 3 years after the date
this Participating Addendum expires or is terminated, (ii) final payment under this
Participating Addendum is made, (iii) the resolution of any pending Contract matters, or (iv)
if an audit is occurring, or Contractor has received notice that an audit is pending, the date
such audit is completed and its findings have been resolved (the “Record Retention Period™).
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Inspection

Contractor shall permit the State to audit, inspect, examine, excerpt, copy and transcribe
Contractor Records during the Record Retention Period. Contractor shall make Contractor
Records available during normal business hours at Contractor’s office or place of business,
or at other mutually agreed upon times or locations, upon no fewer than 2 Business Days’
notice from the State, unless the State determines that a shorter period of notice, or no notice,
is necessary to protect the interests of the State.

Monitonng

The State, in its discretion, may monitor Contractor’s performance of its obligations under
this Participating Addendum using procedures as determined by the State. The State shall
monitor Contractor’s performance in a manner that does not unduly interfere with
Contractor’s performance of the Work.

Final Audit Report

Contractor shall promptly submit to the State a copy of any final audit report of an audit
performed on Contractor’s records that relates to or affects this Participating Addendum or
the Work, whether the audit is conducted by Contractor or a third party.

Peniodic Business Reviews

i.  The State may schedule periodic business reviews to review Contractor’s performance
under this Participating Addendum.

ii.  Contractor shall ensure personnel assigned to the Participating Addendum are available
for these meetings with the State as scheduled by the State.

iii. Contractor’s primary contact designated in §5 of this the Participating Addendum shall
be available for all regularly scheduled meetings between Contractor and the State,
unless the State has granted prior, written approval otherwise.

10. CONFIDENTIAL INFORMATION-STATE RECORDS

A.

Confidentiality

Contractor shall keep confidential, and cause all Subcontractors to keep confidential, all State
Records, unless those State Records are publicly available. Contractor shall not, without prior
written approval of the State, use, publish, copy, disclose to any third party, or permit the use
by any third party of any State Records, except as otherwise stated in this Participating
Addendum, permitted by law or approved in Writing by the State. Contractor shall provide
for the security of all State Confidential Information in accordance with all policies
promulgated by the Colorado Office of Information Security and all applicable laws, rules,
policies, publications, and guidelines. If Contractor or any of its Subcontractors will or may
receive the following types of data, Contractor or its Subcontractors shall provide for the
security of such data according to the following: (i) the most recently promulgated IRS
Publication 1075 for all Tax Information and in accordance with the Safeguarding
Requirements for Federal Tax Information attached to this Contract as an Exhibit, if
applicable, (ii) the most recently updated PCI Data Security Standard from the PCI Security
Standards Council for all PCI, (iii) the most recently issued version of the U.S. Department
of Justice, Federal Bureau of Investigation, Criminal Justice Information Services Security
Policy for all CII, and (iv) the federal Health Insurance Portability and Accountability Act
for all PHI and the HIPAA Business Associate Agreement attached to this Contract , if
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applicable. Contractor shall immediately forward any request or demand for State Records to
the State’s primary contact as identified in §5 of the Participating Addendum.

B. Other Entity Access and Nondisclosure Agreements

Contractor may provide State Records to its agents, employees, assigns and Subcontractors
as necessary to perform the Work, but shall restrict access to State Confidential Information
to those agents, employees, assigns and Subcontractors who require access to perform their
obligations under this Participating Addendum. Contractor shall ensure all such agents,
employees, assigns, and Subcontractors sign agreements containing nondisclosure provisions
at least as protective as those in this Participating Addendum, and that the nondisclosure
provisions are in force at all times the agent, employee, assign or Subcontractor has access to
any State Confidential Information. Contractor shall provide copies of those signed
nondisclosure provisions to the State upon execution of the nondisclosure provisions.

C. Use, Security, and Retention

Contractor shall use, hold and maintain State Confidential Information in compliance with
any and all applicable laws and regulations in facilities located within the United States, and
shall maintain a secure environment that ensures confidentiality of all State Confidential
Information wherever located. Contractor shall provide the State with access, subject to
Contractor’s reasonable security requirements, for purposes of inspecting and monitoring
access and use of State Confidential Information and evaluating security control
effectiveness. Upon the expiration or termination of this Participating Addendum, Contractor
shall return State Records provided to Contractor or destroy such State Records and certify
to the State that it has done so, as directed by the State. If Contractor is prevented by law or
regulation from returning or destroying State Confidential Information, Contractor warrants
it will guarantee the confidentiality of, and cease to use, such State Confidential Information.

D. Incident Notice and Remediation

If Contractor becomes aware of any Incident, it shall notify the State immediately and
cooperate with the State regarding recovery, remediation, and the necessity to involve law
enforcement, as determined by the State. Unless Contractor can establish that neither
Contractor nor any of Contractor’s agents, employees, assigns or Subcontractors are the cause
or source of the Incident, Contractor shall be responsible for the cost of notifying each person
who may have been impacted by the Incident. After an Incident, Contractor shall take steps
to reduce the risk of incurring a similar type of Incident in the future as directed by the State,
which may include, but is not limited to, developing and implementing a remediation plan
that is approved by the State at no additional cost to the State. The State may, in its sole
discretion and at Contractor’s sole expense, require Contractor to engage the services of an
independent, qualified, State-approved third party to conduct a security audit. Contractor
shall provide the State with the results of such audit and evidence of Contractor’s planned
remediation in response to any negative findings.

E. Data Protection and Handling

Contractor shall ensure that all State Records and Work Product in the possession of
Contractor or any Subcontractors are protected and handled in accordance with the
requirements of this Contract, including the requirements of any Exhibits hereto, at all times.
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Safeguarding PII

If Contractor or any of its Subcontractors will or may receive PII under this Contract,
Contractor shall provide for the security of such PII, in a manner and form acceptable to the
State, including, without fimitation, State non-disclosure requirements, use of appropriate
technology, security practices, computer access security, data access security, data storage
encryption, data transmission encryption, security inspections, and audits. Contractor shall
be a “Third-Party Service Provider” as defined in §24-73-103(1)(i), C.R.S. and shall maintain
security procedures and practices consistent with §§24-73-101 et seq., C.R.S.

CONFLICTS OF INTEREST

A

Actual Conflicts of Interest

Contractor shall not engage in any business or activities, or maintain any relationships that
conflict in any way with the full performance of the obligations of Contractor under this
Participating Addendum. Such a conflict of interest would arise when a Contractor or
Subcontractor’s employee, officer or agent were to offer or provide any tangible personal
benefit to an employee of the State, or any member of his or her immediate family or his or
her partner, related to the award of, entry inte or management or oversight of this
Participating Addendum.

Apparent Conflicts of Interest

Contractor acknowledges that, with respect to this Participating Addendum, even the
appearance of a conflict of interest shall be harmful to the State’s interests. Absent the State’s
prior written approval, Contractor shall refrain from any practices, activities or relationships
that reasonably appear to be in conflict with the full performance of Contractor’s obligations
under this Participating Addendum.

Disclosure to the State

If a conflict or the appearance of a conflict arises, or if Contractor is uncertain whether a
conflict or the appcarance of a conflict has arisen, Contractor shall submit to the Statc a
disclosure statement setting forth the relevant details for the State’s consideration. Failure to
promptly submit a disclosure statement or to follow the State’s direction in regard to the
actual or apparent conflict constitutes a breach of this Participating Addendum.

INSURANCE

Contractor shall obtain and maintain, and ensure that each Subcontractor shall obtain and maintain,
insurance as specified in this section at ail times during the term of this Participating Addendum
and until al! orders for goods or Services or both have been delivered and accepted, regardless of
whether this Participating Addendum has expired or has been terminated. All insurance policies
required by this Participating Addendum shall be issued by insurance companies as approved by
the State.

A

B.

Workers” Compensation

Workers® Compensation insurance as required by state statute, and employers’ liability
insurance covering all Contractor or Subcontractor employees acting within the course and
scope of their employment. Insurance must stay in place and in effect even if the contract
terms expires, until all product or terms of the contract are completed and satisfied up to 120
days after contract term expires.

General Liability
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Commercial general liability insurance covering premises operations, fire damage,
independent contractors, products and completed operations, blanket contractual liability,
personal injury, and advertising liability with minimum limits as foliows:

i. $1,000,000 each occurrence;

it.  $2,000,000 general aggregate;

iii.  $1,000,000 products and completed operations aggregate; and
iv.  $50,000 any 1 fire.

Automobile Liability

Automobile liability insurance covering any auto (including owned, hired and non-owned
autos) with a minimum limit of $1,000,000 each accident combined single limit.

Cyber/Network Security and Privacy Liability

Liability insurance covering civil, regulatory, and statutory damages, contractual damages,
data breach management exposure, and any loss of income or extra expense as a result of
actual or alleged breach, violation or infringement of right to privacy, consumer data
protection law, confidentiality or other legal protection for personal information, as well as
State Confidential Information with minimum limits as follows:

1. $1,000,000 each occurrence; and
ii.  $2,000,000 general aggregate.
Protected Information

Liability insurance covering all loss of State Confidential Information, such as PII, PCI, PHI,
Tax Information, and CJI, and claims based on alleged violations of privacy rights through
improper use or disclosure of protected information with minimum limits as follows:

i.  $1,000,000 each occurrence; and
ii.  $2,000,000 general aggregate.
Professional Liability Insurance

Professional liability insurance covering any damages caused by an error, omission or any
negligent act with minimum limits as follows:

i.  $1,000,000 each occurrence; and

ii.  $1,000,000 general aggregate.

Crime Insurance

Crime insurance including employee dishonesty coverage with minimum limits as follows:
i. $1,000,000 each occurrence; and

ii.  $1,000,000 general aggregate.

Additional Insured

The State shall be named as additional insured on all commercial general liability policies
(leases and construction contracts require additional insured coverage for completed
operations) required of Contractor and Subcontractors.

Primacy of Coverage
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Coverage required of Contractor and each Subcontractor shall be primary and
noncontributory over any insurance or self-insurance program carried by Contractor or the
State.

J.  Cancellation

The above insurance policies shall include provisions preventing cancellation or non-
renewal, except for cancellation based on non-payment of premiums, without at least 30 days
prior notice to Contractor and Contractor shall forward such notice to the State in accordance
with §5 of the Participating Addendum within 7 days of Contractor’s receipt of such notice.

K. Subrogation Waiver

All insurance policies secured or maintained by Contractor or its Subcontractors in relation
to this Participating Addendum shall include clauses stating that each carrier shall waive all
rights of recovery under subrogation or otherwise against Contractor or the State, its agencies,
institutions, organizations, officers, agents, employees, and volunteers.

L. Public Entities

[f Contractor is a "public entity” within the meaning of the Colorado Governmental Immunity
Act, §§24-10-101, es seq., C.R.S. (the “GIA”), Contractor shalfl maintain, in lieu of the
liability insurance requirements stated above, at all times during the term of this Participating
Addendum such liability insurance, by commercial policy or self-insurance, as is necessary
to meet its liabilities under the GIA. If a Subcontractor is a public entity within the meaning
of the GIA, Contractor shall ensure that the Subcontractor maintain at all tines during the
terms of this Participating Addendum, in lieu of the liability insurance requirements stated
above, such lability insurance, by commercial policy or self-insurance, as is necessary to
meet the Subcontractor’s obligations under the GIA.

M. Certtficates

Contractor shall provide to the State certificates evidencing Contractor’s insurance coverage
required in this Participating Addendum within 7 Business Days following the Effective
Date. Contractor shall provide to the State certificates evidencing Subcontractor insurance
coverage required under this Participating Addendum within 7 Business Days following the
Effective Date, except that, if Contractor’s subcontract is not in effect as of the Effective
Date, Contractor shall provide to the State certificates showing Subcontractor insurance
coverage required under this Participating Addendum within 7 Business Days following
Contractor’s execution of the subcontract. No later than 15 days before the expiration date of
Contractor’s or any Subcontractor’s coverage, Contractor shall deliver to the State certificates
of insurance evidencing renewals of coverage. At any other time during the term of this
Participating Addendum, upon request by the State, Contractor shall, within 7 Business Days
following the request by the State, supply to the State evidence satisfactory to the State of
compliance with the provisions of this §12.

13. BREACH OF CONTRACT

In the event of a Breach of Contract, the aggrieved Party shali give written notice of breach
to the other Party. If the notified Party does not cure the Breach of Contract, at its sole
expense, within 30 days after the delivery of written notice, the Party may exercise any of the
remedies as described in §14 for that Party. Notwithstanding any provision of this
Participating Addendum to the contrary, the State, in its discretion in order to protect the
public interest of the State, need not provide notice or a cure period and may immediately
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terminate this Participating Addendum in whole or in part or institute any other remedy in
this Participating Addendum; or if Contractor is debarred or suspended under §24-109-105,
C.R.S., the State, in its discretion, need not provide notice or cure period and may terminate
this Contract in whole or in part or institute any other remedy in this Contract as of the date
that the debarment or suspension takes effect.

14. REMEDIES

A.

State’s Remedies

If Contractor is in breach under any provision of this Participating Addendum and fails to
cure such breach, the State, following the notice and cure period set forth in §13, shall have
all of the remedies listed in this section in addition to all other remedies set forth in this
Participating Addendum or at law. The State may exercise any or all of the remedies available
to it, in its discretion, concurrently or consecutively.

i, Termination for Breach

In the event of Contractor’s uncured breach, the State may terminate this entire
Participating Addendum or any part of this Participating Addendum. Contractor shall
continue performance of this Participating Addendum to the extent not terminated, if
any,

If after termination by the State, the State agrees that Contractor was not in breach or
that Contractor's action or inaction was excusabie, such termination shall be treated as
a termination in the public interest, and the rights and obligations of the Parties shall be
as if this Participating Addendum had been terminated in the public interest under §3.
E.

ii. Remedies Not Involving Termination

The State, in its discretion, may exercise one or more of the following additional
remedies:

a.  Suspend Performance

Suspend Contractor’s performance with respect to all or any portion of the Work
pending corrective action as specified by the State without entitling Contractor to
an adjustment in price or cost or an adjustment in the performance schedule.
Contractor shall promptly cease performing Work and incurring costs in
accordance with the State’s directive, and neither the State nor any Purchasing
Entity shall be liable for costs incurred by Contractor after the suspension of
performance.

b. Removal

Demand immediate removal of any of Contractor’s employees, agents, or
Subcontractors from the Work whom the State deems incompetent, careless,
insubordinate, unsuitable, or otherwise unacceptable or whose continued relation
to this Participating Addendum is deemed by the State to be contrary to the public
interest or the State’s best interest.

c. Intellectval Property

If any Work infringes, or if the State in its sole discretion determines that any
Work is likely to infringe, a patent, copyright, trademark, trade secret or other
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intellectual property right, Contractor shall, at the option of and as approved by
the State or Purchasing Entity (i) secure that right to use such Work for the State,
Purchasing Entity and Contractor; (ii) replace the Work with noninfringing Work
or modify the Work so that it becomes noninfringing; or, (iii) remove any
infringing Work and refund the amount paid for such Work to the Purchasing
Entity.

B. Contractor’'s Remedies

If the State 1s in breach of any provision of this Participating Addendum and does not cure
such breach, Contractor, following the notice and cure period in §13 and the dispute
resolution process in §15 shall have all remedies available at law and equity. If a Purchasing
Entity is in breach of a provision of an Order, Contractor shall have all remedies available to
it under that Order and available at law and equity.

C. Purchasing Entity’s Remedies

i.

i.

iii.

If Contractor is in breach under any provision of an Order by a Purchasing Entity, the
Purchasing Entity shall have all of the remedies listed in that Order, all remedies listed
in §14. A. ii above, all remedies listed here in §14.C and all other remedies available
by law or equity. The Purchasing Entity may exercise any or all of the remedies
available to it, in its discretion, concurrently or consecutively.

If a Purchasing Entity gives Contractor notice of breach or terminates an Order because
of Contractor’s breach of that Order, Contractor shall provide notice to the State of that
breach or termination within 5 Business Days following Contractor’s receipt of that
notice of breach or termination.

Payments and Damages

a. Notwithstanding anything to the contrary, Purchasing Entities shall only pay
Contractor for accepted Work received as of the date of termination. A Purchasing
Entity may withhold any amount that may be due Contractor as the Purchasing
Entity deems necessary until Contractor corrects its Work or to protect itself
against loss including, without limitation, loss as a result of outstanding liens and
costs incurred by the Purchasing Entity in procuring from third parties
replacement Work as cover.

b.  Notwithstanding any other remedial action by the State, Contractor shall remain
liable to the State or appropriate Purchasing Entity for any damages sustained by
the State or Purchasing Entity in connection with any breach by Contractor, and
the Purchasing Entity may withhold payment to Contractor for the purpose of
mitigating the Purchasing Entity’s damages.

A Purchasing Entity may deny payment to Contractor for Work not performed, or that
due to Contractor’s actions or inactions, cannot be performed or if they were performed
are reasonably of no value to the state; provided, that any denial of payment shall be
equal to the value of the obligations not performed.

15. DISPUTE RESOLUTION

A. Order Disputes, Termination and Resolution

i.

Contract Number:

If a dispute related to an Order arises between Contractor and a Purchasing Entity,
Contractor shall meet with the Purchasing Entity to attempt to resolve the issue. If
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Contractor is unable to resoive the issue with the Purchasing Entity, then Contractor
may request assistance from the State by submitting a request in writing, which inciudes
the pertinent information about the dispute and the assistance sought by Contractor, in
accordance with §5 of the Participating Addendurn. Nothing in this section shall be
interpreted as limiting the rights or obligations of Contractor, the State or any
Purchasing Entity under this Contract of any Order.

ii. A Purchasing Entity may terminate an Order if it determines that Contractor was in
breach of that Order. Termination of an Order shall not terminate any other Order or
this Participating Addendum.

ili. If a Purchasing Entity gives Contractor notice of breach or terminates an Order because
of Contractor’s breach of that Order, Contractor shall provide notice to the State of that
breach or termination within 5 Business Days following Contractor’s receipt of that
notice of breach or termination.

Initial Resofution

Except as herein specifically provided otherwise, disputes concerning the performance of this
Participating Addendum which cannot be resolved by the designated Participating
Addendum primary contacts, as identified in §5 of the Participating Addendum, or through a
dispute on an Order shall be referred in writing to a senior departmental management staff
member designated by the State and a senior manager designated by Contractor for
resolution.

Resolution of Controversies arising under this Participating Addendum

[f the initial resolution described in §15.B. fails to resolve the dispute within ten (10) Business
Days, Contractor shall submit any alleged breach of this Participating Addendum by the State
to the Procurement Official of the State Purchasing and Contracts Office as described in in §24-
102-202(3), C.R.S. for resolution in accordance with the provisions of §§24-109-101.1
through 24-109-505, C.R.S., (the “Resolution Statutes™), except that if Contractor wishes to
challenge any decision rendered by the Procurement Official, Contractor’s challenge shall be
an appeal to the Executive Director of the Department of Personnel and Administration, or
their delegate, under the Resolution Statutes before Contractor pursues any further action as
permitted by such statutes. Except as otherwise stated in this Section, all requirements of the
Resolution Statutes shall apply including, without limitation, time limitations.

16. RIGHTS IN WORK PRODUCT AND OTHER INFORMATION

A.

Work Product

Contractor assigns to the Purchasing Entity and its successors and assigns, the entire right,
title, and interest in and to all causes of action, either in law or in equity, for past, present, or
future infringement of intellectual property rights related to the Work Product and all works
based on, derived from, or incorporating the Work Product under an Order. Whether or not
Contractor is under contract with the State at the time, Contractor shall execute applications,
assignments, and other documents, and shall render all other reasonable assistance requested
by the State, to enable the Purchasing Entity to secure patents, copyrights, licenses and other
intellectual property rights related to the Work Product. To the extent that Work Product
would fall under the definition of “works made for hire” under 17 U.S.C.S. §101, the parties
intend the Work Product to be a work made for hire.

i.  Copyrights
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To the extent that the Work Product {or any portion of the Work Product) would not be
considered works made for hire under applicable law, Contractor hereby assigns to the
Purchasing Entity, the entire right, title, and interest in and to copyrights in all Work
Product and all works based upon, derived from, or incorporating the Work Product;
all copyright applications, registrations, extensions, or renewals relating to all Work
Product and all works based upon, derived from, or incorporating the Work Product;
and all moral rights or similar rights with respect to the Work Product throughout the
world. To the extent that Contractor cannot make any of the assignments required by
this section, Contractor hereby grants to the Purchasing Entity a perpetual, irrevocable,
royalty-free license to use, modify, copy, publish, display, perform, transfer, distribute,
sell, and create derivative works of the Work Product created under that Purchasing
Entity’s Order and all works based upon, derived from, or incorporating the Work
Product by all means and methods and in any format now known or invented in the
future. The Purchasing Entity may assign and license its rights under this license.

ii.  Patents

In addition, Contractor grants to the Purchasing Entity (and to recipients of Work
Product distributed by or on behalf of the State) a perpetual, worldwide, no-charge,
royalty-free, irrevocable patent license to make, have made, use, distribute, sell, offer
for sale, import, transfer, and otherwise utilize, operate, modify and propagate the
contents of the Work Product created under an Order. Such license applies only to
those patent claims licensable by Contractor that are necessarily infringed by the Work
Product alone, or by the combination of the Work Product with anything else used by
the Purchasing Entity.

B. Exclusive Property of the State

Except to the extent specifically provided elsewhere in this Participating Addendum, any pre-
existing State Records, State software, research, reports, studies, photographs, negatives or
other documents, drawings, models, materials, data and information shall be the exclusive
property of the State (collectively, “State Materials™). Contractor shall not use, willingly
allow, cause or permit Work Product or State Materials to be used for any purpose other than
the performance of Contractor’s obligations in this Participating Addendum without the prior
written consent of the State. Upon termination of this Participating Addendum for any
reason, Contractor shall provide all Work Product and State Materials to the State in a form
and manner as directed by the State.

C. Exclusive Property of Contractor

Contractor retains the exclusive rights, title, and ownership to any and all pre-existing
materials owned or licensed to Contractor including, but not limited to, all pre-existing
software, licensed products, associated source code, machine code, text images, audio and/or
video, and third-party materials, delivered by Contractor under the Contract, whether
incorporated in a Deliverable or necessary to use a Deliverable (collectively, “Contractor
Property”). Contractor Property shall be licensed to the State as set forth in this Contract or a
State approved license agreement: (i) entered into as exhibits to this Contract; (ii) obtained
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by the State from the applicable third-party vendor; or (iii) in the case of open source
software, the license terms set forth in the applicable open source license agreement.

17. OBLIGATIONS AND RIGHTS IN THE EVENT OF TERMINATION OF ORDER OR
CONTRACT

18.

19.

To the extent specified in any termination notice, Contractor shall not incur further
obligations or render further performance past the effective date of such notice, and shall
terminate outstanding orders and subcontracts with third parties. However, Contractor shall
complete and deliver to Purchasing Entities all Work not cancelled by the termination notice,
and may incur obligations as necessary to do so within this Participating Addendum’s terms.
At the request of the State, Contractor shall assign to the appropriate Purchasing Entity all of
Contractor's rights, title, and interest in and to such terminated orders or subcontracts. Upon
termination, Contractor shall take timely, reasonable and necessary action to protect and
preserve property in the possession of Contractor in which the appropriate Purchasing Entity
has an interest. At the State or Purchasing Entity’s request, Contractor shall return materials
owned by the Purchasing Entity that Contractor possesses at the time of any termination.
Contractor shall deliver all completed Work Product to the appropriate Purchasing Entity at
the State or Purchasing Entity’s request.

STATEWIDE CONTRACT MANAGEMENT SYSTEM

If the maximum amount payable to Contractor under this Contract is $100,000 or greater, either
on the Effective Date or at any time thereafter, this section shall apply. Contractor agrees to be
governed by and comply with the provisions of §§24-102-206, 24-106-103, 24-106-106, and 24-
106-107, C.R.S. regarding the monitoring of vendor performance and the reporting of contract
information in the State’s contract management system (“Contract Management System” or
“CMS"). Contractor’s performance shall be subject to evaluation and review in accordance with
the terms and conditions of this Contract, Colorado statutes governing CMS, and State Fiscal Rules
and State Controller policies.

GENERAL PROVISIONS

A.

Assignment

Contractor’s rights and obligations under this Participating Addendum are personal and may
not be transferred or assigned without the prior, written consent of the State. Any attempt at
assignment or transfer without such consent shall be void. Any assignment or transfer of
Contractor’s rights and obligations approved by the State shall be subject to the provisions of
this Participating Addendum.

Subcontracts

Contractor shall not enter into any subcontract in connection with its obligations under this
Contract without the prior, written approval of the State. Contractor shall submit to the State
a copy of each subcontract upon request by the State. All subcontracts entered into by
Contractor in connection with this Participating Addendum shall comply with all applicable
federal and state laws and regulations, shall provide that they are governed by the laws of the
State of Colorado, and shall be subject to all provisions of this Participating Addendum.

Binding Effect

Except as otherwise provided in §19.A., all provisions of this Participating Addendum,
including the benefits and burdens, shall extend to and be binding upon the Parties’ respective
successors and assigns.
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D. Authority

Each Party represents and warrants to the other that the execution and delivery of this
Participating Addendum and the performance of such Party’s obligations have been duly
authorized.

E. Captions and References

The captions and headings in this Participating Addendum are for convenience of reference
only, and shall not be used to interpret, define, or limit its provisions. All references in this
Participating Addendum to sections (whether spelled out or using the § symbol), subsections,
exhibits or other attachments, are references to sections, subsections, exhibits or other
attachments contained herein or incorporated as a part hereof, unless otherwise noted.

F. Counterparts

This Participating Addendum may be executed in multiple, identical, original counterparts,
each of which shall be deemed to be an original, but all of which, taken together, shall
constitute one and the same agreement.

G.  Entire Understanding

This Participating Addendum represents the complete integration of all understandings
between the Parties related to the Work, and all prior representations and understandings
related to the Work, oral or written, are merged into this Participating Addendum. Prior or
contemporaneous additions, deletions, or other changes to this Participating Addendum shall
not have any force or effect whatsoever, unless embodied herein.

H. Digital Signatures

If any signatory signs this agreement using a digital signature in accordance with the
Colorado State Controller Contract, Grant and Purchase Order Policies regarding the use of
digital signatures issued under the State Fiscal Rules, then any agreement or consent to use
digital signatures within the electronic system through which that signatory signed shall be
incorporated into this Contract by reference.

I Modification

Except as otherwise provided in this Participating Addendum, any modification to this
Participating Addendum shall only be effective if agreed to in a formal amendment to this
Participating Addendum, properly executed and approved in accordance with applicable
Colorado State law and State Fiscal Rules. Modifications permitted under this Participating
Addendum, other than contract amendments, shall conform to the policies issued by the
Colorado State Controller.

J.  Statutes, Regulations, Fiscal Rules, and Other Authority.

Any reference in this Participating Addendum to a statute, regulation, State Fiscal Rule, fiscal
policy or other authority shall be interpreted to refer to such authonty then current, as may
have been changed or amended since the Effective Date of this Participating Addendum.

K. Severability

The invalidity or unenforceability of any provision of this Participating Addendum shall not
affect the validity or enforceability of any other provision of this Participating Addendum,
which shall remain in full force and effect, provided that the Parties can continue to perform
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their obligations under this Participating Addendum in accordance with the intent of this
Participating Addendum.

L. Survival of Certain Contract Terms

Any provision of this Participating Addendum that imposes an obligation on the Contractor
or a Purchasing Entity after termination or expiration of this Participating Addendum shall
survive the termination or expiration of this Participating Addendum and shall be enforceable
by the other Party.

M. Taxes

The State is exempt from federal excise taxes under 1.R.C. Chapter 32 (26 U.S.C,, Subtitle
D, Ch. 32) (Federal Excise Tax Exemption Certificate of Registry No. 84-730123K) and from
State and local government sales and use taxes under §§39-26-704(1), er seq., C.RS.
(Colorado Sales Tax Exemption Identification Number 98-02565). The State shall not be
liable for the payment of any excise, sales, or use taxes, regardless of whether any political
subdivision of the State imposes such taxes on Contractor. Contractor shall be solely
responsible for any exemptions from the collection of excise, sales or use taxes that
Contractor may wish to have in place in connection with this Participating Addendum.
Contractor shall honor any tax exemption that any Purchasing Entity has, and shall not charge
any Purchasing Entity any excise, sales, or use taxes from which that Purchasing Entity is
exempt.

N. Third Party Beneficiaries

Except for a Purchasing Entity and/or the Parties’ respective successors and assigns described
in §19.A, this Participating Addendum does not and is not intended to confer any rights or
remedies upon any person or entity other than the Parties. Enforcement of this Participating
Addendum and all rights and obligations hereunder are reserved solely to the Parties. Any
services or benefits which third parties receive as a result of this Participating Addendum are
incidental to this Participating Addendum, and do not create any rights for such third parties.

Q. Waiver

A Party’s failure or delay in exercising any right, power, or privilege under this Participating
Addendum, whether explicit or by lack of enforcement, shall not operate as a waiver, nor
shall any single or partial exercise of any right, power, or privilege preclude any other or
further exercise of such right, power, or privilege.

P. CORA Disclosure

To the extent not prohibited by federal law, this Participating Addendum and the performance
measures and standards required under §24-106-107, C.R.S., if any, are subject to public
release through the CORA.

Q. Standard and Manner of Performance

Contractor shall perform its obligations under this Participating Addendum in accordance
with the highest standards of care, skill and diligence in Contractor’s industry, trade, or
profession.

R. Licenses, Permits, and Other Authorizations.

Contractor shall secure, prior to the Effective Date, and maintain at all times during the term
of this Participating Addendum, at its sole expense, all licenses, certifications, permits, and
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other authorizations required to perform its obligations under this Participating Addendum,
and shall ensure that all employees, agents and Subcontractors secure and maintain at ail
times during the term of their employment, agency or subcontract, all license, certifications,
permits and other authorizations required to perform their obligations in relation to this
Participating Addendum.

Indemnification
I General Indemnification

Contractor shall indemnify, save, and hold harmless the State, its employees, agents
and assignees (the “Indemnified Parties™), against any and all costs, expenses, claims,
damages, liabilities, court awards and other amounts (including attoneys’ fees and
related costs) incurred by any of the Indemnified Parties in relation to any act or
omission by Contractor, or its employees, agents, Subcontractors, or assignees in
connection with this Participating Addendum.

ii.  Confidential Information Indemnification

Disclosure or use of State Confidential Information by Contractor in violation of §10
may be cause for legal action by third parties against Contractor, the State, or their
respective agents. Contractor shall indemnify, save, and hold harmless the Indemnified
Parties, against any and all claims, damages, liabilities, losses, costs, expenses
(including attorneys’ fees and costs) incurred by the State in relation to any act or
omission by Contractor, or its employees, agents, assigns, or Subcontractors in violation
of §10.

iii. Intellectual Property Indemnification

Contractor shall indemnify, save, and hold harmless the Indemnified Parties, against
any and all costs, expenses, claims, damages, liabilities, and other amounts (including
attorneys’ fees and costs) incurred by the Indemnified Parties in relation to any claim
that any Work infringes a patent, copyright, trademark, trade secret, or any other
intellectual property right.

20. COLORADO SPECIAL PROVISIONS (COLORADO FISCAL RULE 3-3)

These Special Provisions apply to all contracts except where noted in italics.

A.

STATUTORY APPROVAL. §24-30-202(1), C.R.S.

This Contract shall not be valid until it has been approved by the Colorado State Controller
or designee. If this Contract is for a Major Information Technology Project, as defined in
§24-37.5-102(2.6), then this Contract shall not be valid until it has been approved by the
State’s Chief Information Officer or designee.

FUND AVAILABILITY. §24-30-202(5.5), C.R.S.

Financial obligations of the State payable after the current State Fiscal Year are contingent
upon funds for that purpose being appropriated, budgeted, and otherwise made available.

GOVERNMENTAL IMMUNITY.

Liability for claims for injuries to persons or property arising from the negligence of the State,
its departments, boards, commissions committees, bureaus, offices, employees and officials
shall be controlled and limited by the provisions of the Colorado Governmental Immunity
Act, §24-10-101, et seq., C.R.S.; the Federal Tort Claims Act, 28 US.C. Pt. VI, Ch. 171 and
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28 U.S.C. 1346(b), and the State’s risk management statutes, §§24-30-1501, et seq. C.R.S.
No term or condition of this Contract shall be construed or interpreted as a waiver, express
or implied, of any of the immunities, rights, benefits, protections, or other provisions,
contained in these statutes.

D. INDEPENDENT CONTRACTOR

Contractor shall perform its duties hereunder as an independeat contractor and not as an
employee. Neither Contractor nor any agent or employee of Contractor shall be deemed to
be an agent or employee of the State. Contractor shall not have authorization, express or
implied, to bind the State to any agreement, liability or understanding, except as expressly
set forth herein. Contractor and its employees and agents are not entitled to unemployment
insurance or workers compensation benefits through the State and the State shall not pay for
or otherwise provide such coverage for Contractor or any of its agents or employees.
Contractor shall pay when due all applicable employment taxes, income taxes and local head
taxes incurred pursuant to this Contract. Contractor shall (i) provide and keep in force
workers' compensation and unemployment compensation insurance in the amounts required
by law, (ii) provide proof thereof when requested by the State, and (iii) be solely responsible
for its acts and those of its employees and agents.

E. COMPLIANCE WITH LAW.

Contractor shall comply with all applicable federal and State laws, rules, and regulations in
effect or hereafter established, including, without limitation, laws applicable to
discrimination and unfair employment practices.

F. CHOICE OF LAW, JURISDICTION, AND VENUE.

Colorado law, and rules and regulations issued pursuant thereto, shall be applied in the
interpretation, execution, and enforcement of this Contract. Any provision included or
incorporated herein by reference which conflicts with said laws, rules, and regulations shall
be null and void. All suits or actions related to this Contract shall be filed and proceedings
held in the State of Colorado and exclusive venue shall be in the City and County of Denver.

G. PROHIBITED TERMS.

Any term included in this Contract that requires the State to indemnify or hold Contractor
harmless; requires the State to agree to binding arbitration; limits Contractor’s liability for
damages resulting from death, bodily injury, or damage to tangible property; or that conflicts
with this provision in any way shall be void ab initio. Nothing in this Contract shall be
construed as a waiver of any provision of §24-106-109 C.R.S. Any term included in this
Contract that limits Contractor’s liability that is not void under this section shall apply only
in excess of any insurance to be maintained under this Contract, and no insurance policy shall
be interpreted as being subject to any limitations of liability of this Contract.

H. SOFTWARE PIRACY PROHIBITION.

State or other public funds payable under this Contract shall not be used for the acquisition,
operation, or maintenance of computer software in violation of federal copyright laws or
applicable licensing restrictions. Contractor hereby certifies and warrants that, during the
term of this Contract and any extensions, Contractor has and shall maintain in place
appropriate systems and controls to prevent such improper use of public funds. If the State
determines that Contractor is in violation of this provision, the State may exercise any remedy
available at law or in equity or under this Contract, including, without limitation, immediate
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termination of this Contract and any remedy consistent with federal copyright laws or
applicable licensing restrictions.

I.  EMPLOYEE FINANCIAL INTEREST/CONFLICT OF INTEREST. §§24-18-201 and
24-50-507, C.R.S.

The signatories aver that to their knowledge, no employee of the State has any personal or
beneficial interest whatsoever in the service or property described in this Contract. Contractor
has no interest and shall not acquire any interest, direct or indirect, that would conflict in any
manner or degree with the performance of Contractor’s services and Contractor shall not
employ any person having such known interests.

J. VENDOR OFFSET AND ERRONEQUS PAYMENTS. §§24-30-202(1) and 24-30-
202.4, C.R.S.

[Not applicable to intergovernmental agreements) Subject to §24-30-202.4(3.5), C.R.S,, the
State Controller may withhold payment under the State’s vendor offset intercept system for
debts owed to State agencies for: (i) unpaid child support debts or child support arrearages;
(i) unpaid balances of tax, accrued interest, or other charges specified in §§39-21-101, er
seq., C.R.S.; (iii) unpaid loans due to the Student Loan Division of the Department of Higher
Education; (iv) amounts required to be paid to the Unemployment Compensation Fund; and
(v) other unpaid debts owing to the State as a result of final agency determination or judicial
action. The State may also recover, at the State’s discretion, payments made to Contractor
in error for any reason, including, but not limited to, overpayments or improper payments,
and unexpended or excess funds received by Contractor by deduction from subsequent
payments under this Contract, deduction from any payment due under any other contracts,
grants or agreements between the State and Contractor, or by any other appropriate method
for collecting debts owed to the State.

K. PUBLIC CONTRACTS FOR SERVICES. §§8-17.5-101, ef seq., C.R.S.

[Not applicable to agreements relating to the offer, issuance, or sale of securities,
investment advisory services or fund management services, sponsored projects,
intergovernmental agreements, or information technology services or products and
services] Contractor certifies, warrants, and agrees that it does not knowingly employ or
contract with an illegal alien who will perforrn work under this Contract and will confirm the
employment eligibility of all employees who are newly hired for employment in the United
States to perform work under this Contract, through participation in the E-Verify Program or
the State verification program established pursuant to §8-17.5-102(5)c), C.R.S., Contractor
shall not knowingly employ or contract with an illegal alien to perform work under this
Contract or enter into a contract with a Subcontractor that fails to certify to Contractor that
the Subcontractor shall not knowingly employ or contract with an illegal alien to perform
work under this Contract. Contractor (i) shall not use E-Verify Program or the program
procedures of the Colorado Department of Labor and Employment (“Department Program™)
to undertake pre-employment screening of job applicants while this Contract is being
performed, (ii) shall notify the Subcontractor and the contracting State agency or institution
of higher education within 3 days if Contractor has actual knowledge that a Subcontractor is
employing or contracting with an illegal alien for work under this Contract, (iii) shall
terminate the subcontract if a Subcontractor does not stop employing or contracting with the
illegal alien within 3 days of receiving the notice, and (iv) shall comply with reasonable
requests made in the course of an investigation, undertaken pursuant to §8-17.5-102(5),
C.R.S,, by the Colorado Department of Labor and Employment. If Contractor participates in
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the Department program, Contractor shall deliver to the contracting State agency, Institution
of Higher Education or political subdivision, a written, notarized affirmation, affirming that
Contractor has examined the legal work status of such employee, and shall comply with all
of the other requirements of the Department program. If Contractor fails to comply with any
requirement of this provision or §§8-17.5-101, ef seq., C.R.S,, the contracting State agency,
institution of higher education or political subdivision may terminate this Contract for breach
and, if so terminated, Contractor shall be liable for damages.

L. PUBLIC CONTRACTS WITH NATURAL PERSONS. §§24-76.5-101, et seq., C.R.S.

Contractor, if a natural person eighteen (18) years of age or older, hereby swears and affirms
under penalty of perjury that Contractor (i) is a citizen or otherwise lawfully present in the
United States pursuant to federal law, (ii) shall comply with the provisions of §§24-76.5-101,
et seq., C.R.S., and (jii) has produced one form of identification required by §24-76.5-103,
C.R.S. prior to the Effective Date of this Contract.
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EXHIBIT B STATEMENT OF WORK

1. GOODS AND/OR SERVICES

For a description of what the Participating Addendum will provide please reference Exhibit C pricing
list. This agreement is only for items within the General Software Category and the Microsoft
Category. Oracle items are excluded from this agreement.

A.  Delivery of Goods and Performance of Services
i.  Contractor shall provide all Goods and perform all Services described in each Order.

ii.  Unless specifically agreed to otherwise in an Order, Contractor shall deliver all Goods
under an Order in good, working and undamaged condition. All Goods shall be free on
board (“F.0.B.”) destination to the location specified in the Order.

iii. If a good in an Order is out of stock, Contractor may only provide a substitute good if
it has notified the Purchasing Entity for that Order, in writing, that the good is out of
stock and has recetved the Purchasing Entity’s approval to provide the substitute good.
Purchasing Entities may request additional informatton comparing the substitute good
with the original good in the Purchasing Entity’s sole discretion.

B. Additional Terms

Any additional terms and conditions on any invoice, statement, Contractor time sheet,
website, electronic license or use agreement or any other form, including, without limitation,
terms regarding indemnification, limitation of liability, cancellation fees, choice of law and
binding arbitration shall be void and unenforceable except to the extent that they are
specifically included in this Participating Addendum or an Order. The signature of any
employee of a Purchasing Entity on any such form shall be effective to establish receipt of
Goods or completion of Services and shall not make any term of that form enforceable.

Exhibit B Page 1
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EXHIBIT C PRODUCTS AND PRICE LIST

1. Contractor has been awarded the following categories:

SOFTWARE VALUE ADDED RESELLER

2. The products and price list is located on the Contractor’s dedicated State website, hosted and
maintained by the Contractor, and is incorporated into this Participating Addendum by reference.
Changes in product and pricing must be approved by the lead state and shall be effective when
published on the dedicated state website.

HTTPS:// WWW.IPS.INSIGHT.COM/NASPOSVAR2022

3. Pricing

A.

Exhibit C

Price Lists

The State may publish any pricing information under this Participating Addendum, including,
without limitation the pricing information shown in this Exhibit C, Products and Price List,
on the State’s website and any other website as the State determines is necessary or efficient
to facilitate the use of this Participating Addendum by Purchasing Entities.

Price Decreases and Ceiling Prices

The prices listed in this Exhibit C are Ceiling Prices, and Contractor may offer lower prices
to Purchasing Entities, and Purchasing Entities may negotiate lower prices with Contractor,
without the review or approval of the State. Contractor shall not allow a Subcontractor to
charge an amount greater than the Ceiling Price for any Order.

Environmentally Preferable Purchasing

. Contractor shall provide training regarding the environmentally preferable products, as
defined in the State’s Environmentally Preferable Purchasing Policy, that are purchased
or made available under this Participating Addendum. This training shall be provided
at no additional cost, unless otherwise agreed upon by the Parties, and shall be presented
at a time and in 2 manner as agreed upon by the Parties.

ti.  The State reserves the right to request additional provisions and requirements to ensure
this Participating Addendum is in compliance with all State regulations and policies,
including all sustainable purchasing and environmentally preferable purchasing
policies or executive orders.
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Tier | Publishers (Key Itemized Publishurs)

ADOBE 2.00%
|CA TECHNOLOGIES {acquired by Broadcom) 2.00%
{cisco 1.95%
jcommvauLT . 1.95%
{iBm 2.00%
IRED HAT 1.95%

SPLUNK 2.00%

TABLEAU 2.00%
jveEeam 1.95%
fvmware 1.95%

Tier 1) Publishers (Other ltemized Publishers)

{AuTODESK 2.50%
|BARRACUDA NETWORKS 2.50%
{BMC SOFTWARE 2.25%
[CHECK POINT SOFTWARE 2.50%
[CHERWELL 2.25%

CITRIX 2.25%

CHATSWORTH PRODUCTS (CPI) 2.25%
JcrROWDSTRIKE 2.25%
| T 2.25%
[oELPHIX 2.25%
|oocusiGn 2.50%
[DYNATRACE 2.50%
[FORCEPOINT 2.50%
[FORTINET 2.25%
IGOOGLE 2.25%
|inFormATICA 2.50%
fivanT 2.50%
fknowBE4 2.50%
Imcaree 2.25%
Imicro Focus 2.50%
IMULESOFT 2.25%
INeETMOTION 2.50%
foxta 2.25%
lorenTexT 2.50%
IPROGRESS SOFTWARE 2.50%
IPROOFPOINT 2.25%
lauesT soFTwaRE 2.50%
IrarPID7 2.50%
IrsA secURITY 2.50%

5ALESFORCE 2.50%

SAP 2.50%

SOLARWINDS 2.50%

SOPHOS 2.50%

SPILLMAN (acquired by Motorola Sclutions) 2.25%

SYMANTEC {acquired by Broadcom) 2.50%

TENABLE 2.50%

TREND MICRO 2.50%

VARONIS 250%

VERITAS 2.25%

ZOHO 2.50%
INon-itemized Publishers
[l other publishers 475%




Docusign Envelope ID: 19EAAA9D-0DC7-4496-92CA-6F04E220AEGS

DocuSign Envelope ID: 7TAG9468-2CAF-44A2-842B-63A1F4C7BESS

IISlGHT PUBLIC SECTOR NASPO 'VALUEPOINT SOFTWARE VALUE-ADDED RESELLER (SVAR}
F30as ey ST ~ STATEOF COLORADQ CONTRACT #178266
s ALLI?UBL'SHERSEXCEPTJMICROSOFTANDWACL_E_..

: RESELLER SERVICES 1L HOURLY RATE
Asset management $200.00
Solutions architect $209.00
Senior solutions architect $265.00
Program engagement manager $232.00
Project leader $127.00
Project manager $209.00
Senior project manager $220.00
All other in-scope reseller services (Connected Workforce / Cioud + Data Center

£284.00
[Transformation)
i OPTIONALSEINICES : _ HOURLY RATE
lnnwaﬂon UX/Nisual/Product
Creative Director $325.00
|Principal Designer $300.00
Jassaciate Creative Director $300.00
Iﬂn Manager $275.00
Product Manager $275.00
Senior Designer $250.00
Senior Business Analyst $250.00
Designer $225.00
Igmess Analyst $225.00
Associate Designer $190.00
Associate Business Analyst $190.00
Digits] Innovation: PM i ¥
Services Manager $325.00
|Program Manager $250.00
Project Mznager $225.00
Project Coordinator $190.00
| Digital Innovation: Technology
Principal/Chief Architect $325.00
Senior Architect $300.00
Managing Architect $300.00
Architect $275.00
Senior Software Engineer $250.00
Software Engineer $225.00
Associate Software Engineer $190.00
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INSIGHT PUBLIC SECTOR NASPO VALUEPOINT SOFTWARE VALUE-ADDED RESELLER [SVAR)
' STATE OF COLORADO CONTRACT #178266 : :
irisaitiid MAXIMUM MARKUP ON
: i ) Sl IA0 RESELLER'S INVOICED COST
|itemized Microsoft Offerings .
EMS ES, G1, G2, G3, G5, Govt E4, Advanced Threat Protection, Pewer Bl, Exchange Online, 1.65%
Kiosk F3 Now, Dynamics, PowerApps, Project Online, Azure
All Qther Mikrosoft Offerings
Saas 1.65%
|On-Premise 1.65%
IResold In-scope Professional Services
[Ongoing maintenance & support services not included in software license agreement 1.65%
|Deployment services 1.65%
Architectural design services 1.65%
Training deployment services 1.65%
All other resold in-scope professional services 1.65%
. : IN-SCOPE RESELLER SERVICES ] HOURLY RATE
lAsset management $200.00
Solutions architect $209.00
Senior solutions architect $265.00
Program engagement manager $232.00
Praject leader $127.00
Project manager $209.00
Senior project manager $220.00
All other in-scope reseller services {Connected Workforce / Cloud + Data Center
. $284.00
Transformation)
i : OPTIONAL SERVICES i MAXIVMIUM MARKUP ON
Cloud Solution Provider {CSP) Program 16.00%
Ty e OPTNONAL SERVICES ~ HOURLY RATE =
Digital Innovation: UX/Visual/Product
Creative Girector $325.00
[Principa[ Designer $300.00
|associate Creative Director $300.00
Iges_lgn Manager $275.00
Product Manager $275.00
Senlor Designer $250.00
Senior Business Analyst £250.00
Designer $225.00
Business Analyst $225.00
Assoclate Designer $190.00
Associate Business Analyst $190.00
Digital Innovation: PM

Services Manager $325.00
Program Manager $250.00
Project Manager $225.00
Project Coordinater $190.00
Digital Innovation: Technology

Principal/Chief Architect $325.00
Senior Architect $300.00
Managing Architect $300.00
Architect $275.00
Senior Software Enginear $250.00
Software Engineer $225.00
Associate Software Engineer $190.00
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EXHIBIT D — HIPAA BUSINESS ASSOCIATE AGREEMENT

This HIPAA Business Associate Agreement (“Agreement”™) between the State and Contractor is agreed to in
connection with, and as an exhibit to, the Contract. For purposes of this Agreement, the State is referred to as
“Covered Entity” and the Contractor is referred o as “Business Associate”. Unless the context clearly requires a
distinction between the Contract and this Agreement, all references to “Contract” shall include this Agreement,

1. PURPOSE

Covered Entity wishes to disclose information to Business Associate, which may include Protected Health
Information ("PHI"). The Parties intend to protect the privacy and security of the disclosed PHI in compliance
with the Health Insurance Portability and Accountability Act of 1996 (“HIPAA™), Pub. L. No. 104-191 (1996) as
amended by the Health Information Technology for Economic and Clinical Health Act (“HITECH Act™) enacted
under the American Recovery and Reinvestment Act of 2009 (“ARRA™) Pub. L. No. 111-5 (2009), implementing
reguiations promulgated by the U.S. Department of Health and Human Services at 45 C.F.R. Parts 160, 162 and
164 {the “HIPAA Rules™) and other applicable laws, as amended. Prior to the disclosure of PHI, Covered Entity
15 required to enter into an agreement with Business Associate containing specific requircments as set forth in, but
not limited to, Title 45, Sections 160.103, 164.502(¢) and 164.504(e) of the Code of Federal Regulations
("C.F.R.") and all other applicable laws and regulations, all as may be amended.

2. DEFINITIONS

The following terms used in this Agreement shall have the same meanings as in the HIPAA Rules: Breach, Data
Aggregation, Designated Record Set, Disclosure, Health Care Operations, Individual, Minimum Necessary,
Notice of Privacy Practices, Protected Health Information, Required by Law, Secretary, Security Incident,
Subcontractor, Unsecured Protected Health Information, and Use.

The following terms used in this Agreement shall have the meanings set forth below:

a. Business Associate. “Business Associate” shall have the same meaning as the term “business
associate” at 45 C.F.R. 160.103, and shail refer to Contractor.

b. Covered Entity. “Covered Entity” shall have the same meaning as the term “covered cntity” at 45
C.F.R. 160.103, and shall refer to the State.

c. Information Technelogy and Information Security. “Information Technology™ and “Information
Sccurity” shall have the same meanings as the terms “information technology™ and “information
security”, respectively, in §24-37.5-102, C.R.S.

Capitalized terms used herein and not otherwise defined herein or in the HIPAA Rules shall have the meanings
ascribed to them in the Contract.

3. OBLIGATIONS AND ACTIVITIES OF BUSINESS ASSOCIATE

d. Permitted Uses and Disclosures.

i.  Business Associate shall use and disclose PHI only to accomplish Business Associate’s
obhigations under the Contract.

Page 1 of 8
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ti. To the extent Business Associate carries out one or more of Covered Entity’s obligations
under Subpart E of 45 C.F.R. Part 164, Busincss Associate shall comply with any and all
requirements of Subpart E that apply to Covered Entity in the performance of such obligation.

iii. Business Associate may disclose PHI to camy out the legal responsibilities of Business
Associate, provided, that the disclosure is Required by Law or Business Associate obtains
reasonable assurances from the person to whom the information is disclosed that:

A. the information will remain confidential and will be used or disclosed only as
Required by Law or for the purpose for which Business Associate originally
disclosed the information to that person, and;

B. the person notifics Business Associate of any Breach involving PHI of which it is
awarc.

iv. Business Associatc may provide Data Aggregation services rclating to the Health Care
Operations of Covered Entity. Business Associate may de-identify any or all PHI created or
received by Business Associate under this Agreement, provided the de-identification
conforms to the requirements of the HIPAA Rules.

Minimum Necessary. Business Associate, its Subcontractors and agents, shall access, use, and
disclose only the minimum amount of PHI necessary to accomplish the objectives of the Contract, in
accordance with the Minimum Necessary Requirements of the HIPAA Rules including, but not
limited to, 45 C.F R. 164.502(b) and 164.514(d).

Impermissible Uses and Disclosures.

i. Business Associate shall not disclosc the PHI of Covered Entity to another covered entity
without the written authorization of Covered Entiry.

ii. Busincss Associate shall not share, use, disclose or make available any Covered Entity PHI
in any form via any medium with or to any person or eniity beyond the boundarics or
jurisdiction of the United States without express written authorization from Covered Entity.

Busincss A iate’ niract

1. Business Associaic shall, im accordance with 45 C.F.R. 164.502(c)(1)(ii) and 164.308(b)(2),
ensure that any Subcontractors who create, receive, maintain, or transmit PHI on behaif of
Business Associate agree in writing to the same restrictions, conditions, and requirements
that apply to Busincss Associate with respect to safeguarding PHI.

1. Business Associate shall provide to Covered Entity, on Covered Entity’s request, a list of
Subcontractors who have entered into any such agreement with Business Associate,

iti. Busincss Associate shall provide to Covered Entity, on Covered Entity’s request, copies of
any such agreements Business Associate has entered into with Subcontractors,

Access 1o System, If Business Associate needs access to a Covered Entity Information Technology
system to comply with its obligattons under the Contract or this Agreement, Business Associate shall
request, review, and comply with any and all policics applicabie to Covered Entity regarding such

Page 2ol 8
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system including, but not limited to, any policies promulgated by the Office of Information
Technology and available at hitp://oit.state.co.us/about/policies.

Access to PHI. Business Associate shall, within ten days of receiving a written request from Covered
Entity, make available PHI in a Designated Record Set to Covered Entity as necessary to satisfy
Covered Entity’s obligations under 45 C.FR 164.524.

Amendment of PHI.

i. Business Associate shall within ten days of receiving a written request from Covered Entity
make any amendment to PHI in a Designated Record Set as directed by or agreed to by
Covered Entity pursuant to 45 C.F.R. 164.526, or take other measures as necessary to satisfy
Covered Entity’s obligations under 45 C.F.R. 164.526.

ii. Business Associate shall promptly forward to Covered Entity any request for amendment of
PHI that Business Associate receives directly from an Individual.

Accounting Rights. Business Associate shall, within ten days of receiving a written request from
Covered Entity, maintain and make available to Covered Entity the information necessary for Covered
Entity to satisfy its obligations to provide an accounting of Disclosure under 45 C.F.R. 164.528.

Restrictions and Confidential Communications,

i. Business Associate shall restrict the Use or Disclosure of an Individual’s PHI within ten days
of notice from Covered Entity of:

(1) a restriction on Usc or Disclosure of PHI pursuant to 45 C.F.R. 164.522; or
(2) a request for confidential communication of PHI pursuant to 45 C.F R. 164.522,

ii. Business Associale shall not respond directly to an Individual’s requests to restrict the Use or
Disclosure of PHI or to send all communication of PHI to an alternate address.

iii. Business Associate shall refer such requests to Covered Entity so that Covered Entity can
coordinate and prepare a timely response to the requesting Individual and provide direction
to Busincss Associate,

m. Governmental Access to Records. Business Associate shall make its facilities, intemnal practices,

n.

books, records, and other sources of information, including PHI, available to the Secretary for
purposes of determining compliance with the HIPAA Rules in accordance with 45 C.F.R. 160.310.

Audit, Inspection and Enforcement.

i. Business Associate shall obtain and update at least annually a written assessment performed
by an indcpendent third party reasonably acceptable to Covered Entity, which evaluates the
Information Security of the applications, infrastructure, and processes that interact with the
Covered Entity data Business Associate receives, manipulates, stores and distributes. Upon
request by Covered Entity, Business Associate shall provide to Covered Entity the executive
summary of the assessment.

ii. Business Associate, upon the request of Covered Entity, shall fully cooperate with Covered
Entity’s efforts to audit Business Associate’s compliance with applicable HIPAA Rules. If,
Page 3 of 8
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through audit or inspection, Covered Entity determines that Business Associate’s conduct
would result in violation of the HIPAA Rules or is in violation of the Contract or this
Agreement, Business Associate shall promptly remedy any such violation and shall certify
completion of its remedy in writing to Covered Entity.

o. Appropriate Safeguards.

P-

q.

T.

il.

iii.

iv.

Business Associate shall use appropriate safeguards and comply with Subpart C of 45 C.F.R.
Part 164 with respect to electronic PHI to prevent use or disclosure of PHI other than as
provided in this Agreement.

Business Associate shall safeguard the PHI from tampering and unauthorized disclosures.

Business Associate shall maintain the confidentiality of passwords and other data required
for accessing this information,

Busincss Associate shall extend protection beyond the initial information obtained from
Covered Entity to any databases or collections of PHI containing information derived from
the PHI. The provisions of this scction shall be in force unless PHI is de-identified in
conformance to the requirements of the HIPAA Rules.

Safepuard During Transmission.

i.

it.

Business Associate shall use rcasonable and appropriate safeguards including, without
limitation, Information Security mecasures to ensurc that all transmissions of PHI are
authorized and to prevent use or disclosure of PHI other than as provided for by this
Agreement.

Business Associate shall not transmit PHI over the internet or any other insecure or open
communication channel unless the PHI is encrypted or otherwise safeguarded with a FIPS-
compliant encryption algorithm.

Reporting of Improper Use or Disclosure and Notification of Breach,

il.

Busin

Business Associate shall, as soon as rcasonably possible, but immediately after discovery of
a Breach, notify Covered Entity of any use or disclosure of PHI not provided for by this
Agreement, including a Breach of Unsccured Protected Health Information as such notice is
required by 45 C.F.R: 164.410 or a breach for which notice is required under §24-73-103,
C.RS.

Such notice shall include the idenufication of each Individual whose Unsecured Protected
Health Information has been, or is reasonably believed by Business Associate to have been,
accessed, acquired, or disclosed during such Breach.

Business Associate shall, as soon as reasonably possible, but immediately after discovery of
any Sccurity Incident that docs not constitute a Breach, notify Covered Entity of such
incident.

Business Associate shall have the burden of demonstrating that all notifications were made
as required, including evidence demonstrating the necessity of any delay.

Associate’s Insurance and Notification Costs.
Page 4 of 8
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Business Associate shall bear all costs of a Breach response including, without limitation,
notifications, and shall maintain insurancc to cover:

{1) loss of PHI data;

{2} Breach notification requircments specified in HIPAA Rules and in §24-73-103,
C.RS.;and

(3) claims based upon alleged violations of privacy rights through improper usc or
disclosurc of PHI.

All such policies shall meet or exceed the minimum insurance requirements of the Contract
or otherwise as may be approved by Covered Entity (e.g., occurrence basis, combined single
dollar limits, annual aggregatc dollar limits, additional insurcd status, and notice of
cancellation).

Business Associate shall provide Covered Entity a point of contact who possesscs rclevant
Information Security knowledge and is accessible 24 hours per day, 7 days per week to assist
with incident handling.

Busincss Associate, to the extent practicable, shall mitigate any harmful cffect known to
Business Associate of a Use or Disclosure of PHI by Business Associate in violation of this
Agreement.

s. Subcontractors and Breaches,

Business Associate shall enter into a written agreement with cach of its Subcontractors and
agents, who create, receive, maintain, or transmit PHI on behalf of Business Associate. The
agreements shall require such Subcontractors and agents to report to Business Associate any
use or disclosure of PHI not provided for by this Agreement, including Security Incidents and
Breaches of Unsccured Protected Health Information, on the first day such Subcontractor or
agent knows or should have known of the Breach as required by 45 C.F.R. 164.410.

Business Associate shall notify Covered Entity of any such report and shall provide copies of
any such agreements to Covercd Entity on request.

t. Data Ownership.

Business Associate acknowledges that Business Associate has no ownership rights with
respect to the PHIL

Upon request by Covercd Entity, Business Associatc immediately shall provide Covered
Entity with any keys to decrypt information that the Business Association has encrypted and
maintains in encrypted form, or shall provide such information in unencrypted usable form.

u. Retention of PHI. Except upon termination of this Agrcement as provided in Section 5, below,
Business Associatc and its Subcontractors or agents shall retain all PHI throughout the term of this
Agrcement, and shall continuc to maintin the accounting of disclosures required under Scction 3.h,
above, for a period of six years.
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4. OBLIGATIONS OF COVERED ENTITY

a. Safeguards During Transmission. Covered Entity shall be responsible for using appropriate
safeguards including encryption of PHI, o maintain and ensure the confidentiality, integrity, and
security of PHI transmitted pursuant to this Agreement. in accordance with the standards and
requircments of the HIPAA Rules,

b. Notice of Changes.

ii.

Covered Entity maintains a copy of its Notice of Privacy Practices on its website. Covered
Entity shall provide Busincss Associate with any changes in, or revocation of, permission to
use or disclose PHI, to the extent that it may affect Business Associate’s permitted or required
uses or disclosures.

Covcered Entity shall notify Business Associate of any restriction on the usc or disclosure of
PHI to which Covered Entity has agreed in accordance with 45 C.F.R. 164.522, to the extent
that it may affect Business Associate’s permitted use or disclosure of PHI.

5. TERMINATION

a. Breach.

b. Effect

In addition to any Contract provision regarding remedies for breach, Covered Entity shall
have the right, in the event of a breach by Business Associate of any provision of this
Agreement, to terminate immediately the Contract, or this Agreement, or both.

Subject to any directions from Covered Entity, upon termination of the Contract, this
Agrecment, or both, Business Associate shall take timely. reasonable, and necessary action
to protect and prescrve property in the possession of Business Associate in which Covered
Entity has an interest.

of Termination.

Upon termination of this Agreement for any reason, Business Associate, at the option of
Covered Entity, shall retum or destroy all PHI that Business Associaic, its agents, or its
Subcontractors maintain in any form, and shall not retain any copies of such PHI.

If Covered Entity directs Business Associate to destroy the PHI, Business Associate shall
certify in writing to Covered Entity that such PHI has been destroyed.

If Business Associate believes that returning or destroying the PHI is not feasible, Business
Associate shall promptly provide Covered Entity with notice of the conditions making return
or destruction infeasible. Business Associate shall continuc to extend the protections of
Section 3 of this Agreement to such PHI, and shall limit further use of such PHI to those
purposes that make the retum or destruction of such PHI infeasibie.
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6. INJUNCTIVE RELIEF

Covered Entity and Business Associate agree that irreparable damage would occur in the event Business Associate
or any of its Subcontractors or agents use or disclosure of PHI in violation of this Agreement, the HIPAA Rules
or any applicable law. Covered Entity and Business Associate further agrec that money damages would not
provide an adcquatc remedy for such Breach. Accordingly, Covered Entity and Business Associate agrec that
Covered Entity shall be cntitled to injunctive relief, specific performance, and other cquitable relief to prevent or
restrain any Breach or threatened Breach of and to enforce specifically the terms and provisions of this Agreement.

7. LIMITATION OF LIABILITY

Any provision in the Contract limiting Contractor’s liability shall not apply to Business Associate’s liability under
this Agreement, which shall not be limited.

8. DISCLAIMER

Covered Entity makes no warranty or represcatation that compliance by Business Associate with this Agreement
or the HIPAA Rules will be adequate or satisfactory for Business Associate’s own purposes. Business Associate
is solely responsible for all decisions made and actions taken by Business Associate regarding the safeguarding
of PHL

9. CERTIFICATION

Covered Entity has a legal obligation under HIPAA Rules to certify as to Business Associate’s Information
Security practices. Covered Entity or its authorized agent or contractor shall have the right to examine Business
Associate’s facilities, systems, procedures, and records, at Covered Entity’s expense, if Covered Entity determines
that examination is necessary to certify that Business Associate’s Information Security safeguards comply with
the HIPAA Rules or this Agreement.

10. AMENDMENT

a.  Amendment to Comply with Law. The Parties acknowledge that statc and federal laws and regulations
relating to data sccurity and privacy are rapidly evolving and that amendment of this Agreement may

be required to provide procedures to ensure compliance with such developments.

i. Inthe event of any change to state or federal laws and regulations relating 1o data security
and privacy affecting this Agreement, the Parties shall take such action as is necessary to
implement the changes to the standards and requirements of HIPAA, the HIPAA Rules
and other applicable rules relating to the confidentiality, integrity, availability and
security of PHI with respect to this Agreement.

ii. Business Associate shall provide to Covered Entity written assurance satisfactory to
Covered Entity that Business Associate shall adequately safeguard all PHI, and obtain
written assurance satisfactory to Covered Entity from Business Associate’s
Subcontractors and agents that they shall adequately safeguard all PHI

iit. Upon the request of cither Party, the other Party promptly shall negotiate in good faith the
terms of an amendment to the Contract embodying written assurances consistent with the
standards and requirements of HIPAA, the HIPAA Rules, or other applicable rules.
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iv. Covered Entity may terminate this Agreement upon 30 days’ prior written notice in the event
that:

(1) Business Associate does not promptly enter into negotiations to amend the Contract
and this Agreement when requested by Covered Entity pursuant to this Section; or

(2) Business Associate docs not enter into an amendment to the Contract and this
Agrcement, which provides assurances regarding the safeguarding of PHI sufficient,
in Covered Entity’s sole discretion, to satisfy the standards and requirements of the
HIPAA, the HIPAA Rules and applicable law.

b. Amendment of Appendix. The Appendix to this Agreement may be modificd or amended by the
mutual written agrecment of the Parties, without amendment of this Agreement.  Any modified or
amended Appendix agreed to in writing by the Parties shall supersede and replace any prior version
of the Appendix.

11. ASSISTANCE IN LITIGATION OR ADMINISTRATIVE PROCEEDINGS

Covered Entity shall provide written notice to Business Associate if litigation or administrative proceeding is
commenced against Covered Entity, its directors, officers, or employces, based on a claimed violation by Business
Associate of HIPAA, the HIPAA Rules or other laws relating to security and privacy or PHI. Upon receipt of such
notice and to the extent requested by Covered Entity, Business Associate shall, and shall cause its employees,
Subcontractors, or agents assisting Business Associate in the performance of its obligations under the Contract to,
assist Covered Entity in the defense of such litigation or proceedings. Business Associate shall, and shall cause
its employces, Subcontractor’s and agents to, provide assistance, to Covered Entity, which may inciude testifying
as a witness at such procecdings. Business Associatc or any of its employces, Subcontractors or agents shall not
be required to provide such assistance if Business Associate is a named adverse party.

12. INTERPRETATION AND ORDER OF PRECEDENCE

Any ambiguity in this Agrecment shall be resolved in faver of a meaning that complies and is consistent with the
HIPAA Raules. In the event of an inconsistiency between the Contract and this Agreement, this Agreement shall
control. This Agreement supersedes and replaces any previous, separately exccuted HIPAA business associate
agreement between the Parties.

13. SURVIVAL

Provisions of this Agreement requiring continucd performance, compliance, or effect after termination shall
survive termination of this contract or this agreement and shall be enforceable by Covered Entity.

14. APPENDIX D.1. TO HIPAA BUSINESS ASSOCIATE AGREEMENT, ATTACHED TO
THIS EXHIBIT IS INCORPORATED AND MADE PART HEREOF.
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APPENDIX D.1 TO HIPAA BUSINESS ASSOCIATE AGREEMENT

This Appendix (“Appendix™) to the HIPAA Business Associate Agreement (“Agrecment”) is s an appendix to
the Contract and the Agrecment. For the purposes of this Appendix, defined terms shall have the meanings
ascribed to them in the Agreement and the Contract.

Unless the context clearly requires a distinction between the Contract, the Agreement, and this Appendix, all
references to “Contract” or “Agreement” shall include this Appendix.

1. Purpose

This Appendix sets forth additional terms to the Agreement. Any sub-section of this Appendix marked as
“Reserved” shall be construed as setting forth no additional terms.

2. Additional Terms

Additional Permitted_Uses. In addition to thosc purposcs sct forth in the Agrcement, Business

.Associate may usc PHI for the following additional purposes:

i. Reserved.

Additional Permitted Disclosures. In addition to thosc purposcs set forth in the Agreement, Business
Associatc may disclose PHI for the following additional purposes:

i Reserved.

Approved Subcontractors. Covered Entity agrees that the following Subcontractors or agents of
Business Associate may receive PHI under the Agreement:

i Reserved.

Definition of Receint of PHI. Business Associate’s receipt of PHI under this Contract shall be deemed
1o occur, and Business Associate’s obligations under the Agreement shall commence, as follows:

i Reserved.

Additional Restrictions on Busingss Associate. Business Associate agrees to comply with the
following additional restrictions on Busincss Associate’s usc and disclosure of PHI under the
Contract:

i. Reserved.

Additional Terms. Business Associalc agrees to comply with the following additional terms under the
Agreement:

i. Reserved.
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EXHIBIT E
SAFEGUARDING REQUIREMENTS FOR FEDERAL TAX INFORMATION

This Addendum regarding Safeguarding Requirements for Federal Tax Information (“Addendum™)' is an essential
part of the agreement between the State and Contractor as described in the Contract to which this Addendum is
attached. Unless the context clearly requires a distinction between the Contract and this Addendum, all references
to “Contract” shall include this Addendum.

1. PERFORMANCE

In performance of this Contract, the Contractor agrees to comply with and assume responsibility for compliance
by Contractor’s employees with the following requircments:

A. All work will be donc under the supervision of the Contractor or the Contractor’s ecmployces.

B. The Contractor and the Contractor’s employees with access to or who use FTi must meet the background
check requirements defined in IRS Publication 1075 and Colorado Revised Statutes 24-50-1002.

C. Any return or return information made avatlable in any format shall be used only for the purposc of carrying
out the provisions of this Contract. Information contained in such matcrial will be treated as
confidential and will not be divulged or made known in any manncr to any person cxcept as may
be necessary in the performance of this Contract. Disclosure to anyone other than an officer or
cmployce of the Contractor will be prohibited.

D. All returns and return information will be accounted for upon receipt and properly stored before, during,
and afier processing. In addition, all related output will be given the same level of protection as
required for the source material.

E. The Contractor certifics that the data processed during the performance of this Contract will be completely
purged from all data storage components of Contractor’s computer facility, and no output will be
rctained by the Contractor at the time the work is completed. If immediate purging of all data storage
components is not possible, the Coniractor certifics that any FTI remaining in any storage
component will be safeguarded to prevent unauthorized disclosures.

F. Any spoilage or any intermediate hard copy printout that may result during the processing of FTI will be
given to the State or the State’s designee. When this is not possible, the Contractor will be
responsible for the destruction of the spoilage or any intermediate hard copy printouts, and will
provide the State or the State’s designee with a statement containing the datc of destruction,
description of material destroyed, and the method used.

G. All computer systems receiving, processing, storing or transmitting FTI must mect the requircments
defined in IRS Publication 1075, To mcct functional and assurance requircments, the security
features of the environment must provide for the managerial, opcrational, and technical controls.

! The language of this Addendum is derived from IRS Publication 1075, Tax Information Security Guidelines For Federal,
State and Local Agencies, Exhibit 7 - Safeguarding Contract Language, “Contract Language for Technology Services.” This
Addendum is not exhaustive of all requirements contained in Publication 1075. By agrecing lo this Addendum, Contracior
agrees to comply with all applicable requirements in Publication 1075 or described on the website of the IRS Safeguards
Program, [ocated at www.irs.gov/privacy-disclosure/safeguards-program.
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All security features must be available and activated to protect against unauthorized use of and
access to FTL

H. No work involving FTI furnished under this Contract will be subcontracted without prior written approval
of the Statc, by and through the contracting agency and the Office of Information Technology, and
the [RS.?

I. The Contractor will maintain a list of employees’ authorized access. Such list will be provided to the State
and, upon request, to the IRS reviewing office.

J. The Contractor will not use live FTT in a test environment or utilize a cloud computing model that receives
processcs, stores, or transmits FT1 without express written authorization from the State.?

K. The Contractor will maintain the confidentiality of all taxpayer information provided by the State or
lcarned in the course of Contractor’s duties under this Contract in accordance with safeguards sct
forth under Colorado Revised Statutes § 39-21-113(4), as amended.

L. The Contractor agrees to comply with the following additional requircments in performance of this
Contract:

None

M. The State will have the right to void the Contract if the Contractor fails to provide the safeguards described
above.

2. CRIMINAL/CIVIL SANCTIONS

A. Each officer or employee of any person* to whom returns or return information is or may be disclosed will
be notified in writing by such person that retums or return information disclosed to such officer or
employce can be used only for a purpose and to the extent authorized herein, and that further
disclosurc of any such returns or retum information for a purpose or to an extent unauthorized
herein constitutes a felony punishable upon conviction by a fine of as much as $5,000 or
imprisonment for as long as 5 years, or both, together with the costs of prosecution. Such person
shall also notify each such officer and employee that any such unauthorized further disclosure of
returns or return information may also result in an award of civil damages against the officer or
employec in an amount not less than $1,000 with respect 1o cach instance of unauthorized
disclosure. These penaltics are prescribed by [RCs 7213 and 7431 and set forth at 26 CFR

301.6103{n)-1.

B. Each officer or employee of any person to whom returns or return information is or may be disclosed shall
be notified in writing by such person that any return or retum information made available in any
format shall be used only for the purposc of carrying out the provisions of this Contract. Information
contained in such material shall be treated as confidential and shall not be divulged or made known
in any manncr to any person cxccpt as may be necessary in the performance of the Contract.
Inspection by or disclosure to anyone without an official nced to know constitutes a criminal

? see IRS Publication 1075, Exhibit 6 — Contractor 45- Day Naotifi cauon Proccdurcs

3 see IRS Publication 1075, Section 9 and hips: / f-live-Ri-in-
4 The term “person” is used in this Section 2 as it is used in Title 26 of I.he United States Code and related regulanons The
term “person” means a person or entity, including “an individual, a trusi, estate, partmership, association, company or
corporation.” 26 US.C. § 7701{a}1).
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misdemeanor punishable upon conviction by a fine of as much as $1.000 or imprisonment for as
long as | year, or both, together with the costs of prosecution. Such person shall also notify each
such officer and employece that any such unauthonzed inspection or disclosure of returns or return
information may also result in an award of civil damages against the officer or cmployece in an
amount equal to the sum of the greater of $1,000 for each act of unauthorized inspection or
disclosure with respect to which such defendant is found liable or the sum of the actual damages
sustaincd by the plaintiff as a result of such unauthorized inspection or disclosure plus in the case
of a willful inspection or disclosure which is the result of gross negligence, punitive damages, plus
the costs of the action. These penalties are prescribed by IRC 7213A and 7431 and set forth at 26
CFR 301.6103(n)-1.

C. Additionally, Contractor shall inform its officers and cmployces of the penalties for improper disclosure
imposed by the Privacy Act of 1974, 5 U.S.C. 552a. Specifically, 5 U.8.C. 552a(i)(1), which is
made applicable to Contractor by 5 U.S.C. 552a{m)(1), provides that any officer or employee of a
Contractor, who by virtue of his/her employment or official position, has possession of or access to
State records which contain individually identifiable information, the disclosure of which is
prohibited by the Privacy Act or regulations cstablished thercunder, and who knowing that
disclosurc of the specific material is prohibited, willfully discloses the material in any manner to
any person or agency not entitled to receive it. shall be guilty of a misdemeanor and fined not more
than $5,000.

D. Granting a Contractor access to FTI must be preceded by certifying that each individual understands the
State’s sccurity policy and procedures for safcguarding FTI. Contractors must maintain their
authorization to access FTI through annual recertification. The initial certification and
recertificabon must bc documented and placed in the State’s files for review. As part of the
certification and at least annually afterwards, Contractors must be advised of the provisions of IRCs
7431, 7213, and 7213A (scc fixhibit 4, Sanctions for Unauthorized Disclosure, and Exhibit 5, Civil
Damages for Unauthorized Disclosure). The training provided before the initial certification and
annually thereafter must also cover the incident response policy and procedure for reporting
unauthorized disclosures and data breaches.” For both the initial certification and the annual
certification, the Contractor must sign, cither with ink or clectronic signature, a confidentiality
statcment certifying their understanding of the security requirements.

3. INSPECTION

The IRS and the State, with 24-hour notice, shall have the right to send its inspectors into the offices and plants
of the Contractor to inspect facilities and operations performing any work with FTI under this Contract for
compliance with requirements defined in IRS Publication 1075. The IRS’s right of inspection shall include the
use of manual and/or automated scanning tools to perform compliance and vulnerability assessments of
information technology (IT) assets that access, store, process, or transmit FT1. On the basis of such inspection,
corrcctive actions may be required in cases where the Contractor is found to be noncompliant with Contract

safeguards.

5 see IRS Publication 1075, Section 10 or www.irs.gov/privacy-disclosure/reporting-improper-inspections-or-disclosures.
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PARTICIPATING ADDENDUM EXHIBIT F, INFORMATION TECHNOLOGY

PROVISIONS

This Exhibit regarding Information Technology Provisions (the “Exhibit”) is an essential part of the
agreement between the State and Contractor as described in the Contract to which this Exhibit is
attached. Unless the context clearly requires a distinction between the Contract and this Exhibit, all
references to “Contract” shall include this Exhibit.

1. PROTECTION OF SYSTEM DATA

A

In addition to the requirements of the main body of this Contract, if Contractor or any
Subcontractor is given access to State Information Technology resources or State Records
by the State or its agents in connection with Contractor’s performance under the Contract,
Contractor shall protect such Information Technology resources and State Records in
accordance with this Exhibit. All provisions of this Exhibit that refer to Contractor shall
apply equally to any Subcontractor performing work in connection with the Contract.

The terms of this Exhibit shall apply to the extent that Contractor’s obligations under this
Contract include the provision of Information Technology goods or services to the State.
Information Technology is computer-based equipment and related services designed for
the storage, manipulation, and retrieval of data, and includes, without limitation:

i. Any technology, equipment, or related services described in §24-37.5-102(2),
CRS,;

. The creation, use, processing, disclosure, transmission, or disposal of State
Records, including any data or code, in electronic form; and

iii. Other existing or emerging technology, equipment, or related services that may
require knowledge and expertise in Information Technology.

Contractor shall, and shall cause its Subcontractors to meet all of the following;

. Provide physical and logical protection for all hardware, software, applications,
and data that meets or exceeds industry standards and the requirements of this
Contract.

ii. Maintain network, system, and application security, which includes, but is not

limited to, network firewalls, intrusion detection (host and network), annual
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security testing, and improvements or enhancements consistent with evolving
industry standards.

Comply with State and federal rules and regulations related to overall security,
privacy, confidentiality, integrity, availability, and auditing.

Provide that security is not compromised by unauthorized access to workspaces,
computers, networks, software, databases, or other physical or electronic
environments.

Promptly report all Incidents, including Incidents that do not result in
unauthorized disclosure or loss of data integrity, to a designated representative
of the State’s Office of Information Security (“OIS”).

Comply with all rules, policies, procedures, and standards issued by the
Governor’s Office of Information Technology (“OIT”), including change
management, project lifecycle methodology and governance, technical
standards, documentation, and other requirements posted at
www oit.state.co.us/about/policies.

D. Subject to Contractor’s reasonable access security requirements and upon reasonable
prior notice, Contractor shall provide the State with scheduled access for the purpose of
inspecting and monitoring access and use of State Records, maintaining State systems,
and evaluating physical and logical security control effectiveness.

E. Contractor shall perform current background checks in a form reasonably acceptable to
the State on all of its respective employees and agents performing services or having
access to State Records provided under this Contract, including any Subcontractors or the
employees of Subcontractors. A background check performed within 30 days prior to the
date such employee or agent begins performance or obtains access to State Records shall
be deemed to be current.

.

Upon request, Contractor shall provide notice to a designated representative for
the State indicating that background checks have been performed. Such notice
will inform the State of any action taken in response to such background checks,
including any decisions not to take action in response to negative information
revealed by a background check.

If Contractor will have access to Federal Tax Information under the Contract,
Contractor shall agree to the State’s requirements regarding Safeguarding
Requirements for Federal Tax Information and shall comply with the
background check requirements defined in IRS Publication 1075 and §24-50-
1002, C.R.S.

2. DATA HANDLING

A, Contractor may not maintain or forward these State Records to or from any other facility
or location, except for the authorized and approved purposes of backup and disaster
recovery purposes, without the prior written consent of the State. Contractor may not
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maintain State Records in any data center or other storage location outside the United
States for any purpose without the prior express written consent of OIS.

Contractor shall not allow remote access to State Records from cutside the United States,
including access by Contractor’s employees or agents, without the prior express written
consent of OIS. Contractor shall communicate any request regarding non-U.S. access to
State Records to the Security and Compliance Representative for the State. The State
shall have sole discretion to grant or deny any such request.

Upon request by the State made any time prior to 60 days following the termination of
this Contract for any reason, whether or not the Contract is expiring or terminating,
Contractor shall make available to the State a complete download file of all State data.

i This download file shall be made available to the State within 10 Business Days
of the State’s request, shall be encrypted and appropnately authenticated, and
shall contain, without limitation, all State Records, Work Product, and system
schema and transformation definitions, or delimited text files with documents,
detailed schema definitions along with attachments in its native format.

il. Upon the termination of Contractor’s provision of data processing services,
Contractor shall, as directed by the State, return all State Records provided by
the State to Contractor, and the copies thereof, to the State or destroy all such
State Records and certify to the State that it has done so. If any legal obligation
imposed upon Contractor prevents it from retuming or destroying all or part of
the State Records provided by the State to Contractor, Contractor shall
guarantee the confidentiality of all State Records provided by the State to
Contractor and will not actively process such data anymore. Contractor shall not
interrupt or obstruct the State’s ability to access and retrieve State Records
stored by Contractor.

The State retains the right to use the established operational services to access and retrieve
State Records stored on Contractor’s infrastructure at its sole discretion and at any time.
Upon request of the State or of the supervisory authority, Contractor shall submit its data
processing facilities for an audit of the measures referred to in this Exhibit in accordance
with the terms of this Contract.

3. DELIVERY AND ACCEPTANCE

A.

Contractor shall provide and maintain a quality assurance system acceptable to the State
for any Work or Deliverables under this Contract and shall provide to the State only such
Work or Deliverables that have been inspected and found to conform to the specifications
identified in this Contract and any applicable solicitation, bid, offer, or proposal from
which this Contract results.

Contractor’s delivery of any Work or Deliverables to the State shall constitute
certification that such Work or Deliverable has been determined to conform to the
applicable specifications, and Contractor shall make records of such quality assurance
available to the State upon request during the term of the Contract or at any time within
three years following expiration or termination of the Contract.

For any Work or Deliverables other than the purchase or license of commercially
available goods or software, acceptance of the Work or Deliverable shall require
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affirmative written communication from the State to the Contractor that such Work or
Deliverable has been accepted by the State. Such communication shall be provided
within a reasonable time period from the delivery of the Work or Deliverable and shall
not be unreasonably delayed or withheld. Acceptance by the State shall be final, except
in cases of Contractor’s failure to conduct proper quality assurance, latent defects that
could not reasonably have been detected upon delivery, or Contractor’s gross negligence
or willful misconduct.

WARRANTY

A,

Notwithstanding the acceptance of any Work or Deliverable, or the payment of any
invoice for such Work or Deliverable, Contractor warrants that any Work or Deliverable
provided by Contractor under this Contract shall be free from material defects and shall
function in material accordance with the applicable specifications. Contractor warrants
that any Work or Deliverable shall be, at the time of delivery, free from any harmful or
malicious code, including without limitation viruses, malware, spyware, ransomware, or
other similar function designed to interfere with or damage the normal operation of
Information Technology resources. Contractor’s warranties under this section shall apply
to any defects or material nonconformities discovered within 180 days following delivery
of any Work or Deliverable.

Upon notice during the warranty term of any defect or material nonconformity,
Contractor shall submit to the State in writing within 10 business days of the notice one
or more recommendations for corrective action with sufficient documentation for the
State to ascertain the feasibility, risks, and impacts of each recommendation. The State’s
remedy for such defect or material non-conformity shall be:

i Contractor shall re-perform, repair, or replace such Work or Deliverable in
accordance with any recommendation chosen by the State. Contractor shall
deliver, at no additional cost to the State, all documentation required under the
Contract as applicable to the corrected Work or Deliverable; or

ii. Contractor shall refund to the State all amounts paid for such Work or
Deliverable, as well as pay to the State any additional amounts reasonably
necessary for the State to procure alternative goods or services of substantially
equivalent capability, function, and performance.

Any Work or Deliverable delivered to the State as a remedy under this section shall be
subject to the same quality assurance, acceptance, and warranty requirements as the
original Work or Deliverable. The duration of the warranty for any replacement or
corrected Work or Deliverable shall run from the date of the corrected or replacement
Work or Deliverable.

COMPLIANCE

A.

In addition to the compliance obligations imposed by the main body of the Contract,
Contractor shall comply with:
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1. All Colorado Office of Information Security (OIS) policies and procedures
which OIS has issued pursuant to §§24-37.5-401 through 406, C.R.S. and 8
CCR §1501-5 and posted at http://oit.state.co.us/ois

i, All information security and privacy obligations imposed by any federal, state,
or local statute or regulation, or by any specifically incorporated industry
standards or guidelines, as applicable based on the classification of the data
relevant to Contractor’s performance under the Contract. Such obligations may
arise from:

a. Health Information Portability and Accountability Act (HIPAA)

b. IRS Publication 1075

C. Payment Card Industry Data Security Standard (PCI-DSS)

d. FBI Criminal Justice Information Service Security Addendum

€. CMS Minimum Acceptable Risk Standards for Exchanges

f: Electronic Information Exchange Security Requirements and Procedures

For State and Local Agencies Exchanging Electronic Information With
The Social Security Administration

i, Contractor shall comply with and adhere to Section 508 of the U.S.
Rehabilitation Act of 1973, as amended, and §§24-85-101, et seq., C.R.S.
Contractor shall comply with all State of Colorado technology standards related
to technology accessibility and with Level AA of the most current version of
the Web Content Accessibility Guidelines (WCAG), incorporated in the State

of Colorado technology standards and available at
https://www.w3.0org/TR/-WCAG21/.
B. Contractor shall implement and maintain all appropriate administrative, physical,

technical, and procedural safeguards necessary and appropriate to ensure compliance with
the standards and guidelines applicable to Contractor’s performance under the Contract.

C. Contractor shall allow the State reasonable access and shall provide the State with
information reasonably required to assess Contractor’s compliance. Such access and
information shall include:

i An annual SOC2 Type II audit including, at a minimum, the Trust Principles of
Security, Confidentiality, and Availability, or an alternative audit recommended
by OIS; or

ii. The performance of security audit and penetration tests, as requested by OIS.

D. To the extent Contractor controls or maintains information systems used in connection
with State Records, Contractor will provide OIS with the results of all security assessment
activities when conducted on such information systems, including any code-level
vulnerability scans, application level risk assessments, and other security assessment
activities as required by this Contract or reasonably requested by OIS. Contractor will
make reasonable efforts to remediate any vulnerabilities or will request a security
exception from the State. The State will work with Contractor and OIS to prepare any
requests for exceptions from the security requirements described in this Contract and its
Exhibits, including mitigating controls and other factors, and OIS will consider such
requests in accordance with their policies and procedures referenced herein.
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6. TRANSITION OF SERVICES

Upon request by the State prior to expiration or earlier termination of this Contract or any
Services provided in this Contract, Contractor shall provide reasonable and necessary
assistance to accomplish a complete transition of the Services from Contractor to the State
or any replacement provider designated solely by the State without any interruption of or
adverse impact on the Services. Contractor shall cooperate fully with the State or any
successor provider and shall promptly take all steps required to assist in effecting a
complete transition of the Services designated by the State. All services related to such
transition shall be performed at no additional cost beyond what would be paid for the
Services in this Contract.

7. LICENSE OR USE AUDIT RIGHTS

A,

To the extent that Contractor, through this Contract or otherwise as related to the subject
matter of this Contract, has granted to the State any license or otherwise limited
permission to use any Contractor Property, the terms of this section shall apply.

Contractor shall have the right, at any time during and throughout the Contract Term, but
not more than once per Fiscal Year, to request via written notice in accordance with the
notice provisions of the Contract that the State audit its use of and certify as to its
compliance with any applicable license or use restrictions and limitations contained in
this Contract (an “Audit Request”). The Audit Request shall specify the time period to be
covered by the audit, which shall not include any time periods covered by a previous
audit. The State shall complete the audit and provide certification of its compliance to
Contractor (“Audit Certification™) within 120 days following the State’s receipt of the
Audit Request.

If upon receipt of the State’s Audit Certification, the Parties reasonably determine that:
(i) the State’s use of licenses, use of software, use of programs, or any other use during
the audit period exceeded the use restrictions and limitations contained in this Contract
(“Overuse”) and (ii) the State would have been or is then required to purchase additional
maintenance and/or services (“Maintenance”), Contractor shall provide written notice to
the State in accordance with the notice provisions of the Contract identifying any Overuse
or required Maintenance and request that the State bring its use into compliance with such
use restrictions and limitations.
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" Microsoft Exhibt B Volume Licensing

Program Signature Form

MBA/MBSA number

Agreement number

Note: Enter the applicable active numbers associated with the documents below. Microsoft requires the
associated active number be indicated here, or listed below as new.

For the purposes of this form, “Customer” can mean the signing entity, Enrolled Affiliate,
Government Partner, Institution, or other party entering into a velume licensing program agreement.

This signature form and all contract documents identified in the table below are entered into between
the Customer and the Microsoft Affiliate signing, as of the effective date identified below.

Contract Document | Number or Code
<Choose Agreement> Document Number or Code
<Choose Agreement=> Document Number or Code
<Choose Agreement> Document Number or Code
<Choose Agreement> - Document Number or Code
Enterprise Agreement X20-10210
<Choose Enroliment/Registration> Document Number or Code
<Choose Enroliment/Registration> Document Number or Code
<Choose Enrollment/Registration> Document Number or Code
<Choose Enrollment/Registration> Document Number or Code
<Choose Enroliment/Registration> Document Number or Code

By signing below, Customer and the Microsoft Affiliate agree that both parties (1) have received, read
and understand the above contract documents, including any websites or documents incorporated by
reference and any amendments and (2} agree to be bound by the terms of all such documents.

Customer

Name of Entity (must be legal entity name)* State of Colorado - Governor's Office of Information
Technology ( e

Signature*

Printed First and Last Name* L3ura calder

Printed Title <™°
Signature Date* 2/28/2022

Tax ID 84-0644739

* indicates required field
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Microsoft Affiliate

Microsoft Corporation

Docusigned by:

Signature m 1
Printed First arﬁl’Lﬁﬂ‘ﬂWFMary Ann Holland

Printed Title Authorized Signer

Signature Date  2/28/2022
{date Microsoft Affiliate countersigns)

Agreement Effective Date
{may be different than Microsoft's signature date)

Optional 2™ Customer signature or Outsourcer signature (if applicable)

Customer

Name of Entity {(must be legal entity name)*
Signature*

Printed First and Last Name*
Printed Title
Signature Date*

*indicates required field

Outsourcer

Name of Entity (must be legal entity name)*
Signature*

Printed First and Last Name™
Printed Title

Signature Date*

* indicates required field

If Customer requires additional contacts or is reporting multiple previous Enroliments, include the
appropriate form(s) with this signature form.

After this signature form is signed by the Customer, send it and the Contract Documents to Customer’s
channel partner or Microsoft account manager, who must submit them to the following address. When
the signature form is fully executed by Microsoft, Customer will receive a confirmation copy.

Microsoft Corporation
Dept. 551, Volume Licensing
6880 Sierra Center Parkway
Reno, Nevada 88511

USA



Docusign Envelope ID: 19EAAA9D-0DC7-4496-92CA-6F04E220AEGS

DocuSign Envelope 1D: C41FCAFD-F7B4-4F1E-A1DS5-7637F505B775

8 Microsoft Volume Licensing

Enterprise Agreement State and Local

Not for Use with Microsoft Business Agreement or Microsoft Business and Services Agreement

This Microsoft Enterprise Agreement (“Agreement”) is entered into between the entities identified on the
signature form.

Effective date. The effective date of this Agreement is the earliest effective date of any Enroliment entered
into under this Agreement or the date Microsoft accepts this Agreement, whichever is earlier.

This Agreement consists of (1) these Agreement terms and conditions, including any amendments and the
signature form and all attachments identified therein, (2) the Product Terms applicable to Products licensed
under this Agreement, (3) the Online Services Terms, (4) any Affiliate Enrollment entered into under this
Agreement, and (5) any order submitted under this Agreement.

Please note: Documents referenced in this Agreement but not attached to the signature form may be found
at http://iwww.microsoft.com/licensing/contracts and are incorporated in this Agreement by reference,
including the Product Terms and Use Rights. These documents may contain additional terms and
conditions for Products licensed under this Agreement and may be changed from time to time. Customer
should review such documents carefully, both at the time of signing and periodically thereafter, and fully
understand all terms and conditions applicable to Products licensed.

Terms and Conditions

1. Definitions.

“Affiliate” means
a. with regard to Customer,

(i) any government agency, department, office, instrumentality, division, unit or other entity of
the state or local government that is supervised by or is part of Customer, or which
supervises Customer or of which Customer is a part, or which is under common supervision
with Customer;

(i) any county, borough, commonwealth, city, municipality, town, township, special purpose
district, or other similar type of governmental instrumentality established by the laws of
Customer's state and located within Customer's state jurisdiction and geographic
boundaries; and

(iii) any other entity in Customer’s state expressly authorized by the laws of Customer’s state
to purchase under state contracts; provided that a state and its Affiliates shall not, for
purposes of this definition, be considered to be Affiliates of the federal government and its

Affiliates; and

b. with regard to Microscft, any legal entity that Microsoft owns, that owns Microsoft, or that is
under common ownership with Microsoft.

“Customer” means the legal entity that has entered into this Agreement with Microsoft.

“Customer Data” means all data, including all text, sound, software, image, or video files that are provided
to Microsoft by, or on behalf of, an Enrolled Affiliate and its Affiliates through use of Online Services.

"day" means a calendar day, except for references that specify “business day”.

“Enrolled Affiliate” means an entity, either Customer or any one of Customer’s Affiliates that has entered
into an Enrollment under this Agreement.
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“Enroliment” means the document that an Enrolled Affiliate submits under this Agreement to place orders
for Products.

“Enterprise” means an Enrolled Affiliate and the Affiliates for which it is responsible and chooses on its
Enroliment to include in its enterprise.

“Fixes" means Product fixes, modifications or enhancements, or their derivatives, that Microsoft either
releases generally (such as Product service packs) or provides to Customer to address a specific issue.

“License” means the right to download, install, access and use a Product. For certain Products, a License
may be available on a fixed term or subscription basis {("Subscription License"). Licenses for Online
Services will be considered Subscription Licenses.

“Microsoft” means the Microsoft Affiliate that has entered into this Agreement or an Enrollment and its
Affiliates, as appropriate.

“Online Services” means the Microsoft-hosted services identified as Online Services in the Product Terms.

“Online Services Terms" means the additional terms that apply to Customer's use of Online Services
published on the Volume Licensing Site and updated from time to time.

“Product” means all products identified in the Product Terms, such as all Software, Online Services and
other web-based services, including pre-reélease or beta versions.

“Praduct Terms” means the document that provides information about Microsoft Products and Professional
Services available through volume licensing. The Product Terms document is published on the Volume
Licensing Site and is updated from time to time.

“SLA” means Service Level Agreement, which specifies the minimum service level for Online Services and
is published on the Volume Licensing Site.

“Software” means licensed copies of Microsoft software identified on the Product Terms, Software does not
include Online Services, but Software may be part of an Online Service.

“Software Assurance” is an offering by Microsoft that provides new version rights and other benefits for
Products as further described in the Product Terms.

“Trade Secret” means information that is not generally known or readily ascertainable to the public, has
economic value as a result, and has been subject to reasonable steps under the circumstances to maintain
its secrecy.

“use” or “run” means to copy, install, use, access, display, run or otherwise interact.

“Use Rights” means, with respect to any licensing program, the use rights or terms of service for each
Product and version published for that licensing program at the Volume Licensing Site and updated from
time to time. The Use Rights include the Product-Specific License Terms, the License Model terms, the
Universal License Terms, the Data Protection Terms, and the Other Legal Terms. The Use Rights
supersede the terms of any end user license agreement (on-screen or otherwise) that accompanies a
Product.

“Volume Licensing Site” means http://www.microsoft.com/licensing/contracts or a successor site.

2. How the Enterprise program works.

a. General. The Enterprise program consists of the terms and conditions on which an Enrolied
Affiliate may acquire Product Licenses. Under the Enterprise program, Customer and its
Affiliates may order Licenses for Products by entering into Enroliments.

b. Enroliments. The Enterprise program gives Customer and/or its Affiliates the ability to enter
into one or more Enrollments to order Products. Subscription Enrollments may be available for
some of these Enrollments. Notwithstanding any other provision of this Agreement, only
Enrolled Affiliates identified in an Enroliment will be responsible for complying with the terms
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of that Enroliment, including the terms of this Agreement incorporated by reference in that
Enroliment.

Licenses. The types of Licenses available are (1} Licenses obtained under Software
Assurance (L&SA), and (2) Subscription Licenses. These License types, as well as additional
License Types, are further described in the Product List.

3. Licenses for Products.

a.

License Grant. Microsoft grants the Enterprise a non-exclusive, worldwide and limited right
to download, install and use software Products, and to access and use the Online Services,
each in the quantity ordered under an Enrolliment. The rights granted are subject to the terms
of this Agreement, the Use Rights and the Product Terms. Microsoft reserves all rights not
expressly granted in this Agreement.

Duration of Licenses. Subscription Licenses and most Software Assurance rights are
temporary and expire when the applicable Enrollment is terminated or expires, unless the
Enrolled Affiliate exercises a buy-out option, which is available for some Subscription Licenses.
Except as otherwise noted in the applicable Enrollment or Use Rights, all other Licenses
become perpetual only when all payments for that License have been made and the initial
Enroliment term has expired.

Applicable Use Rights. The latest Use Rights as updated from time to time, apply to the use
of all Products, subject to the following exceptions.

(i) For products with metered usage-based pricing (e.g. metered Microsoft Azure
Services} Material adverse changes published after the start of a calendar month will
apply beginning the following month.

{ii) For Versioned Software. Material adverse changes published after the date a Product is
first licensed will not apply to any licenses for that Product acquired during the applicable
Enroliment term unless the changes are published with the release of a new version and
Customer chooses to update to that version. Renewal of Software Assurance does not
change which Use Rights apply to perpetual Licenses acquired during a previous term or
Enrollment

{iii) For all other Products (e.g. Office 365 services). Material adverse changes published
after the start of the subscription term will not apply to any licenses for that Product acquired
during the applicable Enrollment term.

(iv} For use rights granted through Software Assurance. Material adverse changes
published after the date a Product is first licensed will not apply to any licenses for that
Product during the applicable enrollment term unless the changes are published with the
release of a new version and Customer chooses to update to that version.

Downgrade rights, Enrolled Affiliate may use an earlier version of a Product other than Online
Services than the version that is current on the effective date of the Enrollment. For Licenses
acquired in the current Enrollment term, the Use Rights for the current version apply to the use
of the earlier version. If the earlier Product version includes features that are not in the new
version, then the Use Rights applicable to the earlier version apply with respect to those
features.

New Version Rights under Software Assurance. Enrolled Affiliate must order and maintain
continuous Software Assurance coverage for each License ordered. With Software Assurance
coverage, Enterprise automatically has the right to use a new version of a licensed Product as
soon as it is released, even if Enrolled Affiliate chooses not to use the new version immediately.

(i) Except as otherwise permitted under an Enrollment, use of the new version will be subject
to the new version's Use Rights.
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(i) If the License for the earlier version of the Product is perpetual at the time the new version
is released, the License for the new version will also be perpetual. Perpetual Licenses
obtained through Software Assurance replace any perpetual Licenses for the earlier
version,

f. License confirmation. This Agreement, the applicable Enrollment, Enrolled Affiliate’s order
confirmation, and any documentation evidencing transfers of perpetual Licenses, together with
proof of payment, will be Enrolled Affiliate’s evidence of all Licenses obtained under an
Enrollment.

g. Reorganizations, consolidations and privatizations. If the number of Licenses covered by
an Enrollment changes by more than ten percent as a result of (1) a reorganization,
consolidation or privatization of an entity or an operating division, (2) a privatization of an
Affiliate or an operating division of Enrolled Affiliate or any of its Affiliates, or (3) a consolidation
including a merger with a third party that has an existing agreement or Enrollment, Microsoft
will work with Enrolled Affiliate in good faith to determine how to accommodate its changed
circumstances in the context of this Agreement.

4. Making copies of Products and re-imaging rights.

a. General. Enrolled Affiliate may make as many copies of Products, as it needs to distribute
them within the Enterprise. Copies must be true and complete (including copyright and
trademark notices) from master copies obtained from a Microsoft approved fulfillment source.
Enrolled Affiliate may use a third party to make these copies, but Enrolled Affiliate agrees it will
be responsible for any third party’s actions. Enrolled Affiliate agrees to make reasonable efforts
to notify its employees, agents, and any other individuals who use the Products that the
Products are licensed from Microsoft and subject to the terms of this Agreement.

b. Copies for training/evaluation and back-up. For all Products other than Online Services,
Enrolled Affiliate may: {1) use up to 20 complimentary copies of any licensed Product in a
dedicated training facility on its premises for purposes of training on that particular Product, (2)
use up to 10 complimentary copies of any Products for a 60-day evaluation period, and (3} use
one complimentary copy of any licensed Product for back-up or archival purposes for each of
its distinct geographic locations, Trials for Online Services may be available if specified in the
Use Rights.

c. Right to re-image. In certain cases, re-imaging is permitted using the Product media. If the
Microsoft Product is licensed {1) from an original equipment manufacturer (OEM), (2) as a full
packaged Product through a retail source, or (3) under another Microsoft program, then media
provided under this Agreement may generally be used to create images for use in place of
copies provided through that separate source. This right is conditional upon the following:

(i) Separate Licenses must be acquired from the separate source for each Product that is re-
imaged.
(i} The Product, language, version, and components of the copies made must be identical to

the Product, language, version, and all components of the copies they replace, and the
number of copies or instances of the re-imaged Product permitted remains the same.

(iii) Except for copies of an operating system and copies of Products licensed under another
Microsoft program, the Product type (e.g., Upgrade or full License) re-imaged must be
identical to the Product type licensed from the separate source.

(iv} Enrolled Affiliate must adhere to any Product-specific processes or requirements for re-
imaging identified in the Product Terms.

Re-imaged Products remain subject to the terms and use rights of the License acquired from
the separate source. This subsection does not create or extend any Microsoft warranty or
support obligation.
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5. Transferring and reassigning Licenses.

License transfers. License transfers are not permitted, except that Customer or an Enrolled
Affiliate may transfer only fully paid perpetual Licenses to:

(i) an Affiliate, or

(ii} a third party solely in connection with the transfer of hardware or employees to whom the
Licenses have been assigned as part of (1) a privatization of an Affiliate or agency or of an
operating division of Enrolled Affiliate or an Affiliate, (2) a reorganization, or (3) a
consolidation.

Upon such transfer, Customer or Enrolled Affiliate must uninstall and discontinue using the
licensed Product and render any copies unusable.

Notification of License Transfer. Enrclled Affiliate must notify Microsoft of a License transfer
by completing a license ftransfer form, which can be obtained from
http://www.microsoft.com/licensing/contracts and sending the completed form to Microsoft
before the License transfer. No License transfer will be valid unless Enrolled Affiliate provides
to the transferee, and the transferee accepts in writing, documents sufficient to enable the
transferee to ascertain the scope, purpose and limitations of the rights granted by Microsoft
under the licenses being transferred (includingthe applicable Use Rights, use and transfer
restrictions, warranties and limitations of liability). Any License transfer not made in compliance
with this section will be void.

Internal Assignment of Licenses and Software Assurance. Licenses and Software
Assurance must be assigned to a single user or device within the Enterprise. Licenses and
Software Assurance may be reassigned within the Enterprise as described in the Use Rights.

6. Term and termination.

b.

Term. The term of this Agreement will remain in effect unless terminated by either party as
described below. Each Enrollment will have the term provided in that Enroliment.

Termination without cause. Either party may terminate this Agreement, without cause, upon
60 days’ written notice. In the event of termination, new Enrollments will not be accepted, but
any existing Enrollment will continue for the term of such Enroliment and will continue to be
governed by this Agreement.

Mid-term termination for non-appropriation of Funds. Enrolled Affiliate may terminate this
Agreement or an Enroliment without liability, penalty or further obligation to make payments if
funds to make payments under the Agreement or Enrollment are not appropriated or allocated
by the Enrolled Affiliate for such purpose.

Termination for cause. Without limiting any other remedies it may have, either party may
terminate an Enrollment if the other party materially breaches its obligations under this
Agreement, including any obligation to submit orders or pay invoices. Except where the breach
is by its nature not curable within 30 days, the terminating party must give the other party 30
days’' notice of its intent to terminate and an opportunity to cure the breach.

If Microsoft gives such notice to an Enrolled Affiliate, Microsoft also will give Customer a copy
of that notice and Customer agrees to help resolve the breach. If the breach affects other
Enrollments and cannot be resolved between Microsoft and Enroclled Affiliate, together with
Customer's help, within a reasonable period of time, Microsoft may terminate this Agreement
and all Enroliments under it. If an Enrolled Affiliate ceases to be Customer's Affiliate, it must
promptly notify Microsoft, and Microsoft may terminate the former Affiliate’s Enrollment. If an
Enrolled Affiliate terminates its Enrollment as a result of a breach by Microsoft, or if Microsoft
terminates an Enroliment because Enrolled Affiliate ceases to be Customer’s Affiliate, then
Enrolled Affiliate will have the early termination rights described in the Enroliment.
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e. Early termination. If (1) an Enrolied Affiliate terminates its Enroliment as a result of a breach
by Microsoft, or (2) if Microsoft terminates an Enrollment because the Enrolled Affiliate has
ceased to be an Affiliate of Customer, or (3) Enrolled Affiliate terminates an Enrollment for non-
appropriation of funds, or {4) Microsoft terminates an Enrollment for non-payment due to non-
appropriation of funds, then the Enrolled Affiliate will have the following options:

{i) It may immediately pay the total remaining amount due, including all installments, in which
case, the Enrolled Affiliate will have perpetual rights for all Licenses it has ordered; or

{ii) It may pay only amounts due as of the termination date, in which case the Enrolled Affiliate
will have perpetual Licenses for:

1) all copies of Products (intluding the latest version of Products ordered under SA
coverage in the current term) for which payment has been made in full, and

2) the number of copies of Products it has ordered (including the latest version of
Products ordered under Software Assurance coverage in current term) that is
proportional to the total of installment payments paid versus total amounts due (paid
and payable) if the early termination had not occurred.

{iii) In the case of early termination under subscription Enroltments, Enrolled Affiliate will have
the following options:

1) For eligible Products, Enrolled Affiliate may obtain perpetual Licenses as described in
the section of the Enrollment titted “Buy-out option,” provided that Microsoft receives
the buy-out order for those Licenses within 60 days after Enrolled Affiliate provides
notice of termination.

2) In the event of a breach by Microsoft, if Customer chooses not to exercise a buy-out
option, Microsoft will issue Enrolled Affiliate a credit for any amount paid in advance
for Subscription Licenses that the Enterprise will not be able to use to do the
termination of the Enrollment.

Nothing in this section shall affect perpetual License rights acquired either in a separate

agreement or in a pricr term of the terminated Enrollment.

f. Effect of termination or expiration. When an Enrollment expires or is terminated,

{i) Enrolled Affiliate must order Licenses for all copies of Products it has run for which it has
not previously submitted an order. Any and all unpaid payments for any order of any kind
remain due and payable. Except as provided in the subsection titled “Early termination,” all
unpaid payments for Licenses immediately become due and payable.

(ii) Enrolled Affiliate’s right to Software Assurance benefits under this Agreement ends if it
does not renew Software Assurance.

g. Modification or termination of an Online Service for regulatory reasons. Microsoft may
maodify or terminate an Online Service where there is any current or future government
requirement or obligation that: (1) subjects Microsoft to any regulation or requirement not
generally applicable to businesses operating in the jurisdiction; (2) presents a hardship for
Microsoft to continue operating the Online Service without modification; andfor (3) causes
Microsoft to believe these terms or the Online Service may conflict with any such requirement
or obligation.

h. Program updates. Microsoft may make changes to this program that will make it necessary
for Customer and its Enrolled Affiliates to enter into new agreements and Enrollments at the
time of an Enroliment renewal.
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7. Use, ownership, rights, and restrictions.

a. Products. Unless otherwise specified in a supplemental agreement, use of any Product is
governed by the Use Rights specific to each Product and version and by the terms of the

applicable supplemental agreement.

b. Fixes. Each Fix is licensed under the same terms as the Product to which it applies. If a Fix is
not provided for a specific Product, any use rights Microsoft provides with the Fix will apply.

c. Non-Microsoft software and technology. Enrolled Affiliate is solely responsible for any non-
Microsoft software or technology that it installs or uses with the Products or Fixes.

d. Restrictions. Enrolled Affiliate must not (and is not licensed to) (1) reverse engineer,
decompile, or disassemble any Product or Fix; (2) install or use non-Microsoft software or
technology in any way that would subject Microsoft's intellectual property or technology to any
other license terms; or {3) work around any technical limitations in a Product or Fix or
restrictions in Product documentation. Customer must not (and is not licensed to) (1) separate
and run parts of a Product or Fix on more than one device, upgrade or downgrade parts of a
Product or Fix at different times, or transfer parts of a Product or Fix separately; or (2) distribute,
sublicense, rent, lease, lend any Products or Fixes, in whole or in part, or use them to offer
hosting services to a third party.

e. Reservation of rights. Products and Fixes are protected by copyright and other intellectual
property rights laws and international treaties. Microsoft reserves.all rights not expressly
granted in this agreement. No rights will be granted or implied by waiver or.estoppel. Rights
to access or use Software on a device do not give Customer any right to implement Microsoft
patents or other Microsoft intellectual property in the device itself or in any other. software or
devices,

8. Confidentiality.

“Confidential Information” is non-public information that is designated “confidential” or that a reasonable
person should understand is confidential, including Customer Data. Confidential Information does not
include information that (1) becomes publicly available without a breach of this agreement, (2) the receiving
party received lawfully from another source without a confidentiality obligation, {3) is independently
developed, or (4) is a comment or suggestion volunteered about the other party's business, products or
services,

Each party will take reasonable steps to protect the other's Confidential Information and will use the other
party’s Confidential Information only for purposes of the parties’ business relationship. Neither party will
disclose that Confidential Information to third parties, except to its employees, Affiliates, contractors,
advisors and consultants (“Representatives”) and then only on a need-to-know basis under nondisclosure
obligations at least as protective as this agreement. Each party remains responsible for the use of the
Confidential Information by its Representatives and, in the event of discovery of any unauthorized use or
disclosure, must promptly notify the other party.

A party may disclose the other's Confidential Informaticn if required by law; but only after it nofifies the other
party (if legally permissible) to enable the other party to seek a protective order.

Neither party is required to restrict work assignments of its Representatives who have had access to
Confidential Information. Each party agrees that the use of information retained in Representatives’ unaided
memories in the development or deployment of the parties’ respective products or services does not create
liability under this Agreement or trade secret law, and each party agrees to limit what it discloses to the
other accordingly.

These obligations apply (1) for Customer Data until it is deleted from the Online Services, and (2) for all
other Confidential Information, for a period of five years after a party receives the Confidential Information,
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10.

11.

Privacy and compliance with laws.

Enrolled Affiliate consents to the processing of personal information by Microsoft and its agents
to facilitate the subject matter of this Agreement. Enrolled Affiliate will obtain all required
consents from third parties under applicable privacy and data protection law before providing
personal information to Microsoft.

Personal information collected under this agreement (1) may be transferred, stored and
processed in the United States or any other country in which Microsoft or its service providers
maintain facilities and (2} will be subject o the privacy terms specified in the Use Rights.
Microsoft will abide by the requirements of European Economic Area and Swiss data protection
law regarding the collection, use, transfer, retention, and other processing of personal data
from the European Economic Area and Switzerland.

U.S. export. Products and Fixes are subject to U.S. export jurisdiction. Enrolled Affiliate must
comply with all applicable international and national laws, including the U.S. Export
Administration Regulations and International Traffic in Arms Regulations, and end-user, end
use and destination restrictions issued by U.S. and other governments related to Microsoft
products, services and technologies.

Warranties.

Limited warranties and remedies.

(i) Software, Microsoft warrants that each version of the Software will perform substantially
as described in the applicable Product documentation for one year from the date the
Enterprise is first licensed for that version. If it does not and.the Enterprise. notifies
Microsoft within the warranty term, then Microsoft will, at its option (1) retumn the price
Enrolied Affiliate paid for the Software license, or {(2) repair or replace the Software.

{li} Online Services. Microsoft warrants that each Online Service will perform in accordance
with the applicable SLA during the Enterprise’s use. The Enterprise’'s remedies for breach
of this warranty are in the SLA.

The remedies above are the Enterprise’s sole remedies for breach of the warranties in this
section. Customer waives any breach of warranty claims not made during the warranty period.

Exclusions. The warranties in this agreement do not apply to problems caused by accident,
abuse, or use in a manner inconsistent with this Agreement, including failure to meet minimum
system requirements. These warranties do not apply to free, trial, pre-release, or beta
products, or to components of Products that Enrolled Affiliate is permitted to redistribute.

Disclaimer. Except for the limited warranties above, Microsoft provides no other
warranties or conditions and disclaims any other express, implied, or statutory
warranties, including warranties of quality, title, non-infringement, merchantability, and
fitness for a particular purpose.

Defense of third party claims.

The parties will defend each other against the third-party claims described in this section and will pay the
amount of any resulting adverse final judgment or approved settlement, but only if the defending party is
promptly notified in writing of the claim and has the right to control the defense and any seftlement of it. The |
party being defended must provide the defending party with all requested assistance, information, authority,
and must take all reasonable action to mitigate its losses arising from the third-party claim. The defending
party will reimburse the other party for reasonable out-of-pocket expenses it incurs in providing assistance.
This section describes the parties’ sole remedies and entire liability for such claims.

a. By Microsoft. Microsoft will defend Enrolled Affiliate against any third-party claim to the extent
it alleges that a Product or Fix made available by Microsoft for a fee and used within the scope
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of the license granted (unmedified from the form provided by Microsoft and not combined with
anything else) misappropriates a trade secret or directly infringes a patent, copyright,
trademark or other proprietary right of a third party. If Microsoft is unable to resolve a claim of
infringement under commercially reasonable terms, it may, at its option, either (1) modify or
replace the Product or Fix with a functional equivalent; or (2) terminate Enrolled Affiliate’s
license and refund any prepaid license fees (less depreciation on a five-year, straight-line
basis) for pempetual licenses and any amount paid for Online Services for any usage period
after the termination date. Microsoft will not be liable for any claims or damages due to Enrolled
Affiliate’s continued use of a Product or Fix after being notified to stop due to a third-party claim.

By Enrolied Affiliate. To the extent permitted by applicable law, Enrolled Affiliate will defend
Microsoft against any third-party claim to the extent it alleges that: (1) any Customer Data or
non-Microsoft software hosted in an Online Service by Microsoft on Enrolled Affiliate's behalf
misappropriates a trade secret or directly infringes a patent, copyright, trademark, or other
proprietary right of a third party, or (2} Enrolled Affiliate's use of any Product or Fix, alone or in
combination with anything else, violates the law or damages a third party.

12. Limitation of liability.

For each Product, each party’s maximum, aggregate liability to the other under this Agreement is limited
to direct damages finally awarded in an amount not to exceed the amounts Enrolled Affiliate paid for the
applicable Products during the term of this Agreement, subject to the following:

Online Services. For Online Services, Microsoft's maximum liability to Enrolled Affiliate for
any incident giving rise to a claim wilt not exceed the amount Enrolied Affiliate paid for the
Online Service during the 12 months before the incident.

Free Products and Distributable Code. For Products provided free of charge and code
that Enrolled Affiliate is authorized to redistribute to third parties without separate payment to
Microsoft, Microsoft's liability is limited to direct damages finally awarded up to US$5,000.

Exclusions. In no event will either party be liable for indirect, incidental, special, punitive, or
consequential damages, or for loss of use, loss of business information, 1oss of revenue, or
interruption of business, however caused or on any theory of liability.

Exceptions. No limitation or exclusions will apply to liability arising out of either party’s (1}
confidentiality obligations (except for all liability related to Customer Data, which will remain
subject to the limitations and exclusions above); (2) defense obligations; or (3) violation of the
other party’'s intellectual property rights.,

13. Verifying compliance.

a.

Right to verify compliance. Enrclled Affiliate must keep records relating to all use and
distribution of Products by Enrolled Affiliate and its Affiliates. Microsoft has the right, at its
expense, to the extent permitted by applicable law, to verify such compliance with the Product's
license terms. Microsoft will engage an independent auditor and Enrolled Affiliate must provide
the independent auditor with any information the auditor reasonably requests in furtherance of
the verification, including visible access to systems running the Products and evidence of
Licenses for Products Enrolled Affiliate hosts, sublicenses, or distributes to third parties.
Enrolled Affiliate must provide, without undue delay, the foregoing information and access upon
request of the independent auditor

Verification process. Microsoft will notify Enrolled Affiliate at least 30 calendar days in
advance of its intent to verify Enrolled Affiliate’s compliance with the license terms for the
Products Enrolled Affiliate use or distribute, The independent auditor is subject to a
confidentiality obligation sufficient to cover the auditor's engagement with Enrolled Affiliate for
the verification process. Enrolled Affiliate may, at its discretion, also require a mutually
agreeable confidentiality agreement with the independent auditor for access to premises, data
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14.

and systems. Such confidentiality agreement between Enrolled Affiliate and auditor must be
completed within fourteen (14) days of such request, and shall not restrict the ability for the
independent auditor to accurately verify compliance and share the resulting information with
Microsoft. Any information collected will be used solely for purposes of determining Enrolled
Affiliate’'s compliance. This verification will take place during normal business hours and the
auditor will make best efforts not to interfere with Enrolled Affiliate’s operations during the
course of the audit.

Remedies for non-compliance. If verification reveals any use of Products without applicable
license rights, then within 30 days Enrolled Affiliate must order sufficient licenses to cover its
use, and, if such use or distribution is determined to be in excess of Enrolled Affiliate’s existing
licenses by 5% or more of the audited environment(s) in aggregate, then Enrolled Affiliate must
reimburse Microsoft for the costs Microsoft incurred in obtaining the verification and acquire
the necessary additional licenses. Such licenses will be obtained at 125% of the price, based
on the then-current price list. The use percentage is based on the total number of Products
used without applicable liscense rights (as described above) compared to the total Product
use. If it is verified that Product use is sufficiently licensed, Microsoft will not require the
Enterprise to engage in another verification for at least one year. By exercising the rights and
procedures described above, Microsoft does not waive its rights to enforce its rights under
these Additional Use Rights and Restrictions or to protect its intellectual property by any other
legal or contractual means.

Miscellaneous.

a.

b.

Use of contractors. Microsoft may use contractors to perform services but will be responsible
for their performance subject to the terms of this Agreement.

Microsoft as independent contractor. The parties are independent contractors. Enrolled
Affiliate and Microsoft each may develop products independently without using the other's
Confidential Information.

Notices. Notices to Microsoft must be sent to the address on the signature form. Notices must
be in writing and will be treated as delivered on the date shown on the return receipt or on the
courier or fax confirmation of delivery, Microsoft may provide information to Enrolled Affiliate
about upcoming ordering deadlines, services, and subscription information in electronic form,
including by email to contacts provided by Enrolled Affiliate. Emails will be treated as delivered
on the transmission date.

Agreement not exclusive. Customer is free to enter into agreements to license, use or
promote non-Microsoft products.

Amendments. Any amendment to this Agreement must be executed by both parties, except
that Microsoft may change the Product Terms and the Use Rights from time to time in
accordance with the terms of this Agreement. Any conflicting terms and conditions contained
in an Enrolled Affiliate’s purchase order will not apply. Microsoft may require Customer to sign
a new agreement or an amendment before an Enrolled Affiliate enters into an Enroliment under
this agreement.

Assignment, Either party may assign this Agreement to an Affiliate but must notify the other
party in writing of the assignment. Any other proposed assignment must be approved by the
non-assigning party in writing. Assignment will not relieve the assigning party of its obligations
under the assigned agreement. Any attempted assignment without required approval will be
void.

Applicable law; dispute resolution. The terms of this Agreement will be governed by the
laws of Customer's state, without giving effect to its conflict of laws. Disputes relating to this
Agreement will be subject to applicable dispute resclution laws of Customer's state.
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Severability. If any provision in this agreement is held to be unenforceable, the balance of the
agreement will remain in full force and effect.

Waiver. Failure to enforce any provision of this agreement will not constitute a waiver. Any
waiver must be in writing and signed by the waiving party.

No third-party beneficiaries. This Agreement does not create any third-party beneficiary
rights.

Survival. All provisions survive termination or expiration of this Agreement except those
requiring performance only during the term of the Agreement.

Management and Reporting. Customer and/or Enrolled Affiliate may manage account details
(e.g., contacts, orders, Licenses, sofiware downloads) on Microsoft's Volume Licensing
Service Center ("VvLSC") web site {or successor site) at:
hitps://www.microsoft.com/licensing/servicecenter, Upon the effective date of this Agreement
and any Enrollments, the contact(s) identified for this purpose will be provided access to this
site and may authorize additional users and contacts.

Order of precedence. In the case of a conflict between any documents in this Agreement that
is not expressly resolved in those documents, their terms will control in the following order from
highest to lowest priority: (1) this Enterprise Agreement, (2) any Enrollment, (3) the Product
Terms, (4) the Online Services Terms, (5) orders submitted under this Agreement, and {6) any
other documents in this Agreement. Terms in an amendment control over the amended
document and any prior amendments concerning the same subject matter.

Free Products. It is Microsoft's intent that the terms of this Agreement and the Use Rights be
in compliance with all applicable federal law and regulations. Any free Product-provided to
Enrolled Affiliate is for the sole use and benefit of the Enrolled Affiliate and is not provided for
use by or personal benefit of any specific government employee.

Voluntary Product Accessibility Templates. Microsoft supports the government's obligation
to provide accessible technologies to its citizens with disabilities as required by Section 508 of
the Rehabilitation Act of 1973, and its state law counterparts. The Voluntary Product
Accessibility Templates (“VPATs") for the Microsoft technologies used in providing the Online
Services can be found at Microsoft's VPAT page. Further information regarding Microsoft's
commitment to accessibility can be found at htip://www.microsoft.com/enable.

Natural disaster. In the event of a “natural disaster,” Microsoft may provide additional
assistance or rights by posting them on http://www.microsoft.com at such time.

Copyright violation. Except as set forth in the section above entitled “Transferring and
reassigning Licenses”, the Enrolled Affiliate agrees to pay for, and comply with the terms of this
Agreement and the Use Rights, for the Products it uses. Except to the extent Enrolled Affiliate
is licensed under this Agreement, it will be responsible for its breach of this contract and
violation of Microsoft's copyright in the Products, including payment of License fees specified
in this Agreement for unlicansed use.
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Microsoft | Volume Licensing

Supplemental Contact Information Form  State and Local

This form can be used in combination with Agreement and Enrolliment/Registration. However, a
separate form must be submitted for each Enrollment/Registration, when more than one is submitted
on a signature form. For the purposes of this form, “Entity” can mean the signing Entity, Customer,
Enrolled Affiliate, Government Partner, Institution, or other party entering into a Volume Licensing
program agreement. Primary and Notices contacts in this form will not apply to Enrollments or
Registrations.

This form applies to: [ Agreement
[ Envoliment/Affiliate Registration Form

Insert primary entity name if more than one Enroliment/Registration Form
is submitted

Contact information.

Each party will notify the other in writing if any of the information in the following contact information
page(s) changes. The asterisks (*) indicate required fields; if the Entity chooses to designate other
contact types, the same required fields must be completed for each section. By providing contact
information, entity consents to its use for purposes of administering the Enroliment by Microsoft and other
parties that help Microsoft administer this Enroliment. The personal information' provided in connection
with this agreement .will be used and protected according to the privacy statement available at

htips:/licensing.microsoft.com.

1. Additional notices contact.

This contact receives all notices that are sent from Microsoft. No online access is granted to this
individual.

Name of Entity*

Contact name*: First Last

Contact email*

Street address™

City* State* Postal code*

Country*

Phone* Fax

[ This contact is a third party (not the Entity). Warning: This contact receives personally identifiable
information of the Entity.

2. Software Assurance manager.

This contact will receive online permissions to manage the Software Assurance benefits under the
Enroliment or Registration.

Name of Entity*

Contact name™: First Last
Contact email*

Street address*

City* State* Postal code*
Country*
Phone* Fax

SupContactinfoForm(US)SLG{ENG)Qct2010) Page 10f3
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] This contact is a third party (not the Entity). Warning: This contact receives personally identifiable
information of the Entity.

3. Subscriptions manager.

This contact will assign MSDN, Expression, and TechNet Plus subscription licenses to the individual
subscribers under this Enroliment or Registration. Assignment of the subscription licenses is necessary
for access to any of the online benefits, such as subscription downloads. This contact will also manage
any complimentary or additional media purchases related to these subscriptions.

Name of Entity*

Contact name™: First Last

Contact email*

Street address”

City* State* Postal code™

Country*

Phone* Fax

[C] This contact is a third party (not the Entity). Warning: This contact receives personally identifiable
information of the Entity.

4. Online Services manager.

This contact will be provided anline permissions to manage the Online Services ordered under the
Enroliment or Registration.

Name of Entity*

Contact name*: First Last
Contact email*

Street address*

City* State* Postal code®
Country*
Phone* Fax

] This contact is a third party (not the Entity). Warning: This contact receives personally identifiable
information of the Entity.

5. Customer Support Manager (CSM):
This person is designated as the Customer Support Manager (CSM) for support-related activities.

Name of Entity*

Contact name™: First Last
Contact email*

Street address™

City* State* Postal code*
Country*
Phone* Fax

[0 This contact is a third party (not the Entity). Warning: This contact receives personally identifiable
information of the Entity.

6. Primary contact information:

An individual from inside the organization must serve as the primary contact. This contact receives online
administrator permissions and may grant online access to others. This contact also receives all notices
unless Microsoft is provided written notice of a change.

Name of Entity* State of Colorado - Governor's Office of Information Technology (OIT)

Contact name*: First Jeff Last Stanley
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Contact email* jeff.stanley@state.co.us

Street address* 601 East 18th Avenue, Suite 150
City* Denver State* CO Postal code* 80203-1493
Country*: United States

Phone* 303-591-5323 Fax

7. Notices contact and online administrator information:

This individual receives online administrator permissions and may grant online access to others. This
contact also receives all notices.

Same as primary contact
Name of Entity”

Contact name*: First Last
Contact email*

Street address*

City* State* Postal code*
Country*:
Phone* Fax

[J This contact is a third party (not the Entity). Warning: This contact receives personally identifiable
information of the Entity.

SupContactinfoForm{US)SLG{ENG)(Oct2010) Page 3 of 3



Docusign Envelope ID: 19EAAA9D-0DC7-4496-92CA-6F04E220AEGS

PUBLIC SECTOR
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Denver County Court

1/20/2026

Exhibit C

Page 1 of 2

Preleiminary Quote

Quotation:
Date:
Enroliment:
Contract:

Part Number

Additional Products
7]Q-00343
77D-00111
6VC-01254
9EA-00278
9EM-00270

Confidential.

0126-Denver County Court-No Markup-MSEA-JZM
January 13, 2026
53880456

Item Name

SQL Server Enterprise Core ALng SA 2L

Visual Studio Pro MSDN ALng SA

Win Remote Desktop Services CAL ALng SA UCAL
Win Server DC Core ALng SA 2L

Win Server Standard Core ALng SA 2L

Agreement Start Date: 3/1/2026
Agreement End Date: 2/28/2029

Level Purchase Period Pool Product Type

D Added at Signing Servers Software Assurance
D Added at Signing Applications Software Assurance
D Added at Signing Servers Software Assurance
D Added at Signing Servers Software Assurance
D Added at Signing Servers Software Assurance

EA At Signing

Quantity Unit Price Extended Price

4 $ 2,482.54 $ 9,930.16
8 $ 308.24 % 2,465.92
10 $ 26.10  $ 261.00
72 $ 139.06  $ 10,012.32
32 $ 21.35  $ 683.20
Annual Total: $ 23,352.60

Annual w/ Monthly Subs To $ 197,703.24

3 Yr Quote GrandTotal: $ 593,109.72

Thank you for the opportunity to quote.
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PUBLIC SECTOR

Denver County Court Preleiminary Quote

Quotation: 0126-Denver County Court-No Markup-MSEA-JZM Subscription Start Date: 3/1/2026
Date: January 13, 2026 Subscription End Date: 2/28/2029
Enrollment: 53880456
Contract:
Year One: 12 Months
Part Number Item Name Level Purchase Period Pool Product Type Quantity Term Price Extended Price
Enterprise Products
AAA-12416 CCAL Bridge 0365 FSA Renewal Sub Per User D Non-Specific Servers Monthly Subscriptions-VolumelLicense 280 $17.08 $ 4,782.40
AAA-12414 CCAL Bridge 0365 Sub Per User D Non-Specific Servers Monthly Subscriptions-VolumelLicense 120 $20.13 $ 2,415.60
U4S-00002 0365 G1 GCC Sub Per User D Non-Specific Servers Monthly Subscriptions-VolumelLicense 40 $107.34| $ 4,293.60
AAA-11894 0365 G3 GCC Sub Per User D Non-Specific Servers Monthly Subscriptions-VolumelLicense 40 $246.89 $ 9,875.60
T2N-00001 0365 G5 GCC Sub Per User D Non-Specific Applications  Monthly Subscriptions-VolumeLicense 320 $407.90| $ 130,528.00
Additional Products
MQM-00001 Entra ID P1 Gov Sub Per User D Non-Specific Servers Monthly Subscriptions-VolumeLicense 400 $54.77 $ 21,908.00
NYH-00001 Teams AC with Dial Out US/CA GCC Sub Add-on D Non-Specific Servers Monthly Subscriptions-VolumeLicense 400 $0.00 $ -
P3U-00001 Visio P2 GCC Sub Per User D Non-Specific Applications  Monthly Subscriptions-VolumelLicense 4 $136.86 $ 547.44
12 Month Total: $ 174,350.64
Year Two: 12 Months
Enterprise Products
AAA-12416 CCAL Bridge 0365 FSA Renewal Sub Per User D Non-Specific Servers Monthly Subscriptions-VolumeLicense 280 $17.08 $ 4,782.40
AAA-12414 CCAL Bridge 0365 Sub Per User D Non-Specific Servers Monthly Subscriptions-VolumeLicense 120 $20.13 $ 2,415.60
U4S-00002 0365 G1 GCC Sub Per User D Non-Specific Servers Monthly Subscriptions-VolumeLicense 40 $107.34 $ 4,293.60
AAA-11894 0365 G3 GCC Sub Per User D Non-Specific Servers Monthly Subscriptions-VolumeLicense 40 $246.89 $ 9,875.60
T2N-00001 0365 G5 GCC Sub Per User D Non-Specific Applications  Monthly Subscriptions-VolumelLicense 320 $407.90| $ 130,528.00
Additional Products
MQM-00001 Entra ID P1 Gov Sub Per User D Non-Specific Servers Monthly Subscriptions-VolumeLicense 400 $54.77 $ 21,908.00
NYH-00001 Teams AC with Dial Out US/CA GCC Sub Add-on D Non-Specific Servers Monthly Subscriptions-VolumeLicense 400 $0.00 $ -
P3U-00001 Visio P2 GCC Sub Per User D Non-Specific Applications  Monthly Subscriptions-VolumelLicense 4 $136.86 $ 547.44
12 Month Total: $ 174,350.64
Year Three: 12 Months
Enterprise Products
AAA-12416 CCAL Bridge 0365 FSA Renewal Sub Per User D Non-Specific Servers Monthly Subscriptions-VolumeLicense 280 $17.08 $ 4,782.40
AAA-12414 CCAL Bridge 0365 Sub Per User D Non-Specific Servers Monthly Subscriptions-VolumeLicense 120 $20.13 $ 2,415.60
U4S-00002 0365 G1 GCC Sub Per User D Non-Specific Servers Monthly Subscriptions-VolumeLicense 40 $107.34 $ 4,293.60
AAA-11894 0365 G3 GCC Sub Per User D Non-Specific Servers Monthly Subscriptions-VolumeLicense 40 $246.89 $ 9,875.60
T2N-00001 0365 G5 GCC Sub Per User D Non-Specific Applications  Monthly Subscriptions-VolumelLicense 320 $407.90| $ 130,528.00
Additional Products
MQM-00001 Entra ID P1 Gov Sub Per User D Non-Specific Servers Monthly Subscriptions-VolumeLicense 400 $54.77 $ 21,908.00
NYH-00001 Teams AC with Dial Out US/CA GCC Sub Add-on D Non-Specific Servers Monthly Subscriptions-VolumeLicense 400 $0.00 $ -
P3U-00001 Visio P2 GCC Sub Per User D Non-Specific Applications  Monthly Subscriptions-VolumelLicense 4 $136.86 $ 547.44
12 Month Total: $ 174,350.64
Confidential. EA Monthly Subscriptions Thank you for the opportunity to quote.
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ACORD' CERTIFICATE OF LIABILITY INSURANCE o oY

04/1412025

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confer rights to the certificate holder in lieu of such endorsement(s).

PRODUCER CONTACT
MARSH USA LLC. PHOME FAX
2325 E. Camelback Road (A/C, No, Ext): (AIC, No):
Suite 600 ADDBRESS:
Phoenix, AZ 85016 :
Attn: Phoenix.CertRequest@marsh.com INSURER(S) AFFORDING COVERAGE NAIC #
CN101234622-STND-GAUWP-25- INSURER A :_Great Northern Insurance Company 20303
INSURED .
Insight Enterprises, Inc INSURERB : N/A N/A
Insight Public Sector, Inc. INSURER C :_Sentry Insurance Company 24988
2701 E. Insight Way .
Chandler, AZ 85286 INSURER D : Sentry Casualty Company 28460
INSURER E :Endurance American Specialty Insurance Company 41718
INSURERF :
COVERAGES CERTIFICATE NUMBER: L 0S-002665306-09 REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

INSR ADDL[SUBR POLICY EFF | POLICY EXP
LTR TYPE OF INSURANCE INSD | WVD POLICY NUMBER (MM/DD/YYYY) | (MM/DD/YYYY) LIMITS
A X | COMMERCIAL GENERAL LIABILITY X X | 3606-77-62 04/15/2025 04/15/2026 EACH OCCURRENCE $ 1,000,000
DAMAGE TO RENTED
CLAIMS-MADE OCCUR PREMISES (Ea occurrence) | $ 1,000,000
MED EXP (Any one person) $ 10,000
PERSONAL & ADV INJURY | $ 1,000,000
GEN'L AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE $ 2,000,000
X | poLICY |:| S’ng LoC PRODUCTS - COMP/OP AGG | $ 2,000,000
OTHER: $
A | AUTOMOBILE LIABILITY X | x | 7362-08-62 04/15/2025 | 04/15/2026 | GEOMBIRED SINGLELIMIT | ¢ 1,000,000
X | ANY AUTO BODILY INJURY (Per person) | $
OWNED SCHEDULED !
X AUTOS ONLY - AUTOS BODILY INJURY (Per accident) | $
x | HIRED NON-OWNED PROPERTY DAMAGE $
AUTOS ONLY AUTOS ONLY (Per accident)
$
UMBRELLA LIAB OCCUR EACH OCCURRENCE $
EXCESS LIAB CLAIMS-MADE AGGREGATE $
DED ‘ ‘ RETENTION $ $
¥ N PER OTH-
c fﬁgéﬁﬁf ggg{gﬁﬁafgﬁ% "™ X | 90-05749-001 (AOS) 04/15/2025 04/15/2026 X | BERrute ‘ or
D | ANYPROPRIETOR/PARTNER/EXECUTIVE 90-05749-002 (MA,WI,HI) 04/15/2025 | 04/15/2026 | | EacH ACCIDENT $ 1,000,000
OFFICER/MEMBER EXCLUDED? - N7A
(Mandatory in NH) E.L. DISEASE - EA EMPLOYEE| $ 1,000,000
If yes, describe under 1
DESCRIPTION OF OPERATIONS below E.L. DISEASE - POLICY LIMIT | $ ,000,000
E | Professional Technology E&O ANP30084357500 04/15/2025 04/15/2026 Per Claim 1,000,000
and Cyber Aggregate 1,000,000

DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES (ACORD 101, Additional Remarks Schedule, may be attached if more space is required)
Re: Contract: #CTR060025 / 178266

As required by written contract, the City and County of Denver, its Elected and Appointed Officials, Employees and Volunteers are included as additional insured where required by written contract with respect to
General Liability and Auto Liability. Waiver of subrogation is applicable where required by written contract and subject to policy terms and conditions.

CERTIFICATE HOLDER CANCELLATION
Denver County Court SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
1437 Bannock Street, Room 108 THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN

Denver, CO 80202 ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

| Frlcarrate TESF Z 22

© 1988-2016 ACORD CORPORATION. All rights reserved.
ACORD 25 (2016/03) The ACORD name and logo are registered marks of ACORD
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AGENCY CUSTOMER ID: CN101234622

LoC #: Phoenix

’ ®
ACORD ADDITIONAL REMARKS SCHEDULE Page 2 of 2
AGENCY NAMED INSURED
MARSH USA LLC. Insight Enterprises, Inc
Insight Public Sector, Inc.
POLICY NUMBER 2701 E. Insight Way

Chandler, AZ 85286

CARRIER NAIC CODE

EFFECTIVE DATE:

ADDITIONAL REMARKS

THIS ADDITIONAL REMARKS FORM IS A SCHEDULE TO ACORD FORM,
FORM NUMBER: 25 FORM TITLE: Certificate of Liability Insurance

The Technology E&O and Cyber policy evidenced above is subject to a self-insured retention. If you would like additional information regarding the self-insured retention, please contact the insured at:
insurance_bonds@insight.com.

ACORD 101 (2008/01) © 2008 ACORD CORPORATION. All rights reserved.
The ACORD name and logo are registered marks of ACORD
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EXHIBIT E, BUSINESS ASSOCIATE AGREEMENT
HIPAA/HITECH

1. GENERAL PROVISIONS AND RECITALS.

1.01

1.02

1.03

1.04

1.05

1.06

The parties agree that the terms used, but not otherwise defined below, shall have the same
meaning given to such terms under the Health Insurance Portability and Accountability Act
of 1996, Public Law 104-191 ("HIPAA"), the Health Information Technology for Economic
and Clinical Health Act, Public Law 111-005 ("the HITECH Act"), and their implementing
regulations at 45 CFR Parts 160 and 164 ("the HIPAA regulations") as they exist or may hereafter
be amended.

The parties agree that a business associate relationship (as described in 45 CFR §160.103) under
HIPAA, the HITECH Act, and the HIPAA regulations arises between the CONTRACTOR and the
CITY to the extent that CONTRACTOR performs, or delegates to subcontractors to perform,
functions or activities on behalf of CITY in respect of those projects under the Agreement with
CITY, if any, where Business Associate would be a “Business Associate” as such term is defined
under 45 CFR § 160.103 promulgated under HIPAA, and in such cases where Business Associate
is a “Business Associate” under HIPAA the parties are entering into this Agreement in order to
govern the use and disclosure of the Protected Health Information and the implementation of
appropriate safeguards for the security of Electronic Protected Health Information under those
specific projects under the underlying statement of work or contracts.

CITY wishes to disclose to CONTRACTOR certain information, some of which may constitute
Protected Health Information (“PHI”) as defined below, to be used or disclosed in the course of
providing services and activities.

The parties intend to protect the privacy and provide for the security of PHI that may be created,
received, maintained, transmitted, used, or disclosed pursuant to the Agreement in compliance with
the applicable standards, implementation specifications, and requirements of HIPAA, the HITECH
Act, and the HIPAA regulations as they exist or may hereafter be amended.

The parties understand and acknowledge that HIPAA, the HITECH Act, and the HIPAA
regulations do not pre-empt any state statutes, rules, or regulations that impose more stringent
requirements with respect to privacy of PHI.

The parties understand that the HIPAA Privacy and Security rules apply to the CONTRACTOR in
the same manner as they apply to a covered entity. CONTRACTOR agrees to comply at all times
with the terms of this Agreement and the applicable standards, implementation specifications, and
requirements of the Privacy and the Security rules, as they exist or may hereafter be amended, with
respect to PHI.

2. DEFINITIONS.

2.01

2.02

"Administrative Safeguards" are administrative actions, and policies and procedures, to manage
the selection, development, implementation, and maintenance of security measures to protect
electronic PHI and to manage the conduct of CONTRACTOR's workforce in relation to the
protection of that information.

"Agreement” means the attached Agreement and its exhibits to which these additional terms are
1
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2.03

2.04

2.05

2.06

2.07

incorporated by reference.

"Breach" means the acquisition, access, use, or disclosure of PHI in a manner not permitted under
the HIPAA Privacy Rule which compromises the security or privacy of the PHI in the
performance of its obligations under the Agreement.

2.03.1 Breach excludes:

1. Any unintentional acquisition, access, or use of PHI by a workforce member or
person acting under the authority of CONTRACTOR or CITY, if such acquisition,
access, or use was made in good faith and within the scope of authority and does not
result in further use or disclosure in a manner not permitted under the Privacy Rule.

2. Any inadvertent disclosure by a person who is authorized to access PHI to another
person authorized to access PHI, or organized health care arrangement in which CITY
participates, and the information received as a result of such disclosure is not further
used or disclosed in a manner disallowed under the HIPAA Privacy Rule.

3. A disclosure of PHI where CONTRACTOR or CITY has a good faith belief that an
unauthorized person to whom the disclosure was made would not reasonably have
been able to retain such information.

4. A disclosure of PHI to the extent not necessary to CONTRACTOR’s performance of
services under the Agreement.

2.03.2 Except as provided in paragraph (a) of this definition, an acquisition, access, use, or
disclosure of PHI in a manner not permitted under the HIPAA Privacy Rule is presumed
to be a breach unless CONTRACTOR demonstrates that there is a low probability that the
PHI has been compromised based on a risk assessment of at least the following factors:

1. The nature and extent of the PHI involved, including the types of identifiers and the
likelihood of re-identification;

2. The unauthorized person who used the PHI or to whom the disclosure was made;
3. Whether the PHI was actually acquired or viewed; and

4. The extent to which the risk to the PHI has been mitigated.

"CONTRACTOR" shall have the same meaning as in the attached Agreement, to which these
Business Associate terms are incorporated by reference.

"CITY" shall have the same meaning as in the attached Agreement, to which these Business
Associate terms are incorporated by reference.

"Data Aggregation” shall have the meaning given to such term under the HIPAA Privacy Rule in
45 CFR §164.501.

"Designated Record Set" shall have the meaning given to such term under the HIPAA Privacy Rule
in 45 CFR §164.501.
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2.08

2.09

2.10

2.11

2.12

2.13

2.14

2.15

2.16

2.17

2.18

2.19

2.20

2.21

2.22

"Disclosure" shall have the meaning given to such term under the HIPAA regulations in 45 CFR
§160.103.

"Health Care Operations" shall have the meaning given to such term under the HIPAA Privacy
Rule in 45 CFR §164.501.

"Immediately" where used here shall mean within 24 hours of discovery.

"Individual" shall have the meaning given to such term under the HIPAA Privacy Rule in 45 CFR
§160.103 and shall include a person who qualifies as a personal representative in accordance with
45 CFR §164.502(g).

"Parties” shall mean “CONTRACTOR” and “CITY”, collectively.
"Physical Safeguards" are physical measures, policies, and procedures to protect

CONTRACTOR's electronic information systems and related buildings and equipment, from
natural and environmental hazards, and unauthorized intrusion.

"The HIPAA Privacy Rule" shall mean the Standards for Privacy of Individually Identifiable
Health Information at 45 CFR Part 160 and Part 164, Subparts A and E.

"Protected Health Information" or "PHI" shall have the meaning given to such term under the
HIPAA regulations at 45 CFR §160.103.

"Required by Law" shall have the meaning given to such term under the HIPAA Privacy Rule at
45 CFR §164.103.

"Secretary" shall mean the Secretary of the Department of Health and Human Services or his or
her designee.

"Security Incident" means with respect to PHI in CONTRACTOR’s possession or control
(including on CONTRACTOR’s electronic systems or physically located at CONTRACTOR’S
facilities), attempted or successful unauthorized access, use, disclosure, modification, or
destruction of information or interference with system operations in an information system.
"Security incident" does not include trivial incidents that occur on a daily basis, such as scans,
"pings", or unsuccessful attempts to penetrate computer networks or servers maintained by
CONTRACTOR.

"The HIPAA Security Rule” shall mean the Security Standards for the Protection of electronic PHI
at 45 CFR Part 160, Part 162, and Part 164, Subparts A and C.

"Subcontractor" shall have the meaning given to such term under the HIPAA regulations at 45
CFR §160.103.

"Technical safeguards" means the technology and the policy and procedures for its use that protect
electronic PHI and control access to it.

"Unsecured PHI" or "PHI that is unsecured" means PHI that is not rendered unusable, unreadable,
or indecipherable to unauthorized individuals through the use of a technology or methodology
specified by the Secretary of Health and Human Services ("HHS") in the guidance issued on the
HHS Web site.

3
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2.23

"Use" shall have the meaning given to such term under the HIPAA regulations at 45 CFR §160.103.

3. OBLIGATIONS AND ACTIVITIES OF CONTRACTOR AS BUSINESS ASSOCIATE.

3.01

3.02

3.03

3.04

3.05

3.06

3.07

3.08

3.09

3.10

3.11

CONTRACTOR agrees not to use or further disclose PHI that CITY discloses to CONTRACTOR
except as permitted or required by this Agreement or by law.

CONTRACTOR agrees to use appropriate safeguards, as provided for in this Agreement, to prevent
use or disclosure of PHI that CITY discloses to CONTRACTOR or that CONTRACTOR creates,
receives, maintains, or transmits, on behalf of CITY, except as provided for by this Contract.

CONTRACTOR agrees to comply with the HIPAA Security Rule, at Subpart C of 45 CFR Part
164, with respect to electronic PHI that CITY discloses to CONTRACTOR or that CONTRACTOR
creates, receives, maintains, or transmits, on behalf of CITY.

CONTRACTOR agrees to mitigate, to the extent practicable, any harmful effect of a Use or
Disclosure of PHI by CONTRACTOR in violation of the requirements of this Agreement that
becomes known to CONTRACTOR.

CONTRACTOR agrees to immediately report to CITY any Use or Disclosure of PHI not provided
for by this Agreement that CONTRACTOR becomes aware of. CONTRACTOR must report
Breaches of Unsecured PHI in accordance with 45 CFR §164.410.

CONTRACTOR agrees to ensure that any of its subcontractors that create, receive, maintain, or
transmit, PHI on behalf of CONTRACTOR agree to comply with the applicable requirements of
Section 164 Part C by entering into a contract or other arrangement.

To comply with the requirements of 45 CFR §164.524, CONTRACTOR agrees to provide access
to CITY, or to an individual as directed by CITY, to PHI in a Designated Record Set within fifteen
(15) calendar days of receipt of a written request by CITY.

CONTRACTOR agrees to make amendment(s) to PHI in a Designated Record Set that CITY directs
or agrees to, pursuant to 45 CFR §164.526, at the request of CITY or an Individual, within thirty
(30) calendar days of receipt of the request by CITY. CONTRACTOR agrees to notify CITY in
writing no later than ten (10) calendar days after the amendment is completed.

CONTRACTOR agrees to make internal practices, books, and records, including policies and
procedures, relating to the use and disclosure of PHI received from, or created or received by
CONTRACTOR on behalf of CITY, available to CITY and the Secretary in a time and manner as
determined by CITY, or as designated by the Secretary, for purposes of the Secretary determining
CITY'S compliance with the HIPAA Privacy Rule.

CONTRACTOR agrees to document any Disclosures of PHI that CITY discloses to
CONTRACTOR or that CONTRACTOR creates, receives, maintains, or transmits on behalf of
CITY, and to make information related to such Disclosures available as would be required for CITY

to respond to a request by an Individual for an accounting of Disclosures of PHI in accordance with
45 CFR §164.528.

CONTRACTOR agrees to provide CITY information in a time and manner to be determined by

4
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3.12

3.13

CITY in order to permit CITY to respond to a request by an Individual for an accounting of
Disclosures of PHI in accordance with 45 CFR §164.528.

CONTRACTOR agrees that, to the extent CONTRACTOR carries out CITY's obligation(s) under
the HIPAA Privacy and/or Security rules, CONTRACTOR will comply with the requirements of
45 CFR Part 164 that apply to CITY in the performance of such obligation(s).

CONTRACTOR shall work with CITY upon notification by CONTRACTOR to CITY of a Breach
to properly determine if any Breach exclusions exist as defined below.

4. SECURITY RULE.

4.01

4.02

4.03

With respect to PHI in CONTRACTOR’s possession or control (including on Business
Associate’s electronic systems or physically located at CONTRACTOR’s facilities),
CONTRACTOR shall comply with the requirements of 45 CFR § 164.306 and establish and
maintain appropriate Administrative, Physical and Technical Safeguards in accordance with 45
CFR §164.308, §164.310, §164.312, §164.314 and §164.316 with respect to electronic PHI that
CITY discloses to CONTRACTOR or that CONTRACTOR creates, receives, maintains, or
transmits on behalf of CITY. CONTRACTOR shall follow generally accepted system security
principles and the requirements of the HIPAA Security Rule pertaining to the security of electronic
PHL

CONTRACTOR shall ensure that any subcontractors that create, receive, maintain, or transmit
electronic PHI on behalf of CONTRACTOR agree through a contract with CONTRACTOR to the
same restrictions and requirements contained here.

CONTRACTOR shall immediately report to CITY any Security Incident of which it
becomes aware. CONTRACTOR shall report Breaches of Unsecured PHI as described in 5.
BREACH DISCOVERY AND NOTIFICATION below and as required by 45 CFR §164.410.

5. BREACH DISCOVERY AND NOTIFICATION.

5.01

5.02

Following the discovery of a Breach of Unsecured PHI, CONTRACTOR shall notify CITY of such
Breach, however, both parties may agree to a delay in the notification if so advised by a law
enforcement official pursuant to 45 CFR §164.412.

5.01.1 A Breach shall be treated as discovered by CONTRACTOR as of the first day on which
such Breach is known to CONTRACTOR or, by exercising reasonable diligence, would
have been known to CONTRACTOR.

5.01.2 CONTRACTOR shall be deemed to have knowledge of a Breach, if the Breach is known,
or by exercising reasonable diligence would have been known, to any person who is an
employee, officer, or other agent of CONTRACTOR, as determined by the federal
common law of agency.

CONTRACTOR shall provide the notification of the Breach immediately to the CITY DEH
Executive Director or other designee.

5.02.1 CONTRACTOR'S initial notification may be oral, but shall be followed by written

5
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5.03

5.04

5.05

5.06

5.07

5.08

notification within 24 hours of the oral notification.
CONTRACTOR'S notification shall include, to the extent possible:

5.03.1 The identification of each Individual whose Unsecured PHI has been, or is reasonably
believed by CONTRACTOR to have been, accessed, acquired, used, or disclosed during
the Breach;

5.03.2 Any other information that CITY is required to include in the notification to each Individual
under 45 CFR §164.404 (c) at the time CONTRACTOR is required to notify CITY, or

promptly thereafter as this information becomes available, even after the regulatory sixty
(60) day period set forth in 45 CFR §164.410 (b) has elapsed, including:

1. A brief description of what happened, including the date of the Breach and the date of
the discovery of the Breach, if known;

2. A description of the types of Unsecured PHI that were involved in the Breach (such
as whether full name, social security number, date of birth, home address, account
number, diagnosis, disability code, or other types of information were involved);

3. Any steps Individuals should take to protect themselves from potential harm resulting
from the Breach;

4. A brief description of what CONTRACTOR is doing to investigate the Breach, to
mitigate harm to Individuals, and to protect against any future Breaches; and

5. Contact procedures for Individuals to ask questions or learn additional information,
which shall include a toll-free telephone number, an e-mail address, Web site, or
postal address.

CITY may require CONTRACTOR to provide notice to the Individual as required in 45 CFR
§164.404, if at the sole discretion of the CITY, it is reasonable to do so under the circumstances.

In the event that CONTRACTOR is responsible for a Breach of Unsecured PHI in violation of the
HIPAA Privacy Rule, CONTRACTOR shall have the burden of demonstrating that
CONTRACTOR made all required notifications to CITY, and as required by the Breach
notification regulations, or, in the alternative, that the acquisition, access, use, or disclosure of PHI
did not constitute a Breach.

CONTRACTOR shall maintain documentation of all required notifications of a Breach or its risk
assessment under 45 CFR §164.402 to demonstrate that a Breach did not occur.

CONTRACTOR shall provide to CITY all specific and pertinent information about the Breach,
including the information listed above, if not yet provided, to permit CITY to meet its notification
obligations under Subpart D of 45 CFR Part 164 as soon as practicable, but in no event later than
fifteen (15) calendar days after CONTRACTOR's initial report of the Breach to CITY.

CONTRACTOR shall continue to provide all additional pertinent information about the Breach to
CITY as it becomes available, in reporting increments of five (5) business days after the prior
report to CITY. CONTRACTOR shall also respond in good faith to all reasonable requests for

6
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5.09

further information, or follow-up information, after report to CITY, when such request is made by
CITY.

In addition to the provisions in the body of the Agreement, CONTRACTOR shall also bear all
expense or other costs associated with the Breach and shall reimburse CITY for all expenses CITY
incurs in addressing the Breach and consequences thereof, including costs of investigation,
notification, remediation, documentation or other costs or expenses associated with addressing the
Breach.

6. PERMITTED USES AND DISCLOSURES BY CONTRACTOR.

6.01

6.02

6.03

6.04

6.05

CONTRACTOR may use or further disclose PHI that CITY discloses to CONTRACTOR as
necessary to perform functions, activities, or services for, or on behalf of, CITY as specified in the
Agreement, provided that such use or Disclosure would not violate the HIPAA Privacy Rule if
done by CITY.

CONTRACTOR may use PHI that CITY discloses to CONTRACTOR, if necessary, for the proper
management and administration of the Agreement.

CONTRACTOR may disclose PHI that CITY discloses to CONTRACTOR to carry out the legal
responsibilities of CONTRACTOR, if:

6.03.1 The Disclosure is required by law; or

6.03.2 CONTRACTOR obtains reasonable assurances from the person or entity to whom/which
the PHI is disclosed that it will be held confidentially and used or further disclosed only as
required by law or for the purposes for which it was disclosed to the person or entity and
the person or entity immediately notifies CONTRACTOR of any instance of which it is
aware in which the confidentiality of the information has been breached.

CONTRACTOR may use or further disclose PHI that CITY discloses to CONTRACTOR to
provide Data Aggregation services relating to the Health Care Operations of CONTRACTOR.

CONTRACTOR may use and disclose PHI that CITY discloses to CONTRACTOR consistent
with the minimum necessary policies and procedures of CITY.

7. OBLIGATIONS OF CITY.

7.01

7.02

7.03

7.04

CITY shall notifty CONTRACTOR of any limitation(s) in CITY'S notice of privacy practices in
accordance with 45 CFR §164.520, to the extent that such limitation may affect CONTRACTOR'S
Use or Disclosure of PHI.

CITY shall notify CONTRACTOR of any changes in, or revocation of, the permission by an
Individual to use or disclose his or her PHI, to the extent that such changes may affect
CONTRACTOR’S Use or Disclosure of PHI.

CITY shall notify CONTRACTOR of any restriction to the Use or Disclosure of PHI that CITY
has agreed to in accordance with 45 CFR §164.522, to the extent that such restriction may affect
CONTRACTOR'S use or disclosure of PHI.

CITY shall not request CONTRACTOR to use or disclose PHI in any manner that would not be

permissible under the HIPAA Privacy Rule if done by CITY.
7
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7.05 CITY shall providle CONTRACTOR with only the minimum necessary PHI required for
CONTRACTOR to perform the services under the Agreement.

8. BUSINESS ASSOCIATE TERMINATION.

8.01 Upon CITY'S knowledge of a material breach or violation by CONTRACTOR of the requirements
of this Contract, CITY shall:

8.01.1 Provide an opportunity for CONTRACTOR to cure the material breach or end the violation
within thirty (30) business days; or

8.01.2 Immediately terminate the Agreement, if CONTRACTOR is unwilling or unable to cure
the material breach or end the violation within (30) days, provided termination of the
Agreement is feasible.

8.02  Upon termination of the Agreement, CONTRACTOR shall either destroy or return to CITY all PHI
CONTRACTOR received from CITY and any and all PHI that CONTRACTOR created,
maintained, or received on behalf of CITY in conformity with the HIPAA Privacy Rule.

8.02.1 This provision shall apply to all PHI that is in the possession of subcontractors oragents
of CONTRACTOR.

8.02.2 CONTRACTOR shall retain no copies of the PHI.

8.02.3 In the event that CONTRACTOR determines that returning or destroying the PHI is not
feasible, CONTRACTOR shall provide to CITY notification of the conditions that make
return or destruction infeasible. Upon determination by CITY that return or destruction of
PHI is infeasible, CONTRACTOR shall extend the protections of this Agreement to the
PHI and limit further Uses and Disclosures of the PHI to those purposes that make the
return or destruction infeasible, for as long as CONTRACTOR maintains the PHI.

8.03 The obligations of this Agreement shall survive the termination of the Agreement.

9. SUBSTANCE ABUSE (42 C.E.R., Part 2).

CONTRACTOR shall also comply with all provisions of 42 C.F.R., Part 2 relating to substance abuse
treatment and records.
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EXHIBIT F, FEDERAL BUREAU OF INVESTIGATION
CRIMINAL JUSTICE INFORMATION SERVICES
SECURITY ADDENDUM

The goal of this document is to augment the CJIS Security Policy to ensure adequate
security is provided for criminal justice systems while (1) under the control or management of
a private entity or (2) connectivity to FBI CJIS Systems has been provided to a private entity
(contractor). Adequate security is defined in Office of Management and Budget Circular A-
130 as “security commensurate with the risk and magnitude of harm resulting from the loss,
misuse, or unauthorized access to or modification of information.”

The intent of this Security Addendum is to require that the Contractor maintain a
security program consistent with federal and state laws, regulations, and standards (including
the CJIS Security Policy in effect when the contract is executed), as well as with policies and
standards established by the Criminal Justice Information Services (CJIS) Advisory Policy
Board (APB).

This Security Addendum identifies the duties and responsibilities with respect to the
installation and maintenance of adequate internal controls within the contractual relationship so
that the security and integrity of the FBI’s information resources are not compromised. The
security program shall include consideration of personnel security, site security, system
security, and data security, and technical security.

The provisions of this Security Addendum apply to all personnel, systems, networks and
support facilities supporting and/or acting on behalf of the government agency.

1.00 Definitions

1.01  Contracting Government Agency (CGA) — the government agency, whether a Criminal
Justice Agency or a Noncriminal Justice Agency, which enters into an agreement with a private
contractor subject to this Security Addendum.

1.02  Contractor — a private business, organization or individual which has entered into an
agreement for the administration of criminal justice with a Criminal Justice Agency or a
Noncriminal Justice Agency.

2.00 Responsibilities of the Contracting Government Agency.

2.01 The CGA will ensure that each Contractor employee receives a copy of the Security
Addendum and the CJIS Security Policy and executes an acknowledgment of such receipt and
the contents of the Security Addendum. The signed acknowledgments shall remain in the
possession of the CGA and available for audit purposes. The acknowledgement may be signed
by hand or via digital signature (see glossary for definition of digital signature).

3.00 Responsibilities of the Contractor.

3.01 The Contractor will maintain a security program consistent with federal and state laws,
regulations, and standards (including the CJIS Security Policy in effect when the contract is
executed and all subsequent versions), as well as with policies and standards established by the
Criminal Justice Information Services (CJIS) Advisory Policy Board (APB).

4.00  Security Violations.

12/27/2024
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4.01 The CGA must report security violations to the CJIS Systems Officer (CSO) and the
Director, FBI, along with indications of actions taken by the CGA and Contractor.

4.02  Security violations can justify termination of the appended agreement.
4.03  Upon notification, the FBI reserves the right to:
a. Investigate or decline to investigate any report of unauthorized use;

b. Suspend or terminate access and services, including telecommunications links. The
FBI will provide the CSO with timely written notice of the suspension. Access and
services will be reinstated only after satisfactory assurances have been provided to
the FBI by the CGA and Contractor. Upon termination, the Contractor’s records
containing CHRI must be deleted or returned to the CGA.

5.00 Audit

5.01 The FBI is authorized to perform a final audit of the Contractor’s systems after
termination of the Security Addendum.

6.00  Scope and Authority

6.01 This Security Addendum does not confer, grant, or authorize any rights, privileges, or
obligations on any persons other than the Contractor, CGA, CJA (where applicable), CSA, and
FBI.

6.02 The following documents are incorporated by reference and made part of this
agreement: (1) the Security Addendum; (2) the NCIC 2000 Operating Manual; (3) the CJIS
Security Policy; and (4) Title 28, Code of Federal Regulations, Part 20. The parties are also
subject to applicable federal and state laws and regulations.

6.03  The terms set forth in this document do not constitute the sole understanding by and
between the parties hereto; rather they augment the provisions of the CJIS Security Policy to
provide a minimum basis for the security of the system and contained information and it is
understood that there may be terms and conditions of the appended Agreement which impose
more stringent requirements upon the Contractor.

6.04 This Security Addendum may only be modified by the FBI, and may not be modified
by the parties to the appended Agreement without the consent of the FBI.

6.05 All notices and correspondence shall be forwarded by First Class mail to:

Information Security Officer

Criminal Justice Information Services Division, FBI
1000 Custer Hollow Road

Clarksburg, West Virginia 26306

12/27/2024
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FEDERAL BUREAU OF INVESTIGATION
CRIMINAL JUSTICE INFORMATION SERVICES
SECURITY ADDENDUM

CERTIFICATION

I hereby certify that I am familiar with the contents of (1) the Security Addendum,
including its legal authority and purpose; (2) the NCIC Operating Manual; (3) the CJIS Security
Policy; and (4) Title 28, Code of Federal Regulations, Part 20, and agree to be bound by their
provisions.

I recognize that criminal history record information and related data, by its very nature,
is sensitive and has potential for great harm if misused. I acknowledge that access to criminal
history record information and related data is therefore limited to the purpose(s) for which a
government agency has entered into the contract incorporating this Security Addendum. I
understand that misuse of the system by, among other things: accessing it without
authorization; accessing it by exceeding authorization; accessing it for an improper purpose;
using, disseminating or re-disseminating information received as a result of this contract for a
purpose other than that envisioned by the contract, may subject me to administrative and
criminal penalties. I understand that accessing the system for an appropriate purpose and then
using, disseminating or re-disseminating the information received for another purpose other
than execution of the contract also constitutes misuse. I further understand that the occurrence
of misuse does not depend upon whether or not I receive additional compensation for such
authorized activity. Such exposure for misuse includes, but is not limited to, suspension or loss
of employment and prosecution for state and federal crimes.

Printed Name/Signature of Contractor Employee Date

Printed Name/Signature of Contractor Representative Date

Organization and Title of Contractor Representative
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