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FRAMEWORK AGREEMENT
THIS FRAMEWORK AGREEMENT is made between the CITY AND COUNTY OF
DENVER, a municipal corporation of the State of Colorado (the “City”), and LIQUIDITY SERVICES
OPERATIONS LLC, a Delaware limited liability company, whose address is 6931 Arlington Rd, Suite
460, Bethesda, MD 20814 (the “Contractor”), individually a “Party” and jointly “the Parties.”

RECITALS

WHEREAS, the City desires to sell its surplus property to the public, and the Contractor provides
a web-based auction platform that facilitates such sales through the Contractor's website, allowing for the
collection and remittance of proceeds to the City, for which service the City has awarded this Agreement
to the Contractor.

NOW, THEREFORE, in consideration of the mutual covenants and agreements hereinafter set
forth and valuable consideration, the receipt and sufficiency of which are hereby acknowledged, the
Parties incorporate the recitals set forth above agree as follows.

1. COORDINATION AND LIAISON: The Contractor shall fully coordinate all Work under this
Agreement with the City’s Chief Information Officer (““CIO”) or other designated personnel of the
Department of Technology Services (“Agency” or “TS”).

2. DEFINITIONS
2.1. “City Data” means all information processed or stored on computers or other electronic media

by the City or on the City’s behalf or provided to the Contractor for such processing or storage,
as well as any information derived from such information. City Data includes, without limitation:
(i) information on paper or other non-electronic media provided to the Contractor for computer
processing or storage, or information formerly on electronic media; (ii) information provided to
the Contractor by the City, other users, or by other third parties; and (iii) personally identifiable
information, confidential or sensitive information, or other regulated data from such users or other
third parties, including from the City’s employees. City Data does not include any buyer or
transactional data, which is the Contractor’s data and not deliverables hereunder.

2.2. “D(d)ata” means information, regardless of form, that can be read, transmitted, or processed.

2.3. “Deliverable(s)” means a tangible object, SaaS, or On-Premise Software that is provided to the
City by the Contractor under this Agreement.

2.4. “Effective Date” means the date on which this Agreement is approved and signed by the City as
shown on the City’s signature page.

2.5. “Exhibits” means the exhibits and attachments included with this Agreement.

2.6. “On-Premise Software” means software that the Contractor provides for the City’s use. For the
avoidance of doubt, On-Premise Software does not include SaaS, though On-Premise Software
may interface with SaaS. For the avoidance of doubt, there is no On-Premise Software provided
under this Agreement.

2.7. “SaaS” means a software-as-a-service that the Contractor hosts (directly or indirectly) for the
City’s use. For the avoidance of doubt, SaaS does not include Services or On-Premise Software.
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2.8. “Service(s)” means the technology related professional services to be performed by the
Contractor as set forth in this Agreement and shall include any services or support provided by
the Contractor under this Agreement.

2.9. “Specifications” refers to such technical and functional specifications for On-Premise Software,
SaaS, and/or Deliverables included or referenced in an Exhibit.

2.10. “Subcontractor” means any third party engaged by the Contractor to aid in performance
of the Work.

2.11. “Task Order” means a document issued in accordance with this Agreement that
specifically describes the Work to be performed.

2.12. “Work” means the On-Premise Software, SaaS, Services, hardware, or Deliverables
provided and/or performed pursuant to this Agreement.

3. SOFTWARE AS A SERVICE, SUPPORT, AND SERVICES TO BE PERFORMED: As the
City directs, the Contractor shall diligently undertake, perform, and make available the technology
related Work set forth in the Exhibits to the City’s satisfaction. The City shall have no liability to
compensate the Contractor for Work that is not specifically authorized by this Agreement. The Work
shall be provided and performed as stated herein and shall conform to the Specifications. The
Contractor is ready, willing, and able to provide the Work required by this Agreement. The Contractor
shall faithfully perform any Work in accordance with the standards of care, skill, training, diligence,
and judgment provided by highly competent individuals performing services of a similar nature to
those described in this Agreement and in accordance with the terms of this Agreement.

4. TASK ORDERS FOR ADDITIONAL PRODUCTS AND SERVICES
4.1. To initiate a Task Order, the City will provide a request to the Contractor describing the general

scope and intent of the Work it desires the Contractor to perform under that Task Order. The
Contractor shall submit a proposal, which shall include a quote, to the City in response to the
City’s request. All Task Orders, signed by the Parties, shall be issued in accordance with this
Agreement using the rates contained therein. Each Task Order shall include a detailed scope of
work, level of effort, timeline for completion, rates or fixed fee pricing, and payment schedule,
including a “not to exceed” amount, specific to each Task Order. Task Orders shall be construed
to be in addition to, supplementary to, and consistent with the provisions of this Agreement. In
the event of a conflict between a particular provision of any Task Order and a provision of this
Agreement, this Agreement shall take precedence. A Task Order may be amended by the Parties
by a written instrument prepared by the Parties jointly and signed by their authorized
representatives.

4.2. The City is not required to execute any minimum number of Task Orders under this Agreement,
and the City reserves the right to execute Task Orders with the Contractor at its sole discretion.
The City shall have no liability to compensate the Contractor for any Work not specifically set
forth in this Agreement or a properly executed Task Order. In no event shall a Task Order term
extend beyond the Term unless the City has specifically agreed in writing. If this Agreement is
terminated for any reason, each Task Order hereunder shall also terminate unless the City has
specifically directed otherwise in writing. Task Orders may also be terminated in accordance with
this Agreement’s termination provisions. The Contractor agrees to fully coordinate its provision
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of Services with any third party under contract with the City doing work or providing Services

which affect the Contractor’s performance.

4.3. The Contractor represents and warrants that all Services under a Task Order will be performed by
qualified personnel in a professional and workmanlike manner, consistent with industry standards;
all Services and/or Deliverables will conform to applicable, agreed upon specifications, if any;
and, it has the requisite ownership, rights and licenses to perform its obligations under this
Agreement fully as contemplated hereby and to grant to the City all rights with respect to any
software and Services free and clear from any and all liens, adverse claims, encumbrances and
interests of any third party.

5. TERM: This Agreement will commence on August 1, 2025, and will expire, unless sooner terminated,
on August 1, 2030 (the “Term”). Subject to the City’s prior written authorization, the Contractor shall
complete any work in progress as of the expiration date and the Term will extend until the work is
completed or earlier terminated by the City.

6. COMPENSATION AND PAYMENT
6.1. Fees: This Agreement does not permit the expenditure of funds by the City. The Contractor will

arrange for the sale of surplus City property, collecting the revenue from the sale of that property

and remitting those funds to the City as further described in Exhibit A.

6.2. Reimbursement Expenses: There are no reimbursable expenses allowed under this Agreement.
The City will not be obligated to pay the Contractor for any other fees, costs, expenses, or charges
of any nature that may be incurred and paid by the Contractor in performing their obligations
under this Agreement including but not limited to personnel costs, benefits, contract labor,
overhead, administrative costs, operating costs, supplies, equipment, and out-of-pocket expenses.

6.3. Maximum Contract Amount
6.3.1. Notwithstanding any other provision of this Agreement, the City’s maximum payment

obligation will not exceed Zero Dollars (the “City Maximum Agreement Amount”). The
City is not obligated to execute an Agreement or any amendments for any further Work,
including any Services performed by the Contractor beyond that specifically described in
the attached Exhibits. Any Work performed beyond those in the attached Exhibits are
performed at the Contractor’s risk and without authorization under this Agreement.

6.3.2. The City’s payment obligation, whether direct or contingent, extends only to funds
appropriated annually by the Denver City Council, paid into the Treasury of the City, and
encumbered for the purpose of this Agreement. The City does not by this Agreement
irrevocably pledge present cash reserves for payment or performance in future fiscal years.
This Agreement does not and is not intended to create a multiple-fiscal year direct or
indirect debt or financial obligation of the City.

7. TAXES, CHARGES AND PENALTIES: The City shall not be liable for the payment of taxes, late
charges, or penalties of any nature other than the compensation stated herein, except for any additional
amounts which the City may be required to pay under D.R.M.C. § 20-107 to § 20-115.

8. STATUS OF CONTRACTOR: The Contractor is an independent contractor retained to perform
professional or technical services for limited periods of time. Neither the Contractor nor any of its
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9.

employees are employees or officers of the City under Chapter 18 of the Denver Revised Municipal
Code, or for any purpose whatsoever. Nothing contained in this Agreement shall be construed as
creating any agency, partnership, joint venture, or other form of joint enterprise, or employment
relationship between the Parties.

TERMINATION

9.1

9.2.

9.3.

9.4.

9.5.

Either Party may terminate this Agreement, and the City may terminate a product under this
Agreement, for the other Party’s material breach by written notice specifying in detail the nature
of the breach, effective in thirty (30) days unless the other Party first cures such breach, or
effective immediately if the breach is not subject to cure.

The City has the right to terminate this Agreement or a product under this Agreement without
cause upon thirty (30) days prior written notice to the Contractor. Nothing gives the Contractor
the right to perform under this Agreement beyond the time when its Work becomes unsatisfactory
to the City. Notwithstanding anything to the contrary contained in this Agreement, if the City
terminates this Agreement without cause, the City shall be under no obligation to make further
payment(s) for any remaining subscription years, licensing fees, or support costs as outlined in
the attached Exhibits once the then current annual term expires; provide that, the City shall not be
entitled to any refund, unless stated otherwise in the Exhibits, for the remainder of the prepaid
annual term then in effect at the time of this Agreement’s early termination without cause.
Notwithstanding the preceding paragraph, the City may terminate this Agreement if the
Contractor or any of its officers or employees are convicted, plead nolo contendere, enter into a
formal agreement in which they admit guilt, enter a plea of guilty or otherwise admit culpability
to criminal offenses of bribery, kickbacks, collusive bidding, bid-rigging, antitrust, fraud, undue
influence, theft, racketeering, extortion or any offense of a similar nature in connection with the
Contractor’s business. Termination for the reasons stated in this paragraph is effective upon
receipt of notice.

Upon termination of this Agreement, with or without cause, the Contractor shall have no claim
against the City by reason of, or arising out of, incidental or relating to termination, except for
compensation for work duly requested and satisfactorily performed. Upon The City’s request or
upon termination, the Contractor shall return to the City all property placed in the Contractor’s
possession or control pursuant to this Agreement.

The City is entering into this Agreement to serve the public interest of the City as determined by
its governing bodies. If this Agreement ceases to further the public interest of the City, or if the
City fails to appropriate the necessary funding to continue this Agreement, the City, in its
discretion, may terminate this Agreement in whole or in part. A determination that this Agreement
should be terminated in the public interest or for lack of appropriation shall not be equivalent to
a City right to terminate for convenience or without cause. This Subsection shall not apply to a
termination of this Agreement by the City for a breach of contract by the Contractor. If the City
terminates this Agreement in the public interest or for lack of appropriation, the City shall pay the
Contractor an amount equal to the percentage of the total reimbursement payable under this
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10.

11.

12.

Agreement that corresponds to the percentage of Work satisfactorily delivered or completed and
accepted, as determined by the City, less payments previously made.
EXAMINATION OF RECORDS AND AUDITS: Any authorized agent of the City, including the
City Auditor or his or her representative, has the right to access, and the right to examine, copy and
retain copies, at City’s election in paper or electronic form, any pertinent books, documents, papers
and records related to the Contractor’s performance pursuant to this Agreement, provision of any
goods or services to the City, and any other transactions related to this Agreement. The Contractor
shall cooperate with City representatives and City representatives shall be granted access to the
foregoing documents and information during reasonable business hours and until the latter of three (3)
years after the final payment under this Agreement or expiration of the applicable statute of limitations.
When conducting an audit of this Agreement, the City Auditor shall be subject to government auditing
standards issued by the United States Government Accountability Office by the Comptroller General
of the United States, including with respect to disclosure of information acquired during the course of
an audit. No examination of records and audits pursuant to this paragraph shall require the Contractor
to make disclosures in violation of state or federal privacy laws. The Contractor shall at all times
comply with D.R.M.C. 20-276.
WHEN RIGHTS AND REMEDIES NOT WAIVED: In no event shall any action by either Party
hereunder constitute or be construed to be a waiver by the other Party of any breach of covenant or
default which may then exist on the part of the Party alleged to be in breach, and the non-breaching
Party’s action or inaction when any such breach or default shall exist shall not impair or prejudice any
right or remedy available to that Party with respect to such breach or default; and no assent, expressed
or implied, to any breach of any one or more covenants, provisions or conditions of this Agreement
shall be deemed or taken to be a waiver of any other breach.
INSURANCE
12.1. General Conditions: The Contractor agrees to secure, at or before the time of execution
of this Agreement, the following insurance covering all operations, goods or services provided
pursuant to this Agreement. The Contractor shall keep the required insurance coverage in force at
all times during the term of this Agreement, including any extension thereof, and during any
warranty period. The required insurance shall be underwritten by an insurer licensed or authorized
to do business in Colorado and rated by A.M. Best Company as “A-VIII" or better. Each policy
shall require notification to the City in the event any of the required policies be canceled or non-
renewed before the expiration date thereof. Such written notice shall be sent to the parties
identified in the Notices Section of this Agreement. Such notice shall reference the City contract
number listed on the signature page of this Agreement. Said notice shall be sent thirty (30) days
prior to such cancellation or non-renewal unless due to non-payment of premiums for which
notice shall be sent ten (10) days prior. If such written notice is unavailable from the insurer, the
Contractor shall provide written notice of cancellation, non-renewal and any reduction in
coverage to the parties identified in the Notices Section by certified mail, return receipt requested
within three (3) business days of such notice by its insurer(s) and referencing the City’s contract
number. The Contractor shall be responsible for the payment of any deductible or self-insured
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retention. The insurance coverages specified in this Agreement are the minimum requirements,
and these requirements do not lessen or limit the liability of the Contractor. The Contractor shall
maintain, at its own expense, any additional kinds or amounts of insurance that it may deem
necessary to cover its obligations and liabilities under this Agreement.

12.2. Proof of Insurance: The Contractor may not commence services or work relating to this
Agreement prior to placement of coverages required under this Agreement. The Contractor
certifies that the certificate of insurance attached as Exhibit B, preferably an ACORD form,
complies with all insurance requirements of this Agreement. The City requests that the City’s

contract number be referenced on the certificate of insurance. The City’s acceptance of a
certificate of insurance or other proof of insurance that does not comply with all insurance
requirements set forth in this Agreement shall not act as a waiver of the Contractor’s breach of
this Agreement or of any of the City’s rights or remedies under this Agreement. The City’s Risk
Management Office may require additional proof of insurance, including but not limited to
policies and endorsements.

12.3. Additional Insureds: For Commercial General Liability, Auto Liability and Excess
Liability/Umbrella (if required), the Contractor and Subcontractor’s insurer(s) shall include the
City and County of Denver, its elected and appointed officials, employees, and volunteers as
additional insured.

12.4. Waiver of Subrogation: For all coverages required under this Agreement, with the
exception of Professional Liability — if required, the Contractor’s insurer shall waive subrogation
rights against the City.

12.5. Subcontractors and Subconsultants: The Contractor shall confirm and document that all
Subcontractors and subconsultants (including independent contractors, suppliers or other entities
providing goods or services required by this Agreement) procure and maintain coverage as
approved by the Contractor and appropriate to their respective primary business risks considering
the nature and scope of services provided.

12.6. Workers’ Compensation and Emplover’s Liability Insurance: The Contractor shall
maintain the coverage as required by statute for each work location and shall maintain Employer’s
Liability insurance with limits of $100,000 per occurrence for each bodily injury claim, $100,000
per occurrence for each bodily injury caused by disease claim, and $500,000 aggregate for all
bodily injuries caused by disease claims.

12.7. Commercial General Liability: The Contractor shall maintain a Commercial General
Liability insurance policy with minimum limits of $1,000,000 for each bodily injury and property
damage occurrence, $2,000,000 products and completed operations aggregate (if applicable), and
$2,000,000 policy aggregate.

12.8. Automobile Liability: The Contractor shall maintain Automobile Liability with minimum
limits of $1,000,000 combined single limit applicable to all owned, hired, and non-owned vehicles
used in performing services under this Agreement.

12.9. Cyber Liability: The Contractor shall maintain Cyber Liability coverage with minimum
limits of $1,000,000 per occurrence and $1,000,000 policy aggregate covering claims involving
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privacy violations, information theft, damage to or destruction of electronic information,
intentional and/or unintentional release of private information, alteration of electronic
information, extortion and network security. If Claims Made, the policy shall be kept in force, or
a Tail policy placed, for three (3) years.

13. DEFENSE AND INDEMNIFICATION

13.1. The Contractor hereby agrees to defend, indemnify, reimburse and hold harmless City, its
appointed and elected officials, agents and employees for, from and against all liabilities, claims,
judgments, suits or demands for damages to persons or property arising out of, resulting from, or
relating to the work performed under this Agreement (“Claims”), unless such Claims have been
specifically determined by the trier of fact to be the sole negligence or willful misconduct of the
City. This indemnity shall be interpreted in the broadest possible manner to indemnify City for
any acts or omissions of the Contractor or its Subcontractors either passive or active, irrespective
of fault, including City’s concurrent negligence whether active or passive, except for the sole
negligence or willful misconduct of City.

13.2. The Contractor’s duty to defend and indemnify City shall arise at the time written notice
of the Claim is first provided to City regardless of whether Claimant has filed suit on the Claim.
the Contractor’s duty to defend and indemnify City shall arise even if City is the only party sued
by claimant and/or claimant alleges that City’s negligence or willful misconduct was the sole
cause of claimant’s damages.

13.3. The Contractor will defend any and all Claims which may be brought or threatened against
City and will pay on behalf of City any expenses incurred by reason of such Claims including,
but not limited to, court costs and attorney fees incurred in defending and investigating such
Claims or seeking to enforce this indemnity obligation. Such payments on behalf of City shall be
in addition to any other legal remedies available to City and shall not be considered City’s
exclusive remedy.

13.4. Insurance coverage requirements specified in this Agreement shall in no way lessen or limit
the liability of the Contractor under the terms of this indemnification obligation. The Contractor
shall obtain, at its own expense, any additional insurance that it deems necessary for the City’s
protection.

13.5. The Contractor shall indemnify, save, and hold harmless the indemnified parties, against
any and all costs, expenses, claims, damages, liabilities, and other amounts (including attorneys’
fees and costs) incurred by the indemnified parties in relation to any claim that any Work provided
by the Contractor under this Agreement (collectively, “IP Deliverables”), or the use thereof,
infringes a patent, copyright, trademark, trade secret, or any other intellectual property right. The
Contractor’s obligations hereunder shall not extend to the combination of any IP Deliverables
provided by the Contractor with any other product, system, or method, unless the other product,
system, or method is (i) provided by the Contractor or the Contractor’s subsidiaries or affiliates;
(ii) specified by the Contractor to work with the IP Deliverables; (iii) reasonably required in order
to use the IP Deliverables in its intended manner and the infringement could not have been
avoided by substituting another reasonably available product, system, or method capable of
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14.

15.

16.

17.

performing the same function; or (iv) is reasonably expected to be used in combination with the
IP Deliverables.

13.6. The Contractor shall indemnify, save, and hold harmless the indemnified parties against all
costs, expenses, claims, damages, liabilities, court awards and other amounts, including attorneys’
fees and related costs, incurred by the indemnified parties in relation to the Contractor’s failure to
comply with 8§ 24-85-101, et seq., C.R.S., or the Accessibility Standards for Individuals with a
Disability as established pursuant to § 24-85-103 (2.5), C.R.S. This indemnification obligation
does not extend to the City’s generated content using the Contractor’s software, including any
configuration or customization of the Contractor’s software by the City.

13.7. This defense and indemnification obligation shall survive the expiration or termination of
this Agreement.

LIMITATION OF THE CONTRACTOR’S LIABILITY: To the extent permitted by law, the
liability of the Contractor, its Subcontractors, and their respective personnel to the City for any claims,
liabilities, or damages relating to this Agreement shall be limited to damages, including but not limited
to direct losses, consequential, special, indirect, incidental, punitive or exemplary loss, loss or
unauthorized disclosure of City Data, not to exceed three (3) times the Maximum Agreement Amount
payable by the City under this Agreement. No limitation on the Contractor's liability to the City under
this Section shall limit or affect: (i) the Contractor’s indemnification obligations to the City under this
Agreement; (ii) any claims, losses, or damages for which coverage is available under any insurance
required under this Agreement; (iii) claims or damages arising out of bodily injury, including death,
or damage to tangible property of the City; or (iv) claims or damages resulting from the recklessness,
bad faith, or intentional misconduct of the Contractor or its Subcontractors.
COLORADO GOVERNMENTAL IMMUNITY ACT: The Parties hereto understand and agree
that the City is relying upon, and has not waived, the monetary limitations and all other rights,
immunities and protection provided by the Colorado Governmental Act, § 24-10-101, et seq., C.R.S.
COMPLIANCE WITH APPLICABLE LAWS AND POLICIES: The Contractor shall comply
with all applicable laws, rules, regulations and codes of the United States, the State of Colorado; and
with the Charter, ordinances, rules, regulations, public health orders, and Executive Orders of the City
and County of Denver that are applicable to the Contractor’s performance hereunder. These laws,
regulations, and other authorities are incorporated by reference herein to the extent that they are
applicable. Any of the Contractor’s personnel visiting the City’s facilities will comply with all
applicable City policies regarding access to, use of, and conduct within such facilities. The City will
provide copies of such policies to the Contractor upon request.

COMPLIANCE WITH DENVER WAGE LAWS: To the extent applicable to the Contractor’s

provision of Services hereunder, the Contractor shall comply with, and agrees to be bound by, all rules,

regulations, requirements, conditions, and City determinations regarding the City’s Minimum Wage
and Civil Wage Theft Ordinances, Sections 58-1 through 58-26 D.R.M.C., including, but not limited
to, the requirement that every covered worker shall be paid all earned wages under applicable state,
federal, and city law in accordance with the foregoing D.R.M.C. Sections. By executing this
Agreement, the Contractor expressly acknowledges that the Contractor is aware of the requirements
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18.

19.

20.

of the City’s Minimum Wage and Civil Wage Theft Ordinances and that any failure by the Contractor,
or any other individual or entity acting subject to this Agreement, to strictly comply with the foregoing
D.R.M.C. Sections shall result in the penalties and other remedies authorized therein.

DATA PROTECTION: The Contractor recognizes and agrees that: (i) City Data is valuable property
of the City; (ii) City Data may include Confidential Information, protected or regulated data, and trade
secrets of the City; and (iii) the City has dedicated substantial resources to collecting, managing,
protecting, and compiling City Data. The Contractor recognizes and agrees that City Data may contain
personally identifiable information or other sensitive information, even if the presence of such
information is not labeled or disclosed. If the Contractor receives access to City Data, the Contractor
shall comply with all applicable data protection laws, including the Colorado Consumer Protection
Act and the Colorado Privacy Act, to the extent applicable. Other such obligations may arise from the
Health Information Portability and Accountability Act (HIPAA), IRS Publication 1075, Payment Card
Industry Data Security Standard (PCI-DSS), and the FBI Criminal Justice Information Service
Security Addendum. At a minimum, the Contractor shall implement and maintain all appropriate
administrative, physical, technical, and procedural safeguards necessary and appropriate to ensure
compliance with the standards and guidelines applicable to the Contractor’s performance under this
Agreement. The Contractor shall also comply with the terms and conditions in the attached Exhibit
C, Information Technology Provisions. Any Exhibit or external term hereto may not waive or modify
the Contractor’s legal obligations to protect City Data in compliance with applicable law under this
Agreement.

SAFEGUARDING PERSONAL INFORMATION: “PII” means personally identifiable
information including, without limitation, any information maintained by the City about an individual
that can be used to distinguish or trace an individual’s identity, including, but not limited to, first and
last name, residence or other physical address, banking information, electronic mail address, telephone
number, credit card information, an official government-issued driver’s license or identification card
number, social security number or tax identification number, date and place of birth, mother’s maiden
name, or biometric records. PII includes, but is not limited to, all information defined as personally
identifiable information in 88§ 24-73-101, C.R.S. “PII” shall also include “personal information” as
defined in 8 24-73-103(1)(g), C.R.S. If the Contractor or any of its Subcontractors receives PIl under
this Agreement, the Contractor shall provide for the security of such PII, in a manner and form
acceptable to the City, including, without limitation, non-disclosure requirements, use of appropriate
technology, security practices, computer and data access security, data storage and transmission
encryption, security inspections, and audits. As applicable, the Contractor shall be a “Third-Party
Service Provider” as defined in § 24-73-103(1)(i), C.R.S., and shall maintain security procedures and
practices consistent with 88 24-73-101, et seq., C.R.S. In addition, as set forth in § 28-251, D.R.M.C.,
the Contractor, including, but not limited to, the Contractor’s employees, agents, and Subcontractors,
shall not collect or disseminate individually identifiable information about the national origin,
immigration, or citizenship status of any person, over and above the extent to which the City is required
to collect or disseminate such information in accordance with any federal, state, or local law.
SECURITY BREACH AND REMEDIATION
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20.1. Security Breach: If the Contractor becomes aware of a confirmed and Reportable
unauthorized acquisition or disclosure of unencrypted data, in any form, that compromises the
security, access, confidentiality, or integrity of City Data (a “Security Breach”), the Contractor
shall notify the City in the most expedient time and without unreasonable delay. A Security
Breach shall also include, without limitation, any confirmed and Reportable (i) attempts to gain
unauthorized access to a City system or City Data regardless of where such information is located,;
(if) unwanted disruption or denial of service; (iii) the unauthorized use of a City system for the
processing or storage of data; or (iv) changes to the City’s system hardware, firmware, or software
characteristics without the City’s knowledge, instruction, or consent. Any oral notice of a Security
Breach provided by the Contractor shall be immediately followed by a written notice to the City.
“Reportable” in this section 20.1 shall mean an event that Contractor, with the assistance of
counsel, has deemed (a) to be reportable to the Securities and Exchange Commission (SEC) and/or
(b) to require notice to certain affected parties under applicable law.

20.2. Remediation: The Contractor shall implement and maintain a program for managing
actual or suspected Security Breaches. In the event of a Security Breach, the Contractor shall
cooperate with the City and law enforcement agencies, when applicable, to investigate and resolve
the Security Breach, including, without limitation, providing reasonable assistance to the City in
notifying third parties. The Contractor shall provide the City prompt access to such records related
to a Security Breach as the City may reasonably request; provided such records will be the
Contractor’s Confidential Information, and the Contractor will not be required to provide the City
with records belonging to, or compromising the security of, its other customers. The provisions
of this Subsection do not limit the City’s other rights or remedies, if any, resulting from a Security

Breach. In addition, unless the Security Breach resulted from the City’s sole act or omission, the
Contractor shall promptly reimburse the City for reasonable costs incurred by the City in any
investigation, remediation or litigation resulting from any Security Breach, including but not
limited to providing notification to third parties whose data was compromised and to regulatory
bodies, law-enforcement agencies, or other entities as required by law or contract; establishing
and monitoring call center(s), and credit monitoring and/or identity restoration services to assist
each person impacted by a Security Breach in such a fashion that, in the City’s sole discretion,
could lead to identity theft; and the payment of reasonable legal fees and expenses, audit costs,
fines and penalties, and other fees imposed by regulatory agencies, courts of law, or contracting
partners as a result of the Security Breach attributable to the Contractor or its Subcontractors.
21. ACCESSIBILITY AND ADA WEBSITE COMPLIANCE

21.1. Compliance: The Contractor shall comply with, and the Work provided under this
Agreement shall be in compliance with, all applicable provisions of §8 24-85-101, et seq., C.R.S.,
and the Accessibility Standards for Individuals with a Disability, as established pursuant to
Section § 24-85-103 (2.5), C.R.S. (collectively, the “Guidelines”), to the extent required by law.
The Contractor shall also comply with Level AA of the most current version of the Web Content
Accessibility Guidelines (WCAG), incorporated in the State of Colorado technology standards.
Notwithstanding the foregoing, both Parties acknowledge that the Contractor is currently in the
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process of implementing Level AA of the WCAG but that such implementation is not complete.
Contractor agrees to diligently proceed with such implementation.

21.2. Testing: The City may require the Contractor’s compliance to be determined by a third
party selected by the City to attest that the Contractor’s has performed all obligations under this
Agreement in compliance with 88 24-85-101, et seq., C.R.S., and the Accessibility Standards for
Individuals with a Disability as established pursuant to § 24-85-103 (2.5), C.R.S.

21.3. Validation and Remediation: The Contractor agrees to promptly respond to and resolve
any instance of noncompliance regarding accessibility in a timely manner and shall remedy any
noncompliant Work at no additional cost to the City. If the City reasonably determines
accessibility issues exist, the Contractor shall provide a “roadmap” for remedying those
deficiencies on a reasonable timeline to be approved by the City. Resolution of reported
accessibility issue(s) that may arise shall be addressed as high priority, and failure to make
satisfactory progress towards compliance with the Guidelines, as agreed to in the roadmap, shall
constitute a breach of contract and be grounds for termination or non-renewal of this Agreement.

22. CONFIDENTIAL INFORMATION

22.1. “Confidential Information” means all information or data, regardless of form, not subject
to disclosure under the Colorado Open Records Act, 88 24-72-201, et seqg., C.R.S. (“CORA”),
and is marked or identified at the time of disclosure as being confidential, proprietary, or its
equivalent. Each of the Parties may disclose (a “Disclosing Party”) or permit the other Party (the
“Receiving Party”) access to the Disclosing Party’s Confidential Information in accordance with
the following terms. Except as specifically permitted in this Agreement or with the prior express
written permission of the Disclosing Party, the Receiving Party shall not: (i) disclose, allow access
to, transmit, transfer or otherwise make available any Confidential Information of the Disclosing
Party to any third party other than its employees, Subcontractors, agents and consultants that need
to know such information to fulfill the purposes of this Agreement, and in the case of non-
employees, with whom it has executed a non-disclosure or other agreement which limits the use,
reproduction and disclosure of the Confidential Information on terms that afford at least as much
protection to the Confidential Information as the provisions of this Agreement; or (ii) use or
reproduce the Confidential Information of the Disclosing Party for any reason other than as
reasonably necessary to fulfill the purposes of this Agreement. This Agreement does not transfer
ownership of Confidential Information or grant a license thereto. The City will retain all right,
title, and interest in its Confidential Information.

22.2. The Contractor shall provide for the security of Confidential Information and information
which may not be marked but constitutes personally identifiable information or other federally or
state regulated information (“Regulated Data”) in accordance with all applicable laws and
regulations. If the Contractor receives Regulated Data outside the scope of this Agreement, it shall
promptly notify the City.

22.3. Disclosed information or data that the Receiving Party can establish: (i) was lawfully in
the Receiving Party’s possession before receipt from the Disclosing Party; or (ii) is or becomes a
matter of public knowledge through no fault of the Receiving Party; or (iii) was independently
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developed or discovered by the Receiving Party; or (iv) was received from a third party that was
not under an obligation of confidentiality, shall not be considered Confidential Information under
this Agreement. The Receiving Party will inform necessary employees, officials, Subcontractors,
agents, and officers of the confidentiality obligations under this Agreement, and all requirements
and obligations of the Receiving Party under this Agreement shall survive the expiration or earlier
termination of this Agreement.

22.4. Nothing in this Agreement shall in any way limit the ability of the City to comply with any
laws or legal process concerning disclosures by public entities. The Parties understand that all
materials exchanged under this Agreement, including Confidential Information, may be subject
to CORA. In the event of a request to the City for disclosure of possible confidential materials,
the City shall advise the Contractor of such request to give the Contractor the opportunity to object
to the disclosure of any of its materials which it marked as, or otherwise asserts is, proprietary or
confidential. If the Contractor objects to disclosure of any of its material, the Contractor shall
identify to the City the legal basis under CORA for any right to withhold. In the event of any
action or the filing of a lawsuit to compel disclosure, the Contractor agrees to intervene in such
action or lawsuit to protect and assert its claims of privilege against disclosure of such material or
waive the same. If the matter is not resolved, the City will tender all material to the court for
judicial determination of the issue of disclosure. The Contractor further agrees to defend,
indemnify, and save and hold harmless the City, its officers, agents, and employees, from any
claim, damages, expense, attorneys’ fees, or costs arising out of the Contractor’s intervention to
protect and assert its claim of privilege against disclosure under this Section.

23. ASSIGNMENT; SUBCONTRACTING: The Contractor shall not sell, transfer, assign, subcontract
performance obligations, or otherwise dispose of this Agreement or any portion thereof, including any
right, title, or interest therein, without the City's prior written consent. The City shall not unreasonably
withhold approval of an assignment when the Contractor is in full compliance with this Agreement
and the proposed assignee, in the City's opinion, possesses sufficient business experience, aptitude,
and financial resources to perform its obligations under this Agreement. The City may, at its
reasonable discretion, approve the assignment, subcontract, or transfer in writing, deny it, or refer the
matter to the City's governing bodies for approval. The City may execute its written approval of
assignment through a signed consent letter without requiring a formal amendment to this Agreement,
provided such consent letter explicitly references this Agreement. Any approved assignee shall be
subject to all terms and conditions of this Agreement and other supplemental contractual documents;
however, no approval by the City shall obligate the City beyond the provisions of this Agreement.
Any assignment or subcontracting without the City's consent shall be ineffective and void and shall
constitute grounds for termination of this Agreement by the City. Should unauthorized assignment or
subcontracting occur, the Contractor shall remain responsible to the City, and no contractual
relationship shall be created between the City and any subcontractor or assignee. This provision shall
also apply to any reassignment of this Agreement due to change in ownership of the Contractor, and
the Contractor shall notify the City in writing of any assignment due to change in ownership within
thirty (30) days of such change.

LIQUIDITY SERVICES OPERATIONS LLC
City Contract No. 202578891
Page 12 of 17



Docusign Envelope ID: 8AFBC79A-39EE-4E5E-9880-F45BC1AE4627

24,

25.

26.

27.

28.

29.

NO THIRD-PARTY BENEFICIARY:: Enforcement of the terms of this Agreement and all rights of
action relating to enforcement are strictly reserved to the Parties. Nothing contained in this Agreement
gives or allows any claim or right of action to any third person or entity. Any person or entity other
than the City or the Contractor receiving services or benefits pursuant to this Agreement is an
incidental beneficiary only.

NO AUTHORITY TO BIND CITY TO CONTRACTS: The Contractor lacks any authority to bind
the City on any contractual matters. Final approval of all contractual matters that purport to obligate
the City must be executed by the City in accordance with the City’s Charter and the Denver Revised
Municipal Code.

AGREEMENT AS COMPLETE INTEGRATION-AMENDMENTS: Except for the functional
requirements provided in response to a request for proposal and/or any subsequent enhancement of
the SOW or other implementation documentation that may be developed after execution of this
Agreement, this Agreement is the complete integration of all understandings between the Parties as to
the subject matter of this Agreement. No prior, contemporaneous, or subsequent addition, deletion,
or other modification has any force or effect, unless embodied in this Agreement in writing. No oral
representation by any officer or employee of the City at variance with the terms of this Agreement or
any written amendment to this Agreement will have any force or effect or bind the City.
SEVERABILITY: Except for the provisions of this Agreement requiring appropriation of funds and
limiting the total amount payable by the City, if a court of competent jurisdiction finds any provision
of this Agreement or any portion of it to be invalid, illegal, or unenforceable, the validity of the
remaining portions or provisions will not be affected, if the intent of the Parties can be fulfilled.
CONFLICT OF INTEREST: No employee of the City shall have any personal or beneficial interest
in the Services or property described in this Agreement. The Contractor shall not hire, or contract for
services with, any employee or officer of the City that would be in violation of the City’s Code of
Ethics, D.R.M.C. § 2-51, et seq. or the Charter §§ 1.2.8, 1.2.9, and 1.2.12. The Contractor shall not
engage in any transaction, activity or conduct that would result in a conflict of interest under this
Agreement. The Contractor represents that it has disclosed any and all current or potential conflicts
of interest. A conflict of interest shall include transactions, activities or conduct that would affect the
judgment, actions or work of the Contractor by placing the Contractor’s own interests, or the interests
of any party with whom the Contractor has a contractual arrangement, in conflict with those of the
City. The City, in its sole discretion, will determine the existence of a conflict of interest and may
terminate this Agreement in the event it determines a conflict exists, after it has given the Contractor
written notice describing the conflict.

NOTICES: All notices required by the terms of this Agreement must be hand delivered, sent by
overnight courier service, mailed by certified mail, return receipt requested, electronic mail with read
receipt requested, or mailed via United States mail, postage prepaid, if to the Contractor at the
aforementioned address, and if to the City at: Chief Information Officer, Denver Technology Services,
201 West Colfax Avenue, Dept. 301, Denver, Colorado 80202; with a copy to: Denver City Attorney’s
Office, 1437 Bannock St., Room 353, Denver, Colorado 80202. Unless otherwise provided in this
Agreement, notices shall be effective upon delivery of the written notice. Notices sent by certified
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30.

31.

32.

33.

34,

mail are effective upon receipt. Notices sent by mail are effective upon deposit with the U.S. Postal
Service. If a Party delivers a notice through email and the email is undeliverable, then, unless the Party
has been provided with an alternate email contact, the Party delivering the notice shall deliver the
notice by certified or registered mail to the addresses set forth herein. The Parties may designate
electronic and substitute addresses where or persons to whom notices are to be mailed or delivered.
However, these substitutions will not become effective until actual receipt of written notification.
DISPUTES: All disputes between the City and the Contractor arising out of or regarding this
Agreement will be resolved by administrative hearing pursuant to the procedure established by
D.R.M.C. § 56-106(b)-(f). For the purposes of that administrative procedure, the City official
rendering a final determination shall be the CIO as defined in this Agreement. In the event of a dispute
between the Parties, the Contractor will continue to perform its obligations under this Agreement
during the resolution of the dispute until this Agreement is terminated in accordance with its terms.
GOVERNING LAW; VENUE: This Agreement will be construed and enforced in accordance with
applicable federal law, the laws of the State of Colorado, and the Charter, Revised Municipal Code,
ordinances, regulations and Executive Orders of the City and County of Denver, which are expressly
incorporated into this Agreement. Unless otherwise specified, any reference to statutes, laws,
regulations, charter or code provisions, ordinances, executive orders, or related memoranda, includes
amendments or supplements to same. Venue for any legal action relating to this Agreement will be in
the District Court of the State of Colorado, Second Judicial District (Denver District Court).

NO DISCRIMINATION IN EMPLOYMENT: In connection with the performance of work under
this Agreement, the Contractor may not refuse to hire, discharge, promote, demote, or discriminate in
matters of compensation against any person otherwise qualified, solely because of race, color, religion,
national origin, ethnicity, citizenship, immigration status, gender, age, sexual orientation, gender
identity, gender expression, marital status, source of income, military status, protective hairstyle, or
disability. The Contractor shall insert the foregoing provision in all subcontracts.

LEGAL AUTHORITY: The Contractor represents and warrants that it possesses the legal authority,
pursuant to any proper, appropriate, and official motion, resolution or action passed or taken, to enter
into this Agreement. Each person signing and executing this Agreement on behalf of the Contractor
represents and warrants that he has been fully authorized by the Contractor to execute this Agreement
on behalf of the Contractor and to validly and legally bind the Contractor to all the terms,
performances and provisions of this Agreement. The City shall have the right, in its sole discretion,
to either temporarily suspend or permanently terminate this Agreement if there is a dispute as to the
legal authority of either the Contractor or the person signing this Agreement to enter into this
Agreement.

LITIGATION REPORTING: If the Contractor is served with a pleading or other document in
connection with an action before a court or other administrative decision making body, and such
pleading or document relates to this Agreement or may affect the Contractor’s ability to perform its
obligations under this Agreement, the Contractor shall, within 10 days after being served, notify the
City of such action and deliver copies of such pleading or document, unless protected by law, to the
City.
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35.

36.

37.

38.

39.

40.

41.

42.

LICENSES, PERMITS, AND OTHER AUTHORIZATIONS: The Contractor shall secure, prior
to the Term, and shall maintain, at its sole expense, all licenses, certifications, rights, permits, and
other authorizations required to perform its obligations under this Agreement. This Section is a
material part of this Agreement.

NO CONSTRUCTION AGAINST DRAFTING PARTY: The Parties and their respective counsel
have had the opportunity to review this Agreement, and this Agreement will not be construed against
any party merely because any provisions of this Agreement were prepared by a particular party.
ORDER OF PRECEDENCE: In the event of any conflicts between the provisions in the body of
this Agreement, the Exhibits, or any other attachment hereto, the provisions in the body of this
Agreement shall control. For the avoidance of doubt, no terms within any subsequent order form,
invoice, or quote issued by the Contractor to the City shall be binding on the City or take precedence
over the terms of the body of this Agreement regardless of any term contained therein to the contrary.
SURVIVAL OF CERTAIN PROVISIONS: The terms of this Agreement and any Exhibits and
attachments that by reasonable implication contemplate continued performance, rights, or compliance
beyond expiration or termination of this Agreement survive this Agreement and will continue to be
enforceable. Without limiting the generality of this provision, the Contractor’s obligations to provide
insurance and to indemnify the City will survive for a period equal to any and all relevant statutes of
limitation, plus the time necessary to fully resolve any claims, matters, or actions begun within that
period. Furthermore, a grant of property or intellectual property rights to the City that by its terms
continues for longer than the duration of this Agreement will survive expiration or termination of this
Agreement, except termination for the City’s breach of its obligations to pay for such property or
rights. Promptly after termination or expiration of this Agreement, in whole or in part, the Contractor
shall promptly return to the City all City Data and all other information provided by the City in such
format as the City may reasonably require and permanently erase all copies thereof.

INUREMENT: The rights and obligations of the Parties herein set forth shall inure to the benefit of
and be binding upon the Parties hereto and their respective successors and assigns permitted under
this Agreement.

TIME IS OF THE ESSENCE: The Parties agree that in the performance of the terms, conditions,
and requirements of this Agreement, time is of the essence.

FORCE MAJEURE: Neither Party shall be responsible for failure to fulfill its obligations hereunder
or liable for damages resulting from delay in performance as a result of war, fire, strike, riot or
insurrection, natural disaster, unreasonable delay of carriers, governmental order or regulation,
complete or partial shutdown of manufactures, unreasonable unavailability of equipment or software
from suppliers, default of a Subcontractor or vendor (if such default arises out of causes beyond their
reasonable control), the actions or omissions of the other Party and/or other substantially similar
occurrences beyond the Party’s reasonable control (“Excusable Delay”). In the event of any such
Excusable Delay, time for performance shall be extended for as may be reasonably necessary to
compensate for such delay.

PARAGRAPH HEADINGS: The captions and headings set forth herein are for convenience of
reference only and shall not be construed to define or limit the terms and provisions hereof.
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43.

44,

45.

46.

47.

48.

49.

CITY EXECUTION OF AGREEMENT: This Agreement is expressly subject to and shall not be
or become effective or binding on the City until it has been fully executed by all signatories of the
City and County of Denver.

ADVERTISING AND PUBLIC DISCLOSURE: The Contractor shall not include any reference to
this Agreement or to Services performed pursuant to this Agreement in any of the Contractor’s
advertising or public relations materials without first obtaining the City’ written approval. Any oral
presentation or written materials related to Services performed under this Agreement will be limited
to Services that have been accepted by the City. The Contractor shall notify the City in advance of the
date and time of any presentation. Nothing in this provision precludes the transmittal of any
information to City officials.

EXTERNAL TERMS AND CONDITIONS DISCLAIMER: Notwithstanding anything to the
contrary herein, the City shall not be subject to any provision including any terms, conditions, or
agreements, and links thereto, appearing on the Contractor’s or a Subcontractor’s website, forms, or
any provision incorporated into any click-through or online agreements related to the Work unless that
provision is specifically incorporated into this Agreement.

PROHIBITED TERMS: Any term included in this Agreement that requires the City to indemnify or
hold the Contractor harmless; requires the City to agree to binding arbitration; limits the Contractor’s
liability for damages resulting from death, bodily injury, or damage to tangible property; requires
payment for any obligation where there has not been an appropriation; requires venue and jurisdiction
outside of the Colorado; or seeks to modify the order of precedence, as stated in the main body of this
Agreement; or that conflicts with this provision in any way shall be void ab initio. All contracts entered
into by the City, except for certain intergovernmental agreements, shall be governed by Colorado law
notwithstanding any term or condition to the contrary.

USE, POSSESSION OR SALE OF ALCOHOL OR DRUGS: To the extent applicable, the
Contractor shall cooperate and comply with the provisions of Executive Order 94 and Attachment A
thereto concerning the use, possession or sale of alcohol or drugs. Violation of these provisions or
refusal to cooperate with implementation of the policy can result in the City barring the Contractor
from City facilities or participating in City operations.

COUNTERPARTS OF THIS AGREEMENT: This Agreement may be executed in counterparts,
each of which shall be deemed to be an original of this Agreement.

ELECTRONIC SIGNATURES AND ELECTRONIC RECORDS: The Contractor consents to the
use of electronic signatures by the City. This Agreement, and any other documents requiring a
signature hereunder, may be signed electronically by the City in the manner specified by the City. The
Parties agree not to deny the legal effect or enforceability of this Agreement solely because it is in
electronic form or because an electronic record was used in its formation. The Parties agree not to
object to the admissibility of this Agreement in the form of an electronic record, or a paper copy of an
electronic document, or a paper copy of a document bearing an electronic signature, on the ground
that it is an electronic record or electronic signature or that it is not in its original form or is not an
original.
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50. ATTACHED EXHIBITS INCORPORATED: The following attached exhibits are hereby
incorporated into and made a material part of this Agreement: Exhibit A, Scope of Work; Exhibit B,
Certificate of Insurance; and Exhibit C, Information Technology Provisions.

REMAINDER OF PAGE INTENTIONALLY LEFT BLANK
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Contract Control Number: TECHS-202578891-00
Contractor Name: LIQUIDITY SERVICES OPERATIONS LLC

IN WITNESS WHEREOF, the parties have set their hands and affixed their seals at
Denver, Colorado as of:

SEAL CITY AND COUNTY OF DENVER:
ATTEST: By:
APPROVED AS TO FORM: REGISTERED AND COUNTERSIGNED:

Attorney for the City and County of Denver

By: By:
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Contract Control Number: TECHS-202578891-00
Contractor Name: LIQUIDITY SERVICES OPERATIONS LLC

DocuSigned by:

By: ﬂftiduui Prie

CCBTY9588953C4TCU.

Michael Price
Name:

(please print)

Title: Vice President Revenue

(please print)

ATTEST: [if required]

By:

Name:

(please print)

Title:

(please print)
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Exhibit A

ONLINE AUCTION PLATFORM SCOPE OF WORK & FEE INFORMATION

Online Auction Requirements: The following minimum requirements shall apply:

1.

Contractor shall provide a fully hosted and secure web-based auction platform. Auction platform
shall not interact with any City computer hardware, software, or database systems. City access to
auction platform shall come through a common web browser only. The City shall have the ability
to have a link (optional), which is seamless to the bidding community, from its auction domain
name to the Contractor’s website, which allows bidders direct access to City auctions with
minimal clicks.

City shall have the ability to sell surplus property online, 24 hours a day, 7 days a week.

City shall have the ability to manage and control all aspects of the auction process online via a
common web browser. This includes, but is not limited to creating auction text, uploading
photos, uploading videos, uploading City terms and conditions, releasing auctions, responding to
bidder questions, payment receipt data, pickup receipt data, as well as having the option to have
the Contractor manage many of these aspects.

City shall have no obligation or commitment to sell, and it is at the City’s sole discretion to use
the Contractor’s auction platform for the sale of City surplus property.

Contractor shall provide a representative to manage the documenting (descriptions, photographs,
videos, etc.) and the uploading (auction creation on govdeals.net) for all vehicles and equipment
located at the City’s four major vehicle fleet operation centers (Police, Fire, Denver International
Airport and the Department of Transportation and Infrastructure) on an at least twice monthly
basis or as agreed upon by the City and Contractor.

Contractor shall provide easily accessible and highly responsive technical support and customer
service Monday through Friday from 9 AM to 6 PM MST. Contractor will endeavor to respond
within one-hour, and absolutely shall respond within one business day, to all inquiries from the
City and bidders. The City shall have access to an account manager after hours by cell phone to
resolve any unforeseen support issues. In addition, technical issues identified by the Contractor,
which have the potential to disrupt business, shall be relayed to the City within one business day
of issue identification. Any significant scheduled upgrades or changes to the website or platform
shall be communicated to the City at least five (5) business days prior to implementation.

Contractor shall require that bidders register and agree to City terms and conditions, creating a
binding digital signature, prior to placing a bid. Contractor shall not charge bidders a
registration fee to participate in online auctions. Bid deposits and/or bidder probationary
policies may be required for items deemed high value at the City’s sole discretion.

City shall have the ability to block bidders from participating in City auctions at the City’s sole
discretion.

All auctions shall use a soft close format where timeframe shall extend for five additional
minutes if a bid is received within the last five minutes of auction close. These extensions shall
continue until no additional bids are received within five minutes remaining of auction close.
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10.

11.

12.

13.

14.

15.

16.

17.

Exhibit A

The City reserves the right to set reserve prices on any auction item. The City reserves the right
to accept or reject any or all bids and to add to or remove from items currently scheduled to be
auctioned. All items will be sold "AS IS, WHERE IS" with no warranty or guarantee expressed
or implied.

Contractor shall automatically and instantly notify City representatives and the winning bidder of
auction award by email, which shall include the item description, buyer information (name,
address, email, phone, etc.), sale amount including taxes and commission, payment instructions
and removal instructions. Contractor shall automatically and instantly notify the City
representatives and the winning bidder of payment receipt by email, which shall include the item
description, buyer information (name, address, email, phone, etc.), removal instructions and a
Bill of Sale attachment.

City representatives shall have online access to buyer profile information in order to call or email
any bidder/buyer who has been awarded City surplus property through Contractor’s auction
platform.

Contractor shall provide an auction tool where the City may offer an auction item to the next
highest bidder in cases where the highest bidder defaults. Contractor must receive approval from
the City administrator prior to making any offers to subsequent bidders.

Contractor shall actively market City auctions to prospective bidders in order to maximize
participation and revenue.

City administrator shall have the ability to view a detailed record of City auctions at any time
during the auction or after it closes. Auction records shall include, but not be limited to inventory
id, description, serial #, photographs, department, location, sale date, sold amount and buyer
information.

Contractor shall keep and maintain detailed City auction records for seven (7) years.

Contractor shall provide ongoing training opportunities and documentation for the City and the
bidders. Training can be conducted through webinars.

RESPONSIBILITY FOR PROCEEDS:

Contractor shall collect payments from buyers and remit net proceeds (less commission) to the City.

Contractor shall be responsible for the manner and terms in which payments are accepted for items sold.

Regardless of the manner in which the Contractor accepts payment for items sold at auction and
regardless of default or non-payment by buyers pursuant to same, the City shall require payment in full
from Contractor less commission once an item is marked “PAID” by Contractor.

Contractor shall remit payment to the City by ACH within 10 business days of paid confirmation.
Contractor shall notify the City administrator that payment has been made and provide a consignor report
detailing each payment.
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Exhibit A

RESPONSIBILITY FOR SALES TAX:

Contractor shall be required to collect and remit appropriate sales tax on all taxable items as required by
law. A report of sales tax collected and remitted will be available to the City administrator under the
reports section of the website.

CUSTOMIZATION AND ADDED SERVICES:

The City may have need for enhancements and additions to the standard auction platform provided by the
Contractor. Contractor shall commit to work with the City if changes are required. Some of these
additions may be customized reporting tools, integration to existing software and customized branding.

SYSTEM ACCESSIBILITY/RELIABILITY:

Contractor’s auction platform shall be accessible to both the City and bidders 24 hours a day, 7 days a
week. Contractor shall commit to take the system down for maintenance only late at night as to not
interrupt service. Contractor’s servers shall be located in a secure environment with multiple redundant
connections and equipment.

FEE INFORMATION
BUYER’S PREMIUM:
Contractor shall receive their fee from a premium charged to buyers based upon the final selling price of

auction items according to the following:

Buyer’s Premium allowed to be charged for SOLD assets is 12.5%.
e Buyer’s premium shall be charged only on the actual auction sale price. Sales
taxes or handling fees shall not be used as a component of the buyer’s premium.

Buyer’s premium shown above shall, during the term of the Agreement, be the only compensation
allowed to the Contractor. All costs to the Contractor shall be included in this buyer’s premium. No
additional fees or charges are allowed pursuant to this service (e.g. listing fee, minimum auction fee,
training fee, technical support fee, etc.). The Contractor shall not request and the City or buyers shall not
provide additional remuneration other than that set out above as a Buyer’s Premium.

Contractor will only be paid its auction premium on items that have sold and been paid for.

FEE REBATE:

Contractor shall provide a monetary rebate to the City based upon the final selling price of auction items
according to the following:

Rebate returned to City for SOLD assets is 1.25%.

Contractor shall include rebate payment in the standard weekly remittance to the City within 10 business
days of paid confirmation.
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Exhibit A

City will only receive a monetary rebate on items that have sold and been marked as “PAID” by
Contractor.
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N ® A DATE (MM/DD/YYYY}
ACORD"  Exhibit B - CERTIFICATE OF LIABILITY INSURANCE, ... | ‘5112005

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be endorsed.
if SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confer rights to the certificate holder in lieu of such endorsement(s).

PRODUCER [ ockion Companies, LLC _S%E‘;‘CT
1801 K Street NW, Ste. 200 [ e
Washington DC 20006 %vgg%ss.
(202) 414-2400 ?
INSURER(S) AFFORDING COVERAGE NAIC ¥
wsurer a : Federal Insurance Company 20281
INSURED 1 ;quidity Services Operations LLC surer 8: Great Northern Insurance Company 20303
1485502 |9 Capitol Commerce Blvd, Suites 110 & 216 iNSURER ¢ : Beazley Excess and Surplus Insurance, Inc. 17520
Montgomery AL 36117 wsurer 0 . Continental Casualty Company 20443
INSURERE :
INSURERF :
COVERAGES CERTIFICATE NUMBER: 13561502 REVISION NUMBER: XXXXXXX

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREMN IS SUBJECT TO ALL THE TERMS
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

ICV EXP
iR TYPE OF INSURANCE ﬁ'{ii‘g‘ POLICY NUMBER m DOV LIMITS
COMMERCIAL GENERAL LIABILITY : ; 1 EACH OCCURRENCE s 1,000,000
B X Y | N| 3589494} 5/112025 5/1:2026 | EACH OCCURRENCE 1000,
CLAIMS-MADE ( X | ocour PREMISES (Ea occumences | $ 1,000,000
MED EXP {(Any one person} S IO‘QOO
PERSONAL 8 ADV INJURY | 1,000,000
| GEN'L AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE s 2,000,000
|| poucy PR | X woe PRODUCTS - COMPIOP AGG | $ 2,000,000
OTHER: s
A | AUTOMOBILE LIABILITY Yy | N| 73614852 512025 | 512026 | GOMBINEDSINGLELMIT s 1 000,000
(% | anv auto BODILY INJURY {Perperson) | S X XXXXXX
B L ]S XX XXX
H X R
|| AUTOS ONLY AUTOS ONLY | {Per accident} $ XXXXXXX
X_|$1.000 Comp| X | $1,000 Coll s XXXXXXX
A ([ X | UMBRELLA LIAB X | occur N N | 93649206 5:1:2025 5/1/2026 EACH OCCURRENCE s 10,000,000
EXCESS LIAB CLAIMS-MADE AGGREGATE s 10.000.000
DED l [RETENTIONS - — s XXXXXXX
A~ |AND EMPLOYERS: LIABILITY . N1 71757051 si12025 | sn2026 | X | Starure | ER
ANY PROPRIETORIPARTNER/EXECUTIVE A E.L. EACH ACCIDENT s 1.000.000
&andalory_ln NH) EL. DISEASE - EA EmPLOYEE| $ 1.000.000
Hyos doscribounder E L. DISEASE - PoLiCy LiMiT |'s 1,000,000
Errors & Omissions/Cyber N N | D28791250601 5/1:2025 5/1:2026 Limit: $5,000,000
Ret: $500,000
D | Crime 652082395 5/112025 5/1:2026 Lumit: $5,000,000
Ret: $250,000
DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES (ACORD 101, Additional Ramarks Schedule, may be attached If more space is required)

As required by written contract, the City and County of Denver. its Elected and Aproimed Officials, Employees and Volunteers are Named as Additional Insured with respects
10 1ﬁeq(%cncmhm ility and Auto Liability policies’COnttact # TECHS-2025788

CERTIFICATE HOLDER CANCELLATION _ See Attachment

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE

13561502 THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
: ACCORDANCE WITH THE POLICY PROVISIONS.

City and County of Denver

201 W Colfax Ave # 204

201 W Colfux Ave AUTHORIZED REPRT‘:‘{\KVE { Q(, (M
A", (j;z . T

|
© 1988-2015 ACORD CORPORATION. ! rights reserved.
ACORD 25 (2016/03) The ACORD name and logo are registered marks of ACORD
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EXHIBIT C, INFORMATION TECHNOLOGY PROVISIONS

This Exhibit regarding Information Technology Provisions (this “Exhibit”) is a material part of

the Agreement between the Parties to which this Exhibit is attached. In addition to the requirements of the
main body of this Agreement, the Contractor shall protect the City’s information technology resources
and City Data in accordance with this Exhibit. For purpose of this Exhibit C, City Data shall be limited to
the City’s asset information and system user information. All provisions of this Exhibit that refer to the
Contractor shall apply equally to any Subcontractor performing work in connection with this Agreement.
Unless the context clearly requires a distinction between the Agreement and this Exhibit, all references to
“Agreement” shall include this Exhibit.

1. TECHNOLOGY SERVICES SPECIFICATIONS

1.1.

1.2.
1.3.

14.

1.5.

User 1D Credentials: Internal corporate or customer (tenant) user account credentials shall be

restricted, ensuring appropriate identity, entitlement, and access management and in accordance

with established policies and procedures, as follows:

1.1.1. Identity trust verification and service-to-service application (API) and information
processing interoperability (e.g., SSO and Federation);

1.1.2. Account credential lifecycle management from instantiation through revocation;

1.1.3. Account credential and/or identity store minimization or re-use when feasible; and

1.1.4. Adherence to industry acceptable and/or regulatory compliant authentication,
authorization, and accounting (AAA) rules (e.g., strong/multi-factor, expire able, non-
shared authentication secrets).

[Intentionally omitted.]

Supported Releases: The Contractor shall maintain the currency of all third-party software used

in the development and execution or use of the Work with third-party vendor approved and

supported releases, including, but not limited to, all code libraries, frameworks, components, and

other products (e.g., Java JRE, code signing certificates, .NET, jQuery plugins, etc.), whether

commercial, free, open-source, or closed-source. This includes any of the Contractor’s controlled

systems running on the City’s network, including, but not limited to, any application, firewall, or

other type of physical or virtual appliances.

Updates & Upgrades: During the Term of this Agreement, the Contractor shall provide the City

with copies of all new versions, updates, and upgrades of the On-Premise Software (collectively,

“Upgrades”), without additional charge, promptly after commercial release. Upon delivery to the

City, Upgrades will become part of the On-Premise Software and will be subject to the license

and other terms of this Agreement applicable to such On-Premise Software. In addition, the

Contractor shall ensure that SaaS receives all updates and upgrades the Contractor provides to its

customers generally.

Compatibility with Third-Party Software: The Contractor acknowledges and agrees that the
Work must integrate and operate compatibly with various third-party software products. The
Contractor shall actively monitor and stay current on new version releases, updates, and changes
made to any such third-party software that interfaces or integrates with the Contractor's Work.
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1.6.

1.7.

1.8.

The Contractor shall ensure that its own products remain fully compatible with the most recent
generally available versions of these third-party software components. Within ninety (90) days of
the commercial release of a new generally available version of any interfacing third-party
software, the Contractor shall complete all necessary testing, coding, and product updates to
certify compatibility with the new version. The Contractor shall provide the updated and version-
compatible products to the City at no additional cost. If the Contractor's Work is not compatible
with the most current generally available third-party software versions required for operation, the
City reserves the right to temporarily cease using the incompatible Work until the compatibility
issue is resolved, without penalty or payment for a period of noncompliance. Under no
circumstances shall the Contractor require the City to run old, non-current versions of third-party
software to remain compatible with the Contractor's Work. The responsibility and costs for
ensuring third-party software version compatibility shall reside solely with the Contractor. For
the avoidance of doubt, there is no interfacing or similar third-party software under this
Agreement.

Adjustment of Licenses: The City may, at each anniversary date of this Agreement, increase or
decrease the number of licenses it has purchased under this Agreement by giving written notice
to the Contractor at least thirty (30) days prior to the anniversary date. The Contractor shall adjust
the invoice for the next billing period based on the unit price per license specified in this
Agreement. The City shall not reduce the number of licenses below the minimum quantity
required under this Agreement. For the avoidance of doubt, no licenses are being provided under

this Agreement.

Timing of Fees and Subscriptions: Notwithstanding any provision to the contrary: (i) no fees
for maintenance of On-Premise Software or SaaS, including without limitation for Upgrades, will
accrue before Go-Live (as defined below); and (ii) no period before Go-Live will be counted
against the time covered by any maintenance period. In addition, no fees for use of SaaS will
accrue before Go-Live, and no period before Go-Live will be counted against the time covered
by any SaaS subscription fees. “Go-Live” refers to the earlier of Acceptance of the On-Premise
Software or SaaS or the City’s first use of the On-Premise Software or SaaS in production, other

than a beta use or trial.

Performance Outside of the United States: The Contractor shall request written approval from
the City to perform, or subcontract to perform, Services outside the United States. The City may
approve or deny such request within the City’s sole discretion. Any notice or term in any Exhibit
provided to the City by the Contractor regarding performance outside the United States shall be
deemed ineffective and void if the City has not granted prior written approval for such. This
prohibition shall also apply to using, processing, transmitting, or maintaining City Data outside
of the United States. Notwithstanding anything to the contrary contained in the Agreement, the
City shall have no responsibility or obligation to comply with foreign data protection laws or
polices, including, but not limited to, the General Data Protection Regulation of the European
Union. Notwithstanding the foregoing, Contractor’s international employees may perform the
Services and use, process, transmit, or maintain City Data as necessary for Contractor to perform
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1.9.

the Services and to meet its obligations under this Agreement and provided that such employees
are under obligations of confidentiality.

Continuity of Critical Services: The Contractor acknowledges that the Work to be performed
under this Agreement is vital to the City and must be continued without interruption and that,
upon this Agreement’s expiration without renewal, a successor, either the City or another
contractor, may continue them. The Contractor agrees to: (i) furnish phase-in training; and (ii)
exercise its best efforts and cooperation to complete an orderly and efficient transition to a
successor. The Contractor shall, upon the City’s written notice: (i) furnish phase-in, phase-out
services for up to sixty (60) days after this Agreement expires; and (ii) negotiate in good faith to
determine the nature and extent of phase-in, phase-out services required. The Contractor shall
provide sufficient experienced personnel during the phase-in, phase-out period to ensure that the
Work called for by this Agreement are maintained at the required level of proficiency. The
Contractor shall be reimbursed for all reasonable phase-in, phase-out costs (i.e., costs incurred
within the agreed period after expiration that result from phase-in, phase-out operations) at the
rates contained herein. The City shall have the authority extend this Agreement monthly if
additional time is required beyond the termination of this Agreement, if necessary, to effectuate
the transition, and the City shall pay a proration of the subscription fee during any necessary
extension.

1.10. [[Intentionally deleted.]
2. SECURITY AUDITS

2.1.

2.2.

Performance of Security Audits: Within three months of the Effective Date of this Agreement,
the Contractor, will at its expense conduct or have conducted the following, and thereafter, the
Contractor will at its expense conduct or have conducted the following at least once per year, and
immediately after any actual or reasonably suspected Security Breach: (i) a SSAE 18/SOC 2 Type
2 or other mutually agreed upon audit of the Contractor’s security policies, procedures and
controls; (ii) a quarterly external and internal vulnerability scan of the Contractor’s systems and
facilities, to include public facing websites, that are used in any way to deliver Services under this
Agreement. The report must include the vulnerability, age, and remediation plan for all issues
identified as critical or high; and (iii) a formal penetration test performed by qualified personnel
of the Contractor’s systems and facilities that are used in any way to deliver Work under this
Agreement. Upon written request from the City, the Contractor will provide the City the results
of the above audits. (The City acknowledges that the initial SOC 2 Type 2 report will not be
available until August 2025.) The Contractor shall also protect data against deterioration or
degradation of quality and authenticity by, at minimum, having a third party perform annual data
integrity audits. In addition, the Contractor shall comply with the City’s annual risk assessment
and the results thereof.

Security Audit Results: The Contractor will provide the City the reports or other documentation
resulting from the above audits, certifications, scans, and tests within seven (7) business days after
written request form the City for such report or documentation. The report must include the
vulnerability, age, and remediation plan for all issues identified as critical or high. Based on the
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results and recommendations of the above audits, the Contractor will, within thirty (30) calendar
days of receipt of such results, promptly modify its security measures to meet its obligations under
this Agreement and provide the City with written evidence of remediation within seven (7)
business days of the City’s written request for such evidence. The City may request that the
Contractor perform additional audits and tests. Contractor shall then provide the City with the
estimate of the additional costs. The City and the Contractor shall then mutually agree upon such
audits and tests, including any charges for the tests and any providers. For the avoidance of doubt,
the Contractor will not charge the City for additional audits and tests that are due to remediating
deficiencies discovered during a previous audit or test required by this Agreement The results of
such tests will be provided to the City within seven (7) business days of the City’s written request
for such results. To the extent the Contractor controls or maintains information systems used in
connection with this Agreement, the Contractor shall provide the City with the results of all
security assessment activities within seven (7) business days of City’s written request for such
results, including any code-level vulnerability scans, application-level risk assessments, and other
security assessment activities as required by this Agreement or reasonably requested by the City.
The Contractor will remediate any vulnerabilities to comply with its obligations hereunder. If
additional funds are required to perform the tests required by the City that are not accounted for
in this Agreement, the Parties agree to amend this Agreement as necessary.

3. DATA MANAGEMENT AND SECURITY

3.1.

3.2

Compliance with Data Protection Laws and Policies: In addition to the compliance obligations
imposed by this Agreement, the Contractor shall comply with all information security and privacy
obligations imposed by any federal, state, or local statute or regulation, or by any specifically
incorporated industry standards or guidelines, as applicable to the Contractor under this
Agreement, including, without limitation, applicable industry standards or guidelines based on
the data’s classification relevant to the Contractor’s performance hereunder. If the Contractor
becomes aware that it cannot reasonably comply with the terms or conditions contained herein
due to a conflicting law or policy, the Contractor shall promptly notify the City.

Data Ownership: Unless otherwise required by law, the City has exclusive ownership of all City
Data under this Agreement, and the Contractor shall have no right, title, or interest in City Data.
The Parties recognize and agree that the Contractor is a bailee for hire with respect to City Data.
The Contractor’s use and possession of City Data is solely on the City’s behalf, and the Contractor
shall only use City Data solely for the purpose of performing its obligations hereunder and shall
not use City Data in the development of machine learning and artificial intelligence models for
any purpose without the City’s written consent. The City retains the right to access and retrieve
City Data stored on the Contractor’s infrastructure at any time during the Term. All City Data
created and/or processed by the Work, if any, is and shall remain the property of the City and shall
in no way become attached to the Work. This Agreement does not give a Party any rights, implied
or otherwise, to the other’s data, content, or intellectual property, except as expressly stated in
this Agreement.
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3.3.

34.

3.5.

3.6.

Data Access and Integrity: The Contractor shall implement and maintain all appropriate
administrative, physical, technical, and procedural safeguards necessary and appropriate to ensure
compliance with the applicable law and regulation as they relate to the Contractor’s performance
hereunder to ensure the security and confidentiality of City Data. The Contractor shall protect
against threats or hazards to the security or integrity of data; protect against unauthorized
disclosure, access to, or use of data; restrict access to data as necessary; and ensure the proper and
legal use of data. The Contractor shall not engage in “data mining” of City Data except as
specifically and expressly required by law or authorized in writing by the City.

Response to Legal Orders for City Data: If the Contractor is required by a court of competent
jurisdiction or administrative body to disclose City Data, the Contractor shall first notify the City
and, prior to any disclosure, cooperate with the City’s reasonable requests in connection with the
City’s right to intervene, quash, or modify the legal order, demand, or request, and upon request,
provide the City with a copy of its response. Upon notice, the City will promptly coordinate with
the Contractor regarding the preservation and disposition of any City Data and records relevant
to any current or anticipated litigation. If the City receives a subpoena, legal order, or other legal
demand seeking data maintained by the Contractor, the City will promptly provide a copy to the
Contractor. Upon notice and if required by law, the Contractor shall promptly provide the City
with copies of its City Data required for the City to meet its necessary disclosure obligations.
Mandatory Disclosures: In addition to the requirements set forth herein, the Contractor shall
provide the City with a copy of any disclosure the Contractor is required to file with any regulatory
body as a result of a Security Breach involving City Data or other incident involving City Data
that requires the Contractor to make such a disclosure, including but not limited to, required
disclosures mandated by the Securities and Exchange Commission. If the contents of any such
disclosure is protected by law, the Contractor shall instead provide the City with prompt notice
that it was required to make such a disclosure along with the name of the regulatory body requiring
the Contractor to make such a disclosure unless such notice is prohibited by law.

Data Retention, Transfer, Holds, and Destruction: Using appropriate and reliable storage
media, the Contractor shall regularly backup data used in connection with this Agreement and
retain such backup copies as necessary to meets its obligations hereunder. All City Data shall be
encrypted in transmission, including by web interface, and in storage by an agreed upon National
Institute of Standards and Technology (“NIST”) approved strong encryption method and standard.
Upon the expiration or termination of this Agreement, the Contractor shall, as directed by the
City, promptly return all City Data provided by the City to the Contractor, and the copies thereof,
to the City or destroy all such City Data and certify to the City that it has done so; however, this
requirement shall not apply to the extent the Contractor is required by law to retain copies of
certain City Data. The Contractor shall not interrupt or obstruct the City’s ability to access and
retrieve City Data stored by the Contractor. Unless otherwise required by law or regulation, when
paper or electronic documents are no longer needed, the Contractor shall destroy or arrange for
the destruction of such documents within its custody or control that contain City Data by
shredding, erasing, or otherwise modifying the City Data in the paper or electronic documents to
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3.7.

3.8.

3.9.

make it unreadable or indecipherable. The Contractor’s obligations set forth in this Subsection,
without limitation, apply likewise to the Contractor’s successors, including without limitation any
trustee in bankruptcy.

Software and Computing Systems: At its reasonable discretion, the City may prohibit the
Contractor from the use of certain software programs, databases, and computing systems with
known vulnerabilities to collect, use, process, or store, City Data received under this Agreement.
The Contractor shall fully comply with all requirements and conditions, if any, associated with
the use of software programs, databases, and computing systems as reasonably directed by the
City. The Contractor shall not use funds paid by the City for the acquisition, operation, or
maintenance of software in violation of any copyright laws or licensing restrictions. The
Contractor shall maintain commercially reasonable network security that, at a minimum, includes
network firewalls, intrusion detection/prevention, and enhancements or updates consistent with
evolving industry standards The Contractor shall use industry-standard and up-to-date security
tools, technologies and procedures including, but not limited to, anti-virus and anti-malware
protections. The Contractor shall ensure that any underlying or integrated software employed
under this Agreement is updated on a regular basis and does not pose a security threat. Upon
request, the Contractor shall provide a software bill of materials (“SBOM”) annually or upon
major changes to the solution(s) provided to the City under this Agreement. The Contractor shall
provide a complete SBOM for the supported life of the solution(s) upon request. The Contractor
shall monitor for security vulnerabilities in applicable software components and use a risk-based
approach to mitigate any vulnerabilities.

Background Checks: The Contractor shall ensure that, prior to being granted access to City Data,
the Contractor’s agents, employees, Subcontractors, volunteers, or assigns who perform work
under this Agreement have all undergone and passed all necessary criminal background
screenings, have successfully completed annual instruction of a nature sufficient to enable them
to effectively comply with all data protection provisions of this Agreement and applicable law,
and possess all qualifications appropriate to the nature of the employees’ duties and the sensitivity
of the data. If the Contractor has access to federal tax information (“FTI”’) under this Agreement,
the Contractor shall comply with the background check requirements of IRS Publication 1075.
Subcontractors: If the Contractor engages a Subcontractor under this Agreement, the Contractor
shall ensure its Subcontractors are subject to data protection terms that provide at least the same
level of data protection as in this Agreement and to the extent appropriate to the nature of the
Work provided. The Contractor shall monitor the compliance with such obligations and remain
responsible for its Subcontractor’s compliance with the obligations of this Agreement and for any
of its Subcontractors acts or omissions that cause the Contractor to breach any of its obligations
under this Agreement. Unless the Contractor provides its own security protection for the
information it discloses to a third party, the Contractor shall require the third party to implement
and maintain reasonable security procedures and practices that are appropriate to the nature of the
City Data disclosed and that are reasonably designed to protect it from unauthorized access, use,
modification, disclosure, or destruction. Any term or condition within this Agreement relating to
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3.10.

the protection and confidentially of any disclosed data shall apply equally to both the Contractor
and any of its Subcontractors, agents, assigns, employees, or volunteers. Upon request, the
Contractor shall provide the City copies of its record retention and data privacy policies. The
Contractor shall ensure all Subcontractors sign, or have signed, agreements containing
nondisclosure provisions at least as protective as those in this Agreement, and that the
nondisclosure provisions are in force so long as the Subcontractor has access to any data disclosed
under this Agreement. Upon request, the Contractor shall provide copies of those signed
nondisclosure agreements to the City.

Request for Additional Protections and Survival: In addition to the terms contained
herein, the City may reasonably request that the Contractor protect the confidentiality of certain
City Data to ensure compliance with applicable law and any changes thereto. Unless a request for
additional protections is mandated by a change in law, the Contractor may reasonably decline the
City’s request to provide additional protections. If such a request requires the Contractor to take
steps beyond those contained herein, the Contractor shall notify the City with the anticipated cost
of compliance, and the City may thereafter, in its sole discretion, direct the Contractor to comply
with the request at the City’s expense; provided, however, that any increase in costs that would
increase the Maximum Contract Amount must first be memorialized in a written amendment
complying with City procedures. Obligations contained in this Agreement relating to the
protection and confidentially of any disclosed data shall survive termination of this Agreement,
and the Contractor shall continue to safeguard all data for so long as the data remains confidential

or protected and in the Contractor’s possession or control.

4. DISASTER RECOVERY AND CONTINUITY

4.1.

4.2.

The Contractor shall maintain a continuous and uninterrupted business continuity and disaster
recovery program with respect to the Work provided under this Agreement. The program shall
be designed, in the event of a significant business disruption affecting the Contractor, to provide
the necessary and sufficient capabilities, processes, and procedures to enable the Contractor to
resume and continue to perform its duties and obligations under this Agreement without undue
delay or disruption. In the event of equipment failures, the Contractor shall, at no additional
expense to the City, take reasonable steps to minimize service interruptions, including using any
back-up facilities where appropriate.

Prior to the Effective Date of this Agreement, the Contractor shall, at its own expense, conduct or

have conducted the following, and thereafter, the Contractor will, at its own expense, conduct or

have conducted the following at least once per year:

4.2.1. A test of the operability, sufficiency, and completeness of business continuity and disaster
recovery program’s capabilities, processes, and procedures that are necessary to resume
and continue to perform its duties and obligations under this Agreement.

4.2.2. Based upon the results and subsequent recommendations of the testing above, the
Contractor will, within thirty (30) calendar days of receipt of such results and
recommendations, promptly modify its capabilities, processes, and procedures to meet its
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4.3.

obligations under this Agreement and provide City with written evidence of remediation
upon written request from the City for such written evidence.

4.2.3. Upon written request, the Contractor shall provide the City with report summaries or other
documentation resulting from above testing of any business continuity and disaster
recovery procedures regarding the Services provided under this Agreement.

The Contractor represents that it is capable, willing, and able to provide the necessary and

sufficient business continuity and disaster recovery capabilities and functions that are appropriate

for it to provide services under this Agreement.

5. DELIVERY AND ACCEPTANCE

5.1.

5.2.

Acceptance & Rejection: Deliverables will be considered accepted (“Acceptance’) only when
the City provides the Contractor affirmative written notice of acceptance that such Deliverable
has been accepted by the City. Such communication shall be provided within a reasonable time
from the delivery of the Deliverable and shall not be unreasonably delayed or withheld.
Acceptance by the City shall be final, except in cases of Contractor’s failure to conduct proper
quality assurance, latent defects that could not reasonably have been detected upon delivery, or
the Contractor’s gross negligence or willful misconduct. The City may reject a Deliverable if it
materially deviates from its specifications and requirements listed in this Agreement or its
Exhibits by written notice setting forth the nature of such deviation. In the event of such rejection,
the Contractor shall correct the deviation, at its sole expense, and redeliver the Deliverable within
fifteen (15) days. After redelivery, the Parties shall again follow the acceptance procedures set
forth herein. If any Deliverable does not perform to the City’s satisfaction, the City reserves the

right to repudiate acceptance. If the City ultimately rejects a Deliverable, or repudiates acceptance
of it, the Contractor will refund to the City all fees paid, if any, by the City with respect to any
rejected Deliverable. Acceptance shall not relieve the Contractor from its responsibility under any
representation or warranty contained in this Agreement, and payment of an invoice prior to
Acceptance does not grant a waiver of any representation or warranty made by the Contractor.
Quality Assurance: The Contractor shall provide and maintain a quality assurance system
acceptable to the City for Deliverables under this Agreement and shall provide to the City only
such Deliverables that have been inspected and found to conform to the specifications identified
in this Agreement and any applicable solicitation, bid, offer, or proposal from which this
Agreement results. The Contractor’s delivery of any Deliverables to the City shall constitute
certification that any Deliverables have been determined to conform to the applicable
specifications, and the Contractor shall make records of such quality assurance available to the
City upon request.

6. WARRANTIES AND REPRESENTATIONS

6.1.

Notwithstanding the acceptance of any Work, or the payment of any invoice for such Work, the
Contractor warrants that any Work provided by the Contractor under this Agreement shall be free
from material defects and shall function as intended and in material accordance with the
applicable Specifications. The Contractor warrants that any Work, and any media used to
distribute it, shall be, at the time of delivery, free from any harmful or malicious code, including
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6.2.

6.3.

6.4.

6.5.

6.6.

without limitation viruses, malware, spyware, ransomware, or other similar function or

technological means designed to disrupt, interfere with, or damage the normal operation of the

Work and the use of City resources and systems. The Contractor’s warranties under this Section

shall apply to any defects or material nonconformities discovered within 180 days following

delivery of any Work.

Upon notice of any defect or material nonconformity, the Contractor shall submit to the City in

writing within 10 business days of the notice one or more recommendations for corrective action

with sufficient documentation for the City to ascertain the feasibility, risks, and impacts of each
recommendation. The City’s remedy for such defect or material non-conformity shall be:

6.2.1. The Contractor shall re-perform, repair, or replace such Work in accordance with any
recommendation chosen by the City. The Contractor shall deliver, at no additional cost to
the City, all documentation required under this Agreement as applicable to the corrected
Work or Deliverable; or

6.2.2. The Contractor shall refund to the City all amounts paid for such Work, as well as pay to
the City any additional amounts reasonably necessary for the City to procure alternative
goods or services of substantially equivalent capability, function, and performance.

Any Work delivered to the City as a remedy under this Section shall be subject to the same quality

assurance, acceptance, and warranty requirements as the original Work. The duration of the

warranty for any replacement or corrected Work shall run from the date of the corrected or
replacement Work.

Customization Services: The Contractor warrants that it will perform all customization services,

if any, in a professional and workmanlike manner. In case of breach of the warranty of the

preceding sentence, the Contractor, at its own expense, shall promptly re-perform the
customization services in question or provide a full refund for all nonconforming customization
services.

Third-Party Warranties and Indemnities: The Contractor will assign to the City all third-party

warranties and indemnities that the Contractor receives in connection with any Work or

Deliverables provided to the City. To the extent that the Contractor is not permitted to assign

any warranties or indemnities through to the City, the Contractor agrees to specifically identify

and enforce those warranties and indemnities on behalf of the City to the extent the Contractor is
permitted to do so under the terms of the applicable third-party agreements.

Intellectual Property Rights in the Software: The Contractor warrants that it is the owner of all

Deliverables, and of each and every component thereof, or the recipient of a valid license thereto,

and that it has and will maintain the full power and authority to grant the intellectual property

rights to the Deliverables in this Agreement without the further consent of any third party and
without conditions or requirements not set forth in this Agreement. In the event of a breach of the
warranty in this Section, the Contractor, at its own expense, shall promptly take the following
actions: (1) secure for the City the right to continue using the Deliverable as intended; (ii) replace
or modify the Deliverable to make it non-infringing, provided such modification or replacement
will not materially degrade any functionality as stated in this Agreement; or (iii) refund 100% of
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6.7.

the fee paid for the Deliverable for every month remaining in the Term, in which case the
Contractor may terminate any or all of the City’s licenses to the infringing Deliverable granted in
this Agreement and require return or destruction of copies thereof. The Contractor also warrants
that there are no pending or threatened lawsuits, claims, disputes, or actions: (i) alleging that any
of the Work or Deliverables infringes, violates, or misappropriates any third-party rights; or (ii)
adversely affecting any Deliverables or Services, or the Contractor’s ability to perform its
obligations hereunder.

Disabling Code: The Work will contain no malicious or disabling code that is intended to
damage, destroy, or destructively alter software, hardware, systems, or data. The Contractor
represents, warrants and agrees that the City will not receive from the Contractor any virus, worm,
trap door, back door, timer, clock, counter or other limiting routine, instruction or design, or other
malicious, illicit or similar unrequested code, including surveillance software or routines which
may, or is designed to, permit access by any person, or on its own, to erase, or otherwise harm or
modify any City system, resources, or data (a "Disabling Code"). In the event a Disabling Code
is identified, the Contractor shall take all steps necessary, at no additional cost to the City, to: (1)
restore and/or reconstruct all data lost by the City as a result of a Disabling Code; (i1) furnish to
City a corrected version of the Work or Deliverables without the presence of a Disabling Code;
and, (ii1) as needed, re-implement the Work or Deliverable at no additional cost to the City. This
warranty shall remain in full force and effect during the Term.

7. PAYMENT CARD INDUSTRY DATA SECURITY STANDARD COMPLIANCE

7.1.

7.2.

If the Contractor is directly involved in the processing, storage, or transmission of cardholder data
on behalf of the City as part of this Agreement, this Section shall apply. For the avoidance of
doubt, the City and the Contractor agree that the Contractor is merchant of record for any PCI
DSS transactions related to the auction services provided under this Agreement, and therefore
Contractor follows its own internal procedures related to PCI-DSS, and Section 7.1 through 7.4
do not apply. Any contractor who provides or has access to software, systems, hardware, or
devices which process and/or interact with payment card information or payment cardholder data
must be compliant with the current version of the Payment Card Industry Data Security Standard
(PCI DSS).

The Contractor covenants and agrees to comply with Visa’s Cardholder Information Security
Program (CISP), MasterCard’s Site Data Protection Rules (SDP), and with all other credit card
association or National Automated Clearing House Association (NACHA) rules or rules of
member organizations (““Association”), and further covenants and agrees to maintain compliance
with the PCI DSS, SDP, and (where applicable) the Payment Application Data Security Standard
(PA-DSS) (collectively, the “Security Guidelines™). The Contractor represents and warrants that
all of the hardware and software components utilized for the City or used under this Agreement
is now and will be PCI DSS compliant during the term of this Agreement. All service providers
that the Contractor uses under this Agreement must be recognized by Visa as PCI DSS compliant.
The Contractor further agrees to exercise reasonable due diligence to ensure that all of its service
providers (as defined by the PCI Security Council), agents, business partners, contractors,
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7.3.

74.

7.5.

7.6.

Subcontractors, and any third party who may have access to credit card information under this
Agreement maintain compliance with the Security Guidelines and comply in full with the terms
and conditions set out in this Section. The Contractor further certifies that the equipment, as
described herein, will be deployed in a manner that meets or exceeds the PA DSS and/or PCI
certification and will be deployed on a network that meets or exceeds PCI standards. The
Contractor shall demonstrate its compliance with PCI DSS by annually providing the City an
executed Attestation of Compliance (AOC). The Contractor must provide verification to the City,
prior to start up and ongoing annually during the term of this Agreement, that all modules of the
Contractor’s system(s) that interface with or utilize credit card information in any manner or form
of collection are PCI DSS compliant. If the Contractor is a service provider involved in the
processing, storage or transmission of cardholder data or sensitive authentication data
(collectively “Data Handling”) on behalf of the City that would result in Data Handling being
included in the City's PCI scope through connected software or components, then the Contractor
must provide a PCI Responsibility Matrix (“Matrix”) to be attached to this Agreement as an
exhibit. The Matrix must identify where responsibility resides for each PCI control requirement,
whether it be with the Contractor, the City or shared by both. Any PCI control requirements that
do not apply should be indicated along with any pertinent notes.

The Contractor shall not retain or store CAV2/CVC2/CVV2/CID or such data prohibited by PCI
DSS subsequent to authorization of a credit card transaction, shall prohibit disclosure of any and
all cardholder information, and in the event of a compromise of credit card information of any
kind, the Contractor shall notify the City in writing consistent with the Security Breach response
notification requirements of this Agreement, and shall provide, at the Contractor’s sole expense,
all necessary and appropriate notification to parties and persons affected by such disclosure and
compromise.

If any Association requires an audit of the Contractor or any of the Contractor’s Service Providers,
agents, business partners, contractors, or Subcontractors due to a data security compromise event
related to this Agreement, the Contractor agrees to cooperate with such audit. If as a result of an
audit of the City it is determined that any loss of information is attributable to the Contractor, the
Contractor shall pay the City’s reasonable costs relating to such audit, including attorney’s fees.
No review, approval, or audit by the City shall relieve the Contractor from liability under this
Section or under other provisions of this Agreement.

The Contractor is solely responsible for its PCI DSS compliance. The Contractor shall ensure that
all PCI DSS vendors comply with PCI DSS standards: (i) in providing Services or Deliverables
to the City under this Agreement; (i1) in storing, processing, or transmitting PCI data; and (iii) in
engaging in any other activities for any purpose relating to this Agreement. As between the
Contractor and the City, the Contractor shall be responsible for a PCI DSS vendor's non-
compliance with PCI DSS.

In addition to all other defense and indemnity obligations undertaken by the Contractor under this
Agreement, the Contractor, to the extent that its performance of this Agreement includes the
allowance or utilization by members of the public of credit cards to pay monetary obligations to
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the City or the Contractor, or includes the utilization, processing, transmittal and/or storage of
credit card data by the Contractor, shall defend, release, indemnify and save and hold harmless
the City against any and all fines, penalties, assessments, costs, damages or other financial
obligations, however denominated, assessed against the City and/or the Contractor by credit card
company(s), financial institution(s) or by the National Automated Clearing House Association
(NACHA) or successor or related entity, including but not limited to, any credit card company
fines, regardless of whether considered to be consequential, special, incidental or punitive
damages, costs of notifying parties and persons affected by credit card information disclosure, the
cost of replacing active credit cards, and any losses associated with fraudulent transaction(s)
occurring after a security breach or loss of information with respect to credit card information,
and shall defend, release, indemnify, and save and hold harmless the City from any and all claims,
demands, suits, actions, liabilities, causes of action or legal or equitable proceedings of any kind
or nature, of or by anyone whomsoever, in any way affected by such credit card data or utilizing
a credit card in the performance by the Contractor of this Agreement. In furtherance of this, the
Contractor covenants to defend and indemnify the City and the Contractor shall maintain
compliance with PCI DSS and with all other requirements and obligations related to credit card
data or utilization set out in this Agreement.

8. LICENSE OR USE AUDIT RIGHTS

8.1.

8.2.

8.3.

To the extent that the Contractor, through this Agreement or otherwise as related to the subject
matter of this Agreement, has granted to the City any license or otherwise limited permission to
use any of the Contractor’s intellectual property, the terms of this Section shall apply.

The Contractor shall have the right, at any time during and throughout the Term, but not more
than once per year, to request via written notice in accordance with the notice provisions of this
Agreement that the City audit its use of and certify as to its compliance with any applicable license
or use restrictions and limitations contained in this Agreement (an “Audit Request”). The Audit
Request shall specify the period to be covered by the audit, which shall not include any time
covered by a previous audit. The City shall complete the audit and provide certification of its
compliance to the Contractor (“Audit Certification”) within a reasonable amount of time
following the City’s receipt of the Audit Request.

If upon receipt of the City’s Audit Certification, the Parties reasonably determine that: (i) the
City’s use of licenses, use of software, use of programs, or any other use during the audit period
exceeded the use restrictions and limitations contained in this Agreement (“Overuse”), and (i1)
the City would have been or is then required to purchase additional maintenance and/or services
(“Maintenance”), the Contractor shall provide written notice to the City in accordance with the
notice provisions of this Agreement identifying any Overuse or required Maintenance and request
that the City bring its use into compliance with such use restrictions and limitations.
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