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FRAMEWORK AGREEMENT 

THIS FRAMEWORK AGREEMENT is made between the CITY AND COUNTY OF DENVER, 

a municipal corporation of the State of Colorado (the “City”), and RUBICON GLOBAL, LLC, a 

Delaware limited liability company, whose registered address is 950 E Paces Ferry Rd NE Ste 1900, 

Atlanta, GA 30326 (the “Contractor”), individually a “Party” and jointly “the Parties.” 

RECITALS 

 WHEREAS, the City awarded this Agreement to the Contractor pursuant to D.R.M.C. Sec. 20-

64(a)(3), the City’s Executive Order 8, and Sourcewell Contract #020221-RUB, by and between Rubicon 

Global, LLC and the Sourcewell, attached hereto and incorporated herein as Exhibit D, which commenced 

March 26, 2021 (the “Sourcewell Contracts”) for  the purchase of software licensing, implementation, and 

ongoing support of the RubiconSmartCity data collection software.  

NOW, THEREFORE, in consideration of the mutual covenants and agreements hereinafter set 

forth and valuable consideration, the receipt and sufficiency of which are hereby acknowledged, the 

Parties incorporate the recitals set forth above agree as follows: 

1. COORDINATION AND LIAISON: The Contractor shall fully coordinate all Work under this 

Agreement with the City’s Chief Information Officer (“CIO”) or other designated personnel of the 

Department of Technology Services (“Agency” or “TS”). 

2. DEFINITIONS 

2.1. “City Data” means all information, data, and records, regardless of form, created by or in any 

way originating with the City and all information that is the output of any computer processing or 

other electronic manipulation including all records relating to the City’s use of the Work. City 

Data may also include Confidential Information and Protected Information, as defined in this 

Agreement.   

2.2. “Deliverable(s)” means the outcome to be achieved or output to be provided, in the form of a 

tangible object or software that is produced as a result of the Contractor’s Work that is intended 

to be delivered to the City by the Contractor. 

2.3. “Created Deliverable(s)” means software, technology services, and other deliverables created 

by the Contractor solely for the City pursuant to this Agreement. 

2.4. “Effective Date” means the date on which this Agreement is fully approved and signed by the 

City as shown on the City’s signature page.  

2.5. “Goods” means any movable material acquired, produced, or delivered by the Contractor as set 

forth in this Agreement and shall include any Deliverables. 

2.6. “Service(s)” means the services to be performed by the Contractor as set forth in this Agreement 

and shall include any services to be rendered by the Contractor in connection with the Goods. 

2.7. “Subcontractor” means any third party engaged by the Contractor to aid in performance of the 

Work. 

2.8. “Work” means the Goods delivered and Services performed pursuant to this Agreement. 

2.9. “Work Product” means the tangible and intangible results of the Work, whether finished or 

unfinished, including drafts. Work Product includes, but is not limited to, documents, text, 

software (including source code), research, reports, proposals, specifications, plans, notes, studies, 
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data, images, photographs, negatives, pictures, drawings, designs, models, surveys, maps, 

materials, ideas, concepts, know-how, and any other results of the Work. “Work Product” does 

not include any material that was developed prior to the Term that is used, without modification, 

in the performance of the Work. 

3. SOFTWARE AS A SERVICE, SUPPORT AND SERVICES TO BE PERFORMED:  As the City 

directs, the Contractor shall diligently undertake, perform, and complete the technology related Work 

set forth on the attached Exhibit A, Scope of Work (“SOW”) to the City’s satisfaction. The City shall 

have no liability to compensate the Contractor for Work that is not specifically authorized by this 

Agreement. The Work shall be performed as stated herein and shall conform to the specification of 

the attached exhibits (collectively, “Exhibits”). The Parties acknowledge that they may further define 

the SOW in writing, and any alterations to the initial SOW shall become a part of this Agreement by 

incorporation. If any alteration to the initial or subsequent SOW materially alters the terms contained 

therein, the Parties agree to amend this Agreement in writing. The Contractor is ready, willing, and 

able to provide the technology related Work required by this Agreement. The Contractor shall 

faithfully perform the Work in accordance with the standards of care, skill, training, diligence, and 

judgment provided by highly competent individuals performing services of a similar nature to those 

described in this Agreement and in accordance with the terms of this Agreement. 

4. ON-CALL SERVICES TO BE PERFORMED: The Contractor agrees to cooperate with the City 

in the preparation of detailed Task Orders in accordance with the Scope of Work, and the rates, 

contained therein, attached hereto as Exhibit A. Each Task Order shall include a detailed scope of 

Services, level of effort, schedule, rates, and payment schedule, including a “not to exceed” amount, 

specific to each the Task Order. Task Orders shall be construed to be in addition to, supplementary to, 

and consistent with the provisions of this Agreement. In the event of a conflict between a particular 

provision of any Task Order and a provision of this Agreement, this Agreement shall take precedence. 

A Task Order may be amended by the Parties by a written instrument prepared by the Parties jointly 

and signed by their authorized representatives. The City may execute Task Orders in its sole discretion, 

and the City is not required to execute any minimum number of Task Orders under this Agreement. 

The City shall have no liability to compensate the Contractor for any Work not specifically set forth 

in this Agreement or a properly executed Task Order. In no event shall a Task Order term extend 

beyond the Term unless the City has specifically agreed in writing. If this Agreement is terminated for 

any reason, each Task Order hereunder shall also terminate unless the City has specifically directed 

otherwise in writing. The Contractor agrees to fully coordinate its provision of Services with any third 

party under contract with the City doing work or providing Services which affect the Contractor’s 

performance. The Contractor represents and warrants that all Services under a Task Order will be 

performed by qualified personnel in a professional and workmanlike manner, consistent with industry 

standards; all Services and/or Deliverables will conform to applicable, agreed upon specifications, if 

any; and, it has the requisite ownership, rights and licenses to perform its obligations under this 

Agreement fully as contemplated hereby and to grant to the City all rights with respect to any software 

and Services free and clear from any and all liens, adverse claims, encumbrances and interests of any 

third party.  
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5. TERM: This Agreement will commence on December 1, 2022, and will expire, unless sooner 

terminated, on December 1, 2027 (the “Term”). Subject to the City’s prior written authorization, the 

Contractor shall complete any work in progress as of the expiration date and the Term will extend 

until the work is completed or earlier terminated by the City. 

6. COMPENSATION AND PAYMENT 

6.1. Budget: The City shall pay, and the Contractor shall accept as the sole compensation for Work 

provided, and costs incurred and paid, under this Agreement payment not to exceed the line budget 

amounts set forth in Exhibit A. Payment shall be made in accordance with any agreed upon 

payment milestone set forth herein.  

6.2. Fees: The City shall pay, and the Contractor shall accept as the sole compensation for services 

rendered and costs incurred under this Agreement the fees described in the attached Exhibit A.  

Amounts billed may not exceed rates set forth in Exhibit A and will be made in accordance with 

any agreed upon payment milestones. 

6.3. Reimbursement Expenses: There are no reimbursable expenses allowed under this Agreement. 

All the Contractor’s expenses are contained in the budget in Exhibit A. The City will not be 

obligated to pay the Contractor for any other fees, costs, expenses, or charges of any nature that 

may be incurred and paid by the Contractor in performing services under this Agreement 

including but not limited to personnel, benefits, contract labor, overhead, administrative costs, 

operating costs, supplies, equipment, and out-of-pocket expenses. 

6.4. Invoicing:  The Contractor must submit an invoice which shall include the City contract number, 

clear identification of the Work that has been completed, and other information reasonably 

requested by the City.  Payment on all uncontested amounts shall be made in accordance with the 

City’s Prompt Payment Ordinance.  

6.5. Maximum Agreement Liability 

6.5.1. Notwithstanding any other provision of this Agreement, the City’s maximum payment 

obligation will not exceed One Million Five Hundred Twenty-Nine Thousand Dollars 

($1,529,000.00) (the “Maximum Agreement Amount”).  The City is not obligated to 

execute an Agreement or any amendments for any further services, including any services 

performed by the Contractor beyond that specifically described in the attached Exhibits.  

Any services performed beyond those in the attached Exhibits are performed at the 

Contractor’s risk and without authorization under this Agreement.  

6.5.2. The City’s payment obligation, whether direct or contingent, extends only to funds 

appropriated annually by the Denver City Council, paid into the Treasury of the City, and 

encumbered for the purpose of this Agreement. The City does not by this Agreement 

irrevocably pledge present cash reserves for payment or performance in future fiscal years.  

This Agreement does not and is not intended to create a multiple-fiscal year direct or 

indirect debt or financial obligation of the City. 

7. STATUS OF CONTRACTOR: The Contractor is an independent contractor retained to perform 

professional or technical services for limited periods of time. Neither the Contractor nor any of its 
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employees are employees or officers of the City under Chapter 18 of the Denver Revised Municipal 

Code, or for any purpose whatsoever. 

8. TERMINATION 

8.1. Either Party has the right to terminate this Agreement, or a product under this Agreement with 

cause upon written notice effective immediately and without cause upon thirty (30) days prior 

written notice to the other Party. However, nothing gives the Contractor the right to perform 

services under this Agreement beyond the time when its services become unsatisfactory to the 

City.  

8.2. Notwithstanding the preceding paragraph, the City may terminate this Agreement if the 

Contractor or any of its officers or employees are convicted, plead nolo contendere, enter into a 

formal agreement in which they admit guilt, enter a plea of guilty or otherwise admit culpability 

to criminal offenses of bribery, kickbacks, collusive bidding, bid-rigging, antitrust, fraud, undue 

influence, theft, racketeering, extortion or any offense of a similar nature in connection with the 

Contractor’s business. Termination for the reasons stated in this paragraph is effective upon 

receipt of notice. 

8.3. The City is entering into this Agreement to serve the public interest. If this Agreement ceases to 

further the City’s public interest, the City, in its sole discretion, may terminate this Agreement, in 

whole or in part, for convenience by giving written notice to the Contractor. 

8.4. Upon termination of this Agreement, with or without cause, the Contractor shall have no claim 

against the City by reason of, or arising out of, incidental or relating to termination, except for 

compensation for work duly requested and satisfactorily performed as described in this 

Agreement and shall refund to the City any prepaid cost or expenses. 

8.5. If this Agreement is terminated, the City is entitled to and will take possession of all materials, 

equipment, tools, and facilities it owns that are in the Contractor’s possession, custody, or control 

by whatever method the City deems expedient. The Contractor shall deliver all documents in any 

form that were prepared under this Agreement and all other items, materials and documents that 

have been paid for by the City to the City. These documents and materials are the property of the 

City. The Contractor shall mark all copies of work product that are incomplete at the time of 

termination “DRAFT-INCOMPLETE.” 

9. EXAMINATION OF RECORDS AND AUDITS: Any authorized agent of the City, including the 

City Auditor or his or her representative, has the right to access, and the right to examine, copy and 

retain copies, at City’s election in paper or electronic form, any pertinent books, documents, papers 

and records related to the Contractor’s performance pursuant to this Agreement, provision of any 

goods or services to the City, and any other transactions related to this Agreement. The Contractor 

shall cooperate with City representatives and City representatives shall be granted access to the 

foregoing documents and information during reasonable business hours and until the latter of three (3) 

years after the final payment under this Agreement or expiration of the applicable statute of limitations.  

When conducting an audit of this Agreement, the City Auditor shall be subject to government auditing 

standards issued by the United States Government Accountability Office by the Comptroller General 

of the United States, including with respect to disclosure of information acquired during the course of 
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an audit. No examination of records and audits pursuant to this paragraph shall require the Contractor 

to make disclosures in violation of state or federal privacy laws. The Contractor shall at all times 

comply with D.R.M.C. 20-276. 

10. WHEN RIGHTS AND REMEDIES NOT WAIVED: In no event shall any action by either Party 

hereunder constitute or be construed to be a waiver by the other Party of any breach of covenant or 

default which may then exist on the part of the Party alleged to be in breach, and the non-breaching 

Party’s action or inaction when any such breach or default shall exist shall not impair or prejudice any 

right or remedy available to that Party with respect to such breach or default; and no assent, expressed 

or implied, to any breach of any one or more covenants, provisions or conditions of this Agreement 

shall be deemed or taken to be a waiver of any other breach. 

11. INSURANCE 

11.1. General Conditions: The Contractor agrees to secure, at or before the time of execution 

of this Agreement, the following insurance covering all operations, goods or services provided 

pursuant to this Agreement. The Contractor shall keep the required insurance coverage in force at 

all times during the term of this Agreement, including any extension thereof, and during any 

warranty period. The required insurance shall be underwritten by an insurer licensed or authorized 

to do business in Colorado and rated by A.M. Best Company as “A-VII" or better. Each policy 

shall require notification to the City in the event any of the required policies be canceled or non-

renewed before the expiration date thereof. Such written notice shall be sent to the parties 

identified in the Notices Section of this Agreement. The policies will need to be endorsed to 

provide notice of cancelation. Such notice shall reference the City contract number listed on the 

signature page of this Agreement. Said notice shall be sent thirty (30) days prior to such 

cancellation or non-renewal unless due to non-payment of premiums for which notice shall be 

sent ten (10) days prior. The Contractor shall be responsible for the payment of any deductible or 

self-insured retention. The insurance coverages specified in this Agreement are the minimum 

requirements, and these requirements do not lessen or limit the liability of the Contractor. The 

Contractor shall maintain, at its own expense, any additional kinds or amounts of insurance that 

it may deem necessary to cover its obligations and liabilities under this Agreement. 

11.2. Proof of Insurance: The Contractor may not commence services or work relating to this 

Agreement prior to placement of coverages required under this Agreement. The Contractor 

certifies that the certificate of insurance attached as Exhibit B, preferably an ACORD form, 

complies with all insurance requirements of this Agreement. The City requests that the City’s 

contract number be referenced on the certificate of insurance. The City’s acceptance of a 

certificate of insurance or other proof of insurance that does not comply with all insurance 

requirements set forth in this Agreement shall not act as a waiver of the Contractor’s breach of 

this Agreement or of any of the City’s rights or remedies under this Agreement. The City’s Risk 

Management Office may require additional proof of insurance, including but not limited to 

policies and endorsements. 

11.3. Additional Insureds: For Commercial General Liability, Auto Liability and Excess 

Liability/Umbrella (if required), the Contractor and Subcontractor’s insurer(s) shall include the 
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City and County of Denver, its elected and appointed officials, employees, and volunteers as 

additional insured. 

11.4. Waiver of Subrogation: For all coverages required under this Agreement, with the 

exception of Professional Liability – if required, the Contractor’s insurer shall waive subrogation 

rights against the City. 

11.5. Subcontractors and Subconsultants: The Contractor shall confirm and document that all 

Subcontractors and subconsultants (including independent contractors, suppliers or other entities 

providing goods or services required by this Agreement) procure and maintain coverage as 

approved by the Contractor and appropriate to their respective primary business risks considering 

the nature and scope of services provided. 

11.6. Workers’ Compensation and Employer’s Liability Insurance: The Contractor shall 

maintain the coverage as required by statute for each work location and shall maintain Employer’s 

Liability insurance with limits of $100,000 per occurrence for each bodily injury claim, $100,000 

per occurrence for each bodily injury caused by disease claim, and $500,000 aggregate for all 

bodily injuries caused by disease claims. 

11.7. Commercial General Liability: The Contractor shall maintain a Commercial General 

Liability insurance policy with minimum limits of $1,000,000 for each bodily injury and property 

damage occurrence, $2,000,000 products and completed operations aggregate (if applicable), and 

$2,000,000 policy aggregate. Policy shall not contain an exclusion for sexual abuse, molestation, 

or misconduct. 

11.8. Automobile Liability: The Contractor shall maintain Automobile Liability with minimum 

limits of $1,000,000 combined single limit applicable to all owned, hired, and non-owned vehicles 

used in performing services under this Agreement. 

11.9. Professional Liability (Errors & Omissions): The Contractor shall maintain minimum 

limits of $1,000,000 per claim and $1,000,000 policy aggregate limit. The policy shall be kept in 

force, or a Tail policy placed, for three (3) years for all contracts except construction contracts for 

which the policy or Tail shall be kept in place for eight (8) years. 

11.10. Technology Errors & Omissions including Cyber Liability: The Contractor shall 

maintain Technology Errors and Omissions insurance including cyber liability, network security, 

privacy liability and product failure coverage with minimum limits of $1,000,000 per occurrence 

and $1,000,000 policy aggregate. The policy shall be kept in force, or a Tail policy placed, for 

three (3) years. 

12. DEFENSE AND INDEMNIFICATION 

12.1. The Contractor hereby agrees to defend, indemnify, reimburse and hold harmless City, its 

appointed and elected officials, agents and employees for, from and against all liabilities, claims, 

judgments, suits or demands for damages to persons or property arising out of, resulting from, or 

relating to the work performed under this Agreement (“Claims”), unless such Claims have been 

specifically determined by the trier of fact to be the sole negligence or willful misconduct of the 

City. This indemnity shall be interpreted in the broadest possible manner to indemnify City for 

any acts or omissions of the Contractor or its Subcontractors either passive or active, irrespective 
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of fault, including City’s concurrent negligence whether active or passive, except for the sole 

negligence or willful misconduct of City. 

12.2. The Contractor’s duty to defend and indemnify City shall arise at the time written notice 

of the Claim is first provided to City regardless of whether Claimant has filed suit on the Claim. 

the Contractor’s duty to defend and indemnify City shall arise even if City is the only party sued 

by claimant and/or claimant alleges that City’s negligence or willful misconduct was the sole 

cause of claimant’s damages. 

12.3. The Contractor will defend any and all Claims which may be brought or threatened against 

City and will pay on behalf of City any expenses incurred by reason of such Claims including, 

but not limited to, court costs and attorney fees incurred in defending and investigating such 

Claims or seeking to enforce this indemnity obligation. Such payments on behalf of City shall be 

in addition to any other legal remedies available to City and shall not be considered City’s 

exclusive remedy. 

12.4. Insurance coverage requirements specified in this Agreement shall in no way lessen or limit 

the liability of the Contractor under the terms of this indemnification obligation.  The Contractor 

shall obtain, at its own expense, any additional insurance that it deems necessary for the City’s 

protection. 

12.5. The Contractor shall indemnify, save, and hold harmless the indemnified parties, against 

any and all costs, expenses, claims, damages, liabilities, and other amounts (including attorneys’ 

fees and costs) incurred by the indemnified parties in relation to any claim that any Deliverable, 

Good or Service, software, or Work Product provided by the Contractor under this Agreement 

(collectively, “IP Deliverables”), or the use thereof, infringes a patent, copyright, trademark, trade 

secret, or any other intellectual property right. The Contractor’s obligations hereunder shall not 

extend to the combination of any IP Deliverables provided by the Contractor with any other 

product, system, or method, unless the other product, system, or method is (i) provided by the 

Contractor or the Contractor’s subsidiaries or affiliates; (ii) specified by the Contractor to work 

with the IP Deliverables; (iii) reasonably required in order to use the IP Deliverables in its 

intended manner and the infringement could not have been avoided by substituting another 

reasonably available product, system, or method capable of performing the same function; or (iv) 

is reasonably expected to be used in combination with the IP Deliverables. 

12.6. The Contractor shall indemnify, save, and hold harmless the indemnified parties against all 

costs, expenses, claims, damages, liabilities, court awards and other amounts, including attorneys’ 

fees and related costs, incurred by the indemnified parties in relation to the Contractor’s failure to 

comply with §§ 24-85-101, et seq., C.R.S., or the Accessibility Standards for Individuals with a 

Disability as established pursuant to § 24-85-103 (2.5), C.R.S. 

12.7. This defense and indemnification obligation shall survive the expiration or termination of 

this Agreement. 

13. LIMITATION OF THE CONTRACTOR’S LIABILITY: To the extent permitted by law, the 

liability of the Contractor, its Subcontractors, and their respective personnel to the City for any claims, 

liabilities, or damages relating to this Agreement shall be limited to damages, including but not limited 
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to direct losses, consequential, special, indirect, incidental, punitive or exemplary loss, loss or 

unauthorized disclosure of City Data, not to exceed three (3) times the Maximum Agreement Amount 

payable by the City under this Agreement. No limitation on the Contractor's liability to the City under 

this Section shall limit or affect: (i) the Contractor’s indemnification obligations to the City under this 

Agreement; (ii) any claims, losses, or damages for which coverage is available under any insurance 

required under this Agreement; (iii) claims or damages arising out of bodily injury, including death, 

or damage to tangible property of the City; or (iv) claims or damages resulting from the recklessness, 

bad faith, or intentional misconduct of the Contractor or its Subcontractors. 

14. COLORADO GOVERNMENTAL IMMUNITY ACT: The Parties hereto understand and agree 

that the City is relying upon, and has not waived, the monetary limitations and all other rights, 

immunities and protection provided by the Colorado Governmental Act, § 24-10-101, et seq., C.R.S. 

(2003). 

15. COMPLIANCE WITH APPLICABLE LAWS AND CITY POLICIES: The Contractor shall 

comply with all applicable laws and TS policies in performing the Services under this Agreement.  

Any of the Contractor’s personnel visiting the City’s facilities will comply with all applicable City 

policies regarding access to, use of, and conduct within such facilities.  The City will provide copies 

of such policies to the Contractor upon request. 

16. SERVICE LEVEL AGREEMENTS: To the extent the Contractor provides service level 

commitments in connection with its provision of any Work purchased hereunder, the Contractor shall 

be fully responsible for the delivery and maintenance of the Work, in whole and/or in part, in 

accordance with the terms of the service level agreement attached hereto and incorporated herein as 

Exhibit C.  

17. TECHNOLOGY SERVICES SPECIFICATIONS 

17.1. User ID Credentials: Internal corporate or customer (tenant) user account credentials shall 

be restricted, ensuring appropriate identity, entitlement, and access management and in 

accordance with established policies and procedures, as follows: 

17.1.1. Identity trust verification and service-to-service application (API) and information 

processing interoperability (e.g., SSO and Federation); 

17.1.2. Account credential lifecycle management from instantiation through revocation; 

17.1.3. Account credential and/or identity store minimization or re-use when feasible; and 

17.1.4. Adherence to industry acceptable and/or regulatory compliant authentication, 

authorization, and accounting (AAA) rules (e.g., strong/multi-factor, expire able, non-

shared authentication secrets). 

17.2. Identity Management: The City’s Identity and Access Management (“IdM”) system is an 

integrated infrastructure solution that enables many of the City’s services and online resources to 

operate more efficiently, effectively, and securely. All new and proposed applications must utilize 

the authentication and authorization functions and components of IdM. Strong authentication is 

required for privileged accounts or accounts with access to sensitive information. This technical 

requirement applies to all solutions regardless of where the application is hosted. 
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17.3. Additional Products or Services: The Parties acknowledge that the Contractor will 

continue to enhance and/or modify its existing products or services. In order to use those enhanced 

products or services the City shall be entitled to order those offerings at any time throughout the 

duration of this Agreement provided the pricing is set out in this Agreement. Additional products 

or services shall be subject to the same terms and conditions as contained herein and any order 

placed by the City shall not create any additional binding conditions on the City and shall not act 

as an amendment of the terms and conditions contained herein. If additional products or services 

are requested by the City, the Parties shall follow the agreed upon order process and if no process 

is outlined, then the CIO, or other designated Agency personnel, shall be authorized to sign any 

the forms necessary to acquire the products/services on behalf of the City. Additional licenses 

shall be prorated and co-termed with current licensing contained in this Agreement. 

17.4. Reoccurring Security Audits: Prior to the Effective Date of this Agreement, the 

Contractor, will at its expense conduct or have conducted the following, and thereafter, the 

Contractor will at its expense conduct or have conducted the following at least once per year, and 

immediately after any actual or reasonably suspected Security Breach: (i) a SSAE 16/SOC 2 or 

other mutually agreed upon audit of the Contractor’s security policies, procedures and controls; 

(ii) a quarterly external and internal vulnerability scan of the Contractor’s systems and facilities, 

to include public facing websites, that are used in any way to deliver Services under this 

Agreement. The report must include the vulnerability, age, and remediation plan for all issues 

identified as critical or high; and (iii) a formal penetration test performed by qualified personnel 

of the Contractor’s systems and facilities that are used in any way to deliver Work under this 

Agreement. The Contractor will provide the City the reports or other documentation resulting 

from the above audits, certifications, scans, and tests within seven (7) business days of the 

Contractor’s receipt of such results. The report must include the vulnerability, age, and 

remediation plan for all issues identified as critical or high. Based on the results and 

recommendations of the above audits, the Contractor will, within thirty (30) calendar days of 

receipt of such results, promptly modify its security measures to meet its obligations under this 

Agreement and provide the City with written evidence of remediation. In addition, the Contractor 

shall comply with the City’s annual risk assessment and the results thereof.  The City may require, 

at the Contractor’s expense, that the Contractor perform additional audits and tests, the results of 

which will be provided to the City within seven (7) business days of Contractor’s receipt of such 

results. The Contractor will provide the City the results of the above audits. If additional funds 

are required to perform the tests required by the City that are not accounted for in this Agreement, 

the Parties agree to amend this Agreement as necessary. The Contractor shall also protect data 

against deterioration or degradation of quality and authenticity by, at minimum, having a third 

party perform annual data integrity audits 

17.5. Transition of Services: Upon expiration or earlier termination of this Agreement or any 

Work provided hereunder, the Contractor shall accomplish a complete transition of the Services 

from the Contractor to the City. The Contractor shall cooperate fully with the City and promptly 

take all steps required to assist in effecting a complete transition of the Services designated by the 
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City. All Services related to such transition shall be performed at no additional to the City. The 

Contractor shall extend this Agreement monthly if additional time is required beyond the 

termination of this Agreement, if necessary, to effectuate the transition and the City shall pay a 

proration of the subscription fee.  

17.6. Disaster Recovery and Continuity 

17.6.1. The Contractor shall maintain a continuous and uninterrupted business continuity 

and disaster recovery program with respect to the Work provided under this Agreement.  

The program shall be designed, in the event of a significant business disruption affecting 

the Contractor, to provide the necessary and sufficient capabilities, processes, and 

procedures to enable the Contractor to resume and continue to perform its duties and 

obligations under this Agreement without undue delay or disruption. In the event of 

equipment failures, the Contractor shall, at no additional expense to the City, take 

reasonable steps to minimize service interruptions, including using any back-up facilities 

where appropriate. Upon request, the Contractor shall provide the City with a copy of its 

disaster recovery plan and procedures. 

17.6.2. Prior to the Effective Date of this Agreement, the Contractor shall, at its own 

expense, conduct or have conducted the following, and thereafter, the Contractor will, at 

its own expense, conduct or have conducted the following at least once per year: 

17.6.2.1. A test of the operability, sufficiency, and completeness of business continuity and 

disaster recovery program’s capabilities, processes, and procedures that are necessary 

to resume and continue to perform its duties and obligations under this Agreement.  

17.6.2.2. Based upon the results and subsequent recommendations of the testing above, the 

Contractor will, within thirty (30) calendar days of receipt of such results and 

recommendations, promptly modify its capabilities, processes, and procedures to meet 

its obligations under this Agreement and provide City with written evidence of 

remediation. 

17.6.2.3. Upon request, the Contractor shall provide the City with report summaries or other 

documentation resulting from above testing of any business continuity and disaster 

recovery procedures regarding the Services provided under this Agreement. 

17.6.2.4. The Contractor represents that it is capable, willing, and able to provide the 

necessary and sufficient business continuity and disaster recovery capabilities and 

functions that are appropriate for it to provide services under this Agreement.  

18. DELIVERY AND ACCEPTANCE 

18.1. Acceptance & Rejection: This Agreement covers software, technology services, and other 

deliverables created pursuant to this Agreement (collectively, the “Created Deliverables”), as well 

as software and other deliverables created without any relationship to this Agreement (together 

with the Created Deliverables, the “Deliverables”). The Created Deliverables will be considered 

accepted (“Acceptance”) only when the City provides the Contractor affirmative written notice 

of acceptance that such Created Deliverable has been accepted by the City. Such communication 

shall be provided within a reasonable time from the delivery of the Created Deliverable and shall 
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not be unreasonably delayed or withheld.  Acceptance by the City shall be final, except in cases 

of Contractor’s failure to conduct proper quality assurance, latent defects that could not 

reasonably have been detected upon delivery, or the Contractor’s gross negligence or willful 

misconduct. The City may reject a Created Deliverable if it materially deviates from its 

specifications and requirements listed in this Agreement or its attachments by written notice 

setting forth the nature of such deviation. In the event of such rejection, the Contractor shall 

correct the deviation, at its sole expense, and redeliver the Created Deliverable within fifteen (15) 

days. After redelivery, the Parties shall again follow the acceptance procedures set forth herein. 

If any Created Deliverable does not perform to the City’s satisfaction, the City reserves the right 

to repudiate acceptance.  If the City ultimately rejects a Created Deliverable, or repudiates 

acceptance of it, the Contractor will refund to the City all fees paid, if any, by the City with respect 

to any rejected Created Deliverable. Acceptance shall not relieve the Contractor from its 

responsibility under any representation or warranty contained in this Agreement, and payment of 

an invoice prior to Acceptance does not grant a waiver of any representation or warranty made by 

the Contractor. 

18.2. Quality Assurance: The Contractor shall provide and maintain a quality assurance system 

acceptable to the City for Created Deliverables under this Agreement and shall provide to the City 

only such Created Deliverables that have been inspected and found to conform to the 

specifications identified in this Agreement and any applicable solicitation, bid, offer, or proposal 

from which this Agreement results. The Contractor’s delivery of any Created Deliverables to the 

City shall constitute certification that any Created Deliverables have been determined to conform 

to the applicable specifications, and the Contractor shall make records of such quality assurance 

available to the City upon request. 

18.3. License to Deliverables: Effective upon Acceptance of each Created Deliverable, the 

Contractor grants the City a nonexclusive, royalty-free license to reproduce, modify, display, and 

use such Created Deliverable, and all intellectual property rights necessary to use the Created 

Deliverable as authorized, as necessary for the City’s internal business purposes, provided the 

City complies with any license restrictions set forth in this Agreement and any attachments 

thereto. The City will not reverse engineer or reverse compile any part of a Created Deliverable 

unless agreed by the Parties in writing.  

18.4. Incorporation of Deliverables: Upon Acceptance, each Created Deliverable will 

thereafter be subject to this Agreement’s terms, including without limitation license, warranty, 

and indemnity terms. 

19. WARRANTIES AND REPRESENTATIONS 

19.1. Notwithstanding the acceptance of any Work or Created Deliverable, or the payment of 

any invoice for such Work or Created Deliverable, the Contractor warrants that any Work or 

Created Deliverable provided by the Contractor under this Agreement shall be free from material 

defects and shall function as intended and in material accordance with the applicable 

specifications. The Contractor warrants that any Work or Created Deliverable, and any media 

used to distribute it, shall be, at the time of delivery, free from any harmful or malicious code, 
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including without limitation viruses, malware, spyware, ransomware, or other similar function or 

technological means designed to disrupt, interfere with, or damage the normal operation of the 

Work or Created Deliverable and the use of City resources and systems. The Contractor’s 

warranties under this Section shall apply to any defects or material nonconformities discovered 

within 180 days following delivery of any Work or Created Deliverable. 

19.2. Upon notice of any defect or material nonconformity, the Contractor shall submit to the 

City in writing within 10 business days of the notice one or more recommendations for corrective 

action with sufficient documentation for the City to ascertain the feasibility, risks, and impacts of 

each recommendation.  The City’s remedy for such defect or material non-conformity shall be: 

19.2.1. The Contractor shall re-perform, repair, or replace such Work or Created 

Deliverable in accordance with any recommendation chosen by the City.  The Contractor 

shall deliver, at no additional cost to the City, all documentation required under this 

Agreement as applicable to the corrected Work or Created Deliverable; or 

19.2.2. The Contractor shall refund to the City all amounts paid for such Work or Created 

Deliverable, as well as pay to the City any additional amounts reasonably necessary for the 

City to procure alternative goods or services of substantially equivalent capability, 

function, and performance. 

19.3. Any Work or Created Deliverable delivered to the City as a remedy under this Section shall 

be subject to the same quality assurance, acceptance, and warranty requirements as the original 

Work or Created Deliverable.  The duration of the warranty for any replacement or corrected 

Work or Created Deliverable shall run from the date of the corrected or replacement Work or 

Created Deliverable. 

19.4. Customization Services: The Contractor warrants that it will perform all customization 

services, if any, in a professional and workmanlike manner. In case of breach of the warranty of 

the preceding sentence, the Contractor, at its own expense, shall promptly re-perform the 

customization services in question or provide a full refund for all nonconforming customization 

services.  

19.5. Third-Party Warranties and Indemnities: The Contractor will assign to the City all 

third-party warranties and indemnities that the Contractor receives in connection with any Work 

or Created Deliverables provided to the City.  To the extent that the Contractor is not permitted 

to assign any warranties or indemnities through to the City, the Contractor agrees to specifically 

identify and enforce those warranties and indemnities on behalf of the City to the extent the 

Contractor is permitted to do so under the terms of the applicable third-party agreements.   

19.6. Intellectual Property Rights in the Software: The Contractor warrants that it is the owner 

of all Created Deliverables, and of each and every component thereof, or the recipient of a valid 

license thereto, and that it has and will maintain the full power and authority to grant the 

intellectual property rights to the Created Deliverables in this Agreement without the further 

consent of any third party and without conditions or requirements not set forth in this Agreement. 

In the event of a breach of the warranty in this Section, the Contractor, at its own expense, shall 

promptly take the following actions: (i) secure for the City the right to continue using the Created 
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Deliverable as intended; (ii) replace or modify the Created Deliverable to make it non-infringing, 

provided such modification or replacement will not materially degrade any functionality as stated 

in this Agreement; or (iii) refund 100% of the fee paid for the Created Deliverable for every month 

remaining in the Term, in which case the Contractor may terminate any or all of the City’s licenses 

to the infringing Created Deliverable granted in this Agreement and require return or destruction 

of copies thereof. The Contractor also warrants that there are no pending or threatened lawsuits, 

claims, disputes, or actions: (i) alleging that any of the Work or Created Deliverables infringes, 

violates, or misappropriates any third-party rights; or (ii) adversely affecting any Goods, Created 

Deliverables, Services, or the Contractor’s ability to perform its obligations hereunder. 

19.7. Disabling Code: The Work and any Created Deliverables will contain no malicious or 

disabling code that is intended to damage, destroy, or destructively alter software, hardware, 

systems, or data. The Contractor represents, warrants and agrees that the City will not receive 

from the Contractor any virus, worm, trap door, back door, timer, clock, counter or other limiting 

routine, instruction or design, or other malicious, illicit or similar unrequested code, including 

surveillance software or routines which may, or is designed to, permit access by any person, or 

on its own, to erase, or otherwise harm or modify any City system, resources, or data (a "Disabling 

Code"). In the event a Disabling Code is identified, the Contractor shall take all steps necessary, 

at no additional cost to the City, to: (i) restore and/or reconstruct all data lost by the City as a 

result of a Disabling Code; (ii) furnish to City a corrected version of the Work or Created 

Deliverables without the presence of a Disabling Code; and, (iii) as needed, re-implement the 

Work or Created Deliverable at no additional cost to the City. This warranty shall remain in full 

force and effect during the Term.  

20. CONFIDENTIAL INFORMATION 

20.1. “Confidential Information” means all information or data, regardless of form, not subject 

to disclosure under the Colorado Open Records Act, § 24-72-201, et seq., C.R.S. (“CORA”), and 

is marked or identified at the time of disclosure as being confidential, proprietary, or its 

equivalent. Each of the Parties may disclose (a “Disclosing Party”) or permit the other Party (the 

“Receiving Party”) access to the Disclosing Party’s Confidential Information in accordance with 

the following terms. Except as specifically permitted in this Agreement or with the prior express 

written permission of the Disclosing Party, the Receiving Party shall not: (i) disclose, allow access 

to, transmit, transfer or otherwise make available any Confidential Information of the Disclosing 

Party to any third party other than its employees, Subcontractors, agents and consultants that need 

to know such information to fulfil the purposes of this Agreement, and in the case of non-

employees, with whom it has executed a non-disclosure or other agreement which limits the use, 

reproduction and disclosure of the Confidential Information on terms that afford at least as much 

protection to the Confidential Information as the provisions of this Agreement; or (ii) use or 

reproduce the Confidential Information of the Disclosing Party for any reason other than as 

reasonably necessary to fulfil the purposes of this Agreement. This Agreement does not transfer 

ownership of Confidential Information or grant a license thereto. The City will retain all right, 

title, and interest in its Confidential Information. 
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20.2. The Contractor shall provide for the security of Confidential Information and information 

which may not be marked, but constitutes personally identifiable information, HIPAA, CJIS, or 

other federally or state regulated information (“Regulated Data”) in accordance with all applicable 

laws, rules, policies, publications, and guidelines. If the Contractor receives Regulated Data 

outside the scope of this Agreement, it shall promptly notify the City. 

20.3. Disclosed information or data that the Receiving Party can establish: (i) was lawfully in 

the Receiving Party’s possession before receipt from the Disclosing Party; or (ii) is or becomes a 

matter of public knowledge through no fault of the Receiving Party; or (iii) was independently 

developed or discovered by the Receiving Party; or (iv) was received from a third party that was 

not under an obligation of confidentiality, shall not be considered Confidential Information under 

this Agreement. The Receiving Party will inform necessary employees, officials, Subcontractors, 

agents, and officers of the confidentiality obligations under this Agreement, and all requirements 

and obligations of the Receiving Party under this Agreement shall survive the expiration or earlier 

termination of this Agreement. 

20.4. Nothing in this Agreement shall in any way limit the ability of the City to comply with any 

laws or legal process concerning disclosures by public entities. The Parties understand that all 

materials exchanged under this Agreement, including Confidential Information, may be subject 

to CORA. In the event of a request to the City for disclosure of possible confidential materials, 

the City shall advise the Contractor of such request to give the Contractor the opportunity to object 

to the disclosure of any of its materials which it marked as, or otherwise asserts is, proprietary or 

confidential. If the Contractor objects to disclosure of any of its material, the Contractor shall 

identify to the City the legal basis under CORA for any right to withhold. In the event of any 

action or the filing of a lawsuit to compel disclosure, the Contractor agrees to intervene in such 

action or lawsuit to protect and assert its claims of privilege against disclosure of such material or 

waive the same. If the matter is not resolved, the City will tender all material to the court for 

judicial determination of the issue of disclosure. The Contractor further agrees to defend, 

indemnify, and save and hold harmless the City, its officers, agents, and employees, from any 

claim, damages, expense, loss, or costs arising out of the Contractor’s intervention to protect and 

assert its claim of privilege against disclosure under this Section, including but not limited to, 

prompt reimbursement to the City of all reasonable attorney fees, costs, and damages that the City 

may incur directly or may be ordered to pay. 

21. DATA MANAGEMENT, SECURITY, AND PROTECTION 

21.1. Compliance with Data Protection Laws and Policies: The Contractor shall comply with 

all applicable federal, state, local laws, rules, regulations, directives, and policies relating to data 

protection, use, collection, disclosures, processing, and privacy as they apply to the Contractor 

under this Agreement, including, without limitation, applicable industry standards or guidelines 

based on the data’s classification relevant to the Contractor’s performance hereunder and, when 

applicable, the most recent iterations of § 24-73-101, et seq.; C.R.S., IRS Publication 1075; the 

Health Information Portability and Accountability Act (“HIPAA”); the U.S. Department of 

Justice, Federal Bureau of Investigation, Criminal Justice Information Services (“CJIS”) Security 
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Policy for all Criminal Justice Information; the Colorado Consumer Protection Act, the Payment 

Card Industry Data Security Standard (“PCI-DSS”), and the Minimum Acceptable Risk Standards 

for Exchanges, (collectively, “Data Protection Laws”). If the Contractor becomes aware that it 

cannot reasonably comply with the terms or conditions contained herein due to a conflicting law 

or policy, the Contractor shall promptly notify the City. The Contractor shall comply with all 

rules, policies, procedures, and standards issued by the City’s Technology Services Security 

Section. The most recent copy of which is posted at: 

https://denvercity.sharepoint.com/sites/TechServices/SitePages/Information-Governance-

Committee.aspx 

21.2. Safeguarding Protected and Sensitive Information: “Protected Information” means 

data, regardless of form, that has been designated as sensitive, private, proprietary, protected, or 

confidential by law, policy, or the City. Protected Information includes, but is not limited to, 

employment records, protected health information, student and education records, criminal justice 

information, personal financial records, research data, trade secrets, classified government 

information, other regulated data, and personally identifiable information as defined by §§ 24-73-

101(4)(b) and 6-1-716(1)(g)(I)(A), C.R.S., as amended. Protected Information shall not include 

public records that by law must be made available to the public under CORA. To the extent there 

is any uncertainty as to whether data constitutes Protected Information, the data in question shall 

be treated as Protected Information until a determination is made by the City or an appropriate 

legal authority. Unless the City provides security protection for the information it discloses to the 

Contractor, the Contractor shall implement and maintain reasonable security procedures and 

practices that are both appropriate to the nature of the Protected Information disclosed and that 

are reasonably designed to help safeguard Protected Information from unauthorized access, use, 

modification, disclosure, or destruction. Disclosure of Protected Information does not include 

disclosure to a third party under circumstances where the City retains primary responsibility for 

implementing and maintaining reasonable security procedures and practices appropriate to the 

nature of the Protected Information, and the City implements and maintains technical controls 

reasonably designed to safeguard Protected Information from unauthorized access, modification, 

disclosure, or destruction or effectively eliminate the third party's ability to access Protected 

Information, notwithstanding the third party's physical possession of Protected Information. If the 

Contractor has been contracted to maintain, store, or process personal information on the City’s 

behalf, the Contractor is a “Third-Party Service Provider” as defined by § 24-73-103(1)(i), C.R.S. 

Contractor may process personally identifiable information as part of standard business 

operations. Contractor will make available SOC2 Type2, or similar independent security audit 

results, to the City upon request. 

21.3. Data Access and Integrity: The Contractor shall implement and maintain all appropriate 

administrative, physical, technical, and procedural safeguards necessary and appropriate to ensure 

compliance with the standards, guidelines, and Data Protection Laws applicable to the 

Contractor’s performance hereunder to ensure the security and confidentiality of all data. The 

Contractor shall protect against threats or hazards to the security or integrity of data; protect 
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against unauthorized disclosure, access to, or use of any data; restrict access to data as necessary; 

and ensure the proper and legal use of data. The Contractor shall not engage in “data mining” 

except as specifically and expressly required by law or authorized in writing by the City. Unless 

otherwise required by law, the City has exclusive ownership of all data it discloses under this 

Agreement, and the Contractor shall have no right, title, or interest in data obtained in connection 

with the services provided herein.  The Contractor has a limited, nonexclusive license to access 

and use data as provided in this Agreement solely for the purpose of performing its obligations 

hereunder. The City retains the right to access and retrieve its data stored on the Contractor’s 

infrastructure at any time during the Term.  All City Data created and/or processed by the Work 

is and shall remain the property of the City and shall in no way become attached to the Work, nor 

shall the Contractor have any rights in or to the City Data without the express written permission 

of the City. This Agreement does not give a Party any rights, implied or otherwise, to the other’s 

data, content, or intellectual property, except as expressly stated in this Agreement. The City 

retains the right to use the Work to access and retrieve data stored on the Contractor’s 

infrastructure at any time during the Term. Upon written request, the Contractor shall provide the 

City its policies and procedures to maintain the confidentiality of City Data and Protected 

Information. 

21.4. Response to Legal Orders for City Data: If the Contractor is required by a court of 

competent jurisdiction or administrative body to disclose City Data, the Contractor shall first 

notify the City and, prior to any disclosure, cooperate with the City’s reasonable requests in 

connection with the City’s right to intervene, quash, or modify the legal order, demand, or request, 

and upon request, provide the City with a copy of its response. If the City receives a subpoena, 

legal order, or other legal demand seeking data maintained by the Contractor, the City will 

promptly provide a copy to the Contractor. Upon notice and if required by law, the Contractor 

shall promptly provide the City with copies of its data required for the City to meet its necessary 

disclosure obligations.  

21.5. Data Retention, Transfer, Litigation Holds, and Destruction: Using appropriate and 

reliable storage media, the Contractor shall regularly backup data used in connection with this 

Agreement and retain such backup copies consistent with the Rubicon’s data and record retention 

policies. All City Data shall be encrypted in transmission, including by web interface, and in 

storage by an agreed upon National Institute of Standards and Technology (“NIST”) approved 

strong encryption method and standard. The Contractor shall not transfer or maintain data under 

this Agreement outside of the United States without the City’s express written permission. Upon 

termination of this Agreement, the Contractor shall securely delete or securely transfer all data, 

including Protected Information, to the City in an industry standard format as directed by the City; 

however, this requirement shall not apply to the extent the Contractor is required by law to retain 

data, including Protected Information. Upon the City’s request, the Contractor shall confirm, by 

providing a certificate, the data disposed of, the date disposed of, and the method of disposal. 

With respect to any data in the Contractor’s exclusive custody, the City may request, at not 

additional cost to the City, that the Contractor preserve such data outside of record retention 
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policies. The City will promptly coordinate with the Contractor regarding the preservation and 

disposition of any data and records relevant to any current or anticipated litigation, and the 

Contractor shall continue to preserve the records until further notice by the City. Unless otherwise 

required by law or regulation, when paper or electronic documents are no longer needed, the 

Contractor shall destroy or arrange for the destruction of such documents within its custody or 

control that contain Protected Information by shredding, erasing, or otherwise modifying the 

Protected Information in the paper or electronic documents to make it unreadable or 

indecipherable. The Contractor and its third-party services providers must develop and maintain 

a written policy for the destruction of such records.  

21.6. Software and Computing Systems: The Contractor shall maintain commercially 

reasonable network security that, at a minimum, includes network firewalls, intrusion 

detection/prevention, and enhancements or updates consistent with evolving industry standards 

The Contractor shall use industry-standard and up-to-date security tools, technologies and 

procedures including, but not limited to, anti-virus and anti-malware protections. 

21.7. Background Checks: The Contractor shall ensure that, prior to being granted access to 

Protected Information, the Contractor’s agents, employees, Subcontractors, volunteers, or assigns 

who perform work under this Agreement have all undergone and passed all necessary criminal 

background screenings, have successfully completed annual instruction of a nature sufficient to 

enable them to effectively comply with all data protection provisions of this Agreement and Data 

Protection Laws, and possess all qualifications appropriate to the nature of the employees’ duties 

and the sensitivity of the data. If the Contractor will have access to federal tax information (“FTI”) 

under this Agreement, the Contractor shall comply with the background check and other 

provisions of Section 6103(b) of the Internal Revenue Code, the requirements of IRS Publication 

1075, and the Privacy Act of 1974, 5 U.S.C. § 552a, et. seq., related to federal tax information. 

21.8. Subcontractors and Employees: If the Contractor engages a Subcontractor under this 

Agreement, the Contractor shall impose data protection terms that provide at least the same level 

of data protection as in this Agreement and to the extent appropriate to the nature of the Work 

provided. The Contractor shall monitor the compliance with such obligations and remain 

responsible for its Subcontractor’s compliance with the obligations of this Agreement and for any 

of its Subcontractors acts or omissions that cause the Contractor to breach any of its obligations 

under this Agreement. Unless the Contractor provides its own security protection for the 

information it discloses to a third party, the Contractor shall require the third party to implement 

and maintain reasonable security procedures and practices that are appropriate to the nature of the 

Protected Information disclosed and that are reasonably designed to protect it from unauthorized 

access, use, modification, disclosure, or destruction. Any term or condition within this Agreement 

relating to the protection and confidentially of any disclosed data shall apply equally to both the 

Contractor and any of its Subcontractors, agents, assigns, employees, or volunteers. Upon request, 

the Contractor shall provide the City copies of its record retention, data privacy, and information 

security policies. The Contractor shall ensure all Subcontractors sign, or have signed, agreements 

containing nondisclosure provisions at least as protective as those in this Agreement, and that the 
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nondisclosure provisions are in force so long as the Subcontractor has access to any data disclosed 

under this Agreement.  Upon request, the Contractor shall provide copies of those signed 

nondisclosure agreements to the City. 

21.9. Security Audit Access: The Contractor shall permit the City reasonable access and shall 

provide the City with information reasonably required to assess the Contractor’s compliance with 

its security and confidentiality obligations under this Agreement. Such access and information 

shall include an annual SSAE 16/SOC 2 audit, or an alternative audit recommended by the City, 

and the Contractor shall comply with the City’s annual risk assessment and the results thereof.  

To the extent the Contractor controls or maintains information systems used in connection with 

this Agreement, the Contractor shall provide the City with the results of all security assessment 

activities when conducted on such information systems, including any code-level vulnerability 

scans, application-level risk assessments, and other security assessment activities as required by 

this Agreement or reasonably requested by the City. The Contractor will remediate any 

vulnerabilities to comply with its obligations hereunder. 

21.10. Unauthorized Data Disclosure 

21.10.1. Security Breach: If the Contractor becomes aware of a suspected or unauthorized 

acquisition or disclosure of unencrypted data, in any form, that compromises the security, 

access, confidentiality, or integrity of City Data, Protected Information, or other data 

maintained or provided by the City (“Security Breach”), the Contractor shall notify the 

City in the most expedient time and without unreasonable delay but no less than forty-eight 

(48) hours. A Security Breach shall also include, without limitation, (i) attempts to gain 

unauthorized access to a City system or City Data regardless of where such information is 

located; (ii) unwanted disruption or denial of service; (iii) the unauthorized use of a City 

system for the processing or storage of data; or (iv) changes to the City’s system hardware, 

firmware, or software characteristics without the City’s knowledge, instruction, or consent. 

Any oral notice of a Security Breach provided by the Contractor shall be immediately 

followed by a written notice to the City. The Contractor shall maintain documented policies 

and procedures for Security Breaches including reporting, notification, and mitigation.  

21.10.2. Cooperation: The Contractor shall fully cooperate with the City regarding 

recovery, lawful notices, investigations, remediation, and the necessity to involve law 

enforcement, as determined by the City and as required by law. The Contractor shall 

preserve and provide all information relevant to the Security Breach to the City; provided, 

however, the Contractor shall not be obligated to disclose confidential business information 

or trade secrets. Unless the Contractor can establish that neither it nor any of its agents, 

employees, assigns, or Subcontractors are the cause or source of the Security Breach, the 

Contractor shall indemnify, defend, and hold harmless the City for all claims, including 

reasonable attorneys’ fees, costs, and expenses incidental thereto, which may be suffered 

by, accrued against, charged to, or recoverable from the City in connection with a Security 

Breach and any required lawful notices. 
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21.10.3. Reporting: The Contractor shall provide a written report to the City that identifies: 

(i) the nature of the unauthorized use or disclosure; (ii) the data used or disclosed; (iii) the 

parties responsible for the Security Breach (if known); (iv) what the Contractor has done 

or shall do to mitigate the effect of the Security Breach; and (v) what corrective action the 

Contractor has taken or shall take to prevent future Security Breaches. Except as expressly 

required by law, the Contractor will not disclose or otherwise provide notice of the incident 

directly to any person, regulatory agencies, or other entities, without prior written 

permission from the City. 

21.10.4. Costs: Notwithstanding any other provision of this Agreement, and in addition to 

any other remedies available to the City under law or equity, the Contractor will promptly 

reimburse the City in full for all reasonable costs incurred by the City in any investigation, 

remediation or litigation resulting from any Security Breach, including but not limited to 

providing notification to third parties whose data was compromised and to regulatory 

bodies, law-enforcement agencies, or other entities as required by law or contract; 

establishing and monitoring call center(s), and credit monitoring and/or identity restoration 

services to assist each person impacted by a Data Incident in such a fashion that, in the 

City’s sole discretion, could lead to identity theft; and the payment of legal fees and 

expenses, audit costs, fines and penalties, and other fees imposed by regulatory agencies, 

courts of law, or contracting partners as a result of the Security Breach.  

21.10.5. Remediation: After a Security Breach, the Contractor shall take steps to reduce the 

risk of incurring a similar type of Security Breach in the future as directed by the City, 

which may include, but is not limited to, developing and implementing a remediation plan 

that is approved by the City at no additional cost to the City. The City may adjust or direct 

modifications to this plan, and the Contractor shall make all reasonable modifications as 

directed by the City. The City may, in its sole discretion and at the Contractor’s sole 

expense, require the Contractor to engage the services of an independent, qualified, City-

approved third party to conduct a security audit. The Contractor shall provide the City with 

the results of such audit and evidence of the Contractor’s planned remediation in response 

to any negative findings. Implementation of corrective actions to remedy the Security 

Breach and restore the City’s access to the Work shall occur within a commercially 

reasonable time once the Contractor becomes aware of any Security Breach.   

21.11. Request for Additional Protections and Survival: In addition to the terms contained 

herein, the City may reasonably request that the Contractor protect the confidentiality of certain 

Protected Information or other data in specific ways to ensure compliance with Data Protection 

Laws and any changes thereto. Unless a request for additional protections is mandated by a change 

in law, the Contractor may reasonably decline the City’s request to provide additional protections. 

If such a request requires the Contractor to take steps beyond those contained herein, the 

Contractor shall notify the City with the anticipated cost of compliance, and the City may 

thereafter, in its sole discretion, direct the Contractor to comply with the request at the City’s 

expense; provided, however, that any increase in costs that would increase the Maximum Contract 
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Amount must first be memorialized in a written amendment complying with City procedures. 

Obligations contained in this Agreement relating to the protection and confidentially of any 

disclosed data shall survive termination of this Agreement, and the Contractor shall continue to 

safeguard all data for so long as the data remains confidential or protected and in the Contractor’s 

possession or control. 

22. TAXES, CHARGES AND PENALTIES: The City shall not be liable for the payment of taxes, late 

charges, or penalties of any nature other than the compensation stated herein, except for any additional 

amounts which the City may be required to pay under D.R.M.C. § 20-107 to § 20-115. 

23. ASSIGNMENT; SUBCONTRACTING: The Contractor shall not voluntarily or involuntarily assign 

any of its rights or obligations, or subcontract performance obligations, under this Agreement without 

obtaining the City’s prior written consent.  Any assignment or subcontracting without such consent 

will be ineffective and void and shall be cause for termination of this Agreement by the City.  The 

City has sole and absolute discretion whether to consent to any assignment or subcontracting, or to 

terminate this Agreement because of unauthorized assignment or subcontracting.  In the event of any 

subcontracting or unauthorized assignment: (i) the Contractor shall remain responsible to the City; 

and (ii) no contractual relationship shall be created between the City and any subconsultant, 

Subcontractor, or assign.  

24. NO THIRD-PARTY BENEFICIARY: Enforcement of the terms of this Agreement and all rights of 

action relating to enforcement are strictly reserved to the Parties.  Nothing contained in this Agreement 

gives or allows any claim or right of action to any third person or entity.  Any person or entity other 

than the City or the Contractor receiving services or benefits pursuant to this Agreement is an 

incidental beneficiary only. 

25. NO AUTHORITY TO BIND CITY TO CONTRACTS: The Contractor lacks any authority to bind 

the City on any contractual matters.  Final approval of all contractual matters that purport to obligate 

the City must be executed by the City in accordance with the City’s Charter and the Denver Revised 

Municipal Code.  

26. AGREEMENT AS COMPLETE INTEGRATION-AMENDMENTS: Except for the functional 

requirements provided in response to a request for proposal and/or any subsequent enhancement of 

the SOW or other implementation documentation that may be developed after execution of this 

Agreement, this Agreement is the complete integration of all understandings between the Parties as to 

the subject matter of this Agreement.  No prior, contemporaneous, or subsequent addition, deletion, 

or other modification has any force or effect, unless embodied in this Agreement in writing.  No oral 

representation by any officer or employee of the City at variance with the terms of this Agreement or 

any written amendment to this Agreement will have any force or effect or bind the City. 

27. SEVERABILITY: Except for the provisions of this Agreement requiring appropriation of funds and 

limiting the total amount payable by the City, if a court of competent jurisdiction finds any provision 

of this Agreement or any portion of it to be invalid, illegal, or unenforceable, the validity of the 

remaining portions or provisions will not be affected, if the intent of the Parties can be fulfilled. 

28. CONFLICT OF INTEREST: No employee of the City shall have any personal or beneficial interest 

in the services or property described in this Agreement.  The Contractor shall not hire, or contract for 
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services with, any employee or officer of the City that would be in violation of the City’s Code of 

Ethics, D.R.M.C. § 2-51, et seq. or the Charter §§ 1.2.8, 1.2.9, and 1.2.12. The Contractor shall not 

engage in any transaction, activity or conduct that would result in a conflict of interest under this 

Agreement.  The Contractor represents that it has disclosed any and all current or potential conflicts 

of interest.  A conflict of interest shall include transactions, activities or conduct that would affect the 

judgment, actions or work of the Contractor by placing the Contractor’s own interests, or the interests 

of any party with whom the Contractor has a contractual arrangement, in conflict with those of the 

City.  The City, in its sole discretion, will determine the existence of a conflict of interest and may 

terminate this Agreement in the event it determines a conflict exists, after it has given the Contractor 

written notice describing the conflict.  

29. NOTICES:  All notices required by the terms of this Agreement must be hand delivered, sent by 

overnight courier service, mailed by certified mail, return receipt requested, electronic mail, or mailed 

via United States mail, postage prepaid, if to the Contractor at the aforementioned address, and if to 

the City at: 

Chief Information Officer, Denver Technology Services 

201 West Colfax Avenue, Dept. 301 

Denver, Colorado 80202 

 

With a copy to: 

 

Denver City Attorney’s Office 

1437 Bannock St., Room 353 

Denver, Colorado 80202 

Notices hand delivered, sent by overnight courier, or electronic mail are effective upon delivery. 

Notices sent by certified mail are effective upon receipt. Notices sent by mail are effective upon 

deposit with the U.S. Postal Service.  The Parties may designate electronic and substitute addresses 

where or persons to whom notices are to be mailed or delivered.  However, these substitutions will not 

become effective until actual receipt of written notification. 

30. DISPUTES: All disputes between the City and the Contractor arising out of or regarding this 

Agreement will be resolved by administrative hearing pursuant to the procedure established by 

D.R.M.C. § 56-106(b)-(f).  For the purposes of that administrative procedure, the City official 

rendering a final determination shall be the CIO as defined in this Agreement. In the event of a dispute 

between the Parties, the Contractor will continue to perform its obligations under this Agreement 

during the resolution of the dispute until this Agreement is terminated in accordance with its terms. 

31. GOVERNING LAW; VENUE: This Agreement will be construed and enforced in accordance with 

applicable federal law, the laws of the State of Colorado, and the Charter, Revised Municipal Code, 

ordinances, regulations and Executive Orders of the City and County of Denver, which are expressly 

incorporated into this Agreement. Unless otherwise specified, any reference to statutes, laws, 

regulations, charter or code provisions, ordinances, executive orders, or related memoranda, includes 
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amendments or supplements to same. Venue for any legal action relating to this Agreement will be in 

the District Court of the State of Colorado, Second Judicial District (Denver District Court). 

32. NO DISCRIMINATION IN EMPLOYMENT:   In connection with the performance of work under 

this Agreement, the Contractor may not refuse to hire, discharge, promote, demote, or discriminate in 

matters of compensation against any person otherwise qualified, solely because of race, color, religion, 

national origin, ethnicity, citizenship, immigration status, gender, age, sexual orientation, gender 

identity, gender expression, marital status, source of income, military status, protective hairstyle, or 

disability. The Contractor shall insert the foregoing provision in all subcontracts.  

33. LEGAL AUTHORITY: The Contractor represents and warrants that it possesses the legal authority, 

pursuant to any proper, appropriate, and official motion, resolution or action passed or taken, to enter 

into this Agreement.  Each person signing and executing this Agreement on behalf of the Contractor 

represents and warrants that he has been fully authorized by the Contractor to execute this Agreement 

on behalf of the Contractor and to validly and legally bind the Contractor to all the terms, 

performances and provisions of this Agreement.  The City shall have the right, in its sole discretion, 

to either temporarily suspend or permanently terminate this Agreement if there is a dispute as to the 

legal authority of either the Contractor or the person signing this Agreement to enter into this 

Agreement. 

34. LICENSES, PERMITS, AND OTHER AUTHORIZATIONS: The Contractor shall secure, prior 

to the Term, and shall maintain, at its sole expense, all licenses, certifications, rights, permits, and 

other authorizations required to perform its obligations under this Agreement. This Section is a 

material part of this Agreement. 

35. NO CONSTRUCTION AGAINST DRAFTING PARTY: The Parties and their respective counsel 

have had the opportunity to review this Agreement, and this Agreement will not be construed against 

any party merely because any provisions of this Agreement were prepared by a particular party.  

36. ORDER OF PRECEDENCE: In the event of any conflicts between the language of this Agreement 

and the exhibits, the language of this Agreement controls. 

37. SURVIVAL OF CERTAIN PROVISIONS: The terms of this Agreement and any exhibits and 

attachments that by reasonable implication contemplate continued performance, rights, or compliance 

beyond expiration or termination of this Agreement survive this Agreement and will continue to be 

enforceable.  Without limiting the generality of this provision, the Contractor’s obligations to provide 

insurance and to indemnify the City will survive for a period equal to any and all relevant statutes of 

limitation, plus the time necessary to fully resolve any claims, matters, or actions begun within that 

period.  

38. INUREMENT: The rights and obligations of the Parties herein set forth shall inure to the benefit of 

and be binding upon the Parties hereto and their respective successors and assigns permitted under 

this Agreement. 

39. TIME IS OF THE ESSENCE: The Parties agree that in the performance of the terms, conditions, 

and requirements of this Agreement, time is of the essence. 

40. FORCE MAJEURE:  Neither Party shall be responsible for failure to fulfill its obligations hereunder 

or liable for damages resulting from delay in performance as a result of war, fire, strike, riot or 
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insurrection, natural disaster, unreasonable delay of carriers, governmental order or regulation, 

complete or partial shutdown of manufactures, unreasonable unavailability of equipment or software 

from suppliers, default of a Subcontractor or vendor (if such default arises out of causes beyond their 

reasonable control), the actions or omissions of the other Party and/or other substantially similar 

occurrences beyond the Party’s reasonable control (“Excusable Delay”). In the event of any such 

Excusable Delay, time for performance shall be extended for as may be reasonably necessary to 

compensate for such delay. 

41. PARAGRAPH HEADINGS: The captions and headings set forth herein are for convenience of 

reference only and shall not be construed to define or limit the terms and provisions hereof. 

42. CITY EXECUTION OF AGREEMENT: This Agreement is expressly subject to and shall not be 

or become effective or binding on the City until it has been fully executed by all signatories of the 

City and County of Denver. 

43. ADVERTISING AND PUBLIC DISCLOSURE: The Contractor shall not include any reference to 

this Agreement or to services performed pursuant to this Agreement in any of the Contractor’s 

advertising or public relations materials without first obtaining the City’ written approval.  Any oral 

presentation or written materials related to services performed under this Agreement will be limited 

to services that have been accepted by the City. The Contractor shall notify the City in advance of the 

date and time of any presentation.  Nothing in this provision precludes the transmittal of any 

information to City officials. 

44. EXTERNAL TERMS AND CONDITIONS DISCLAIMER: Notwithstanding anything to the 

contrary herein, the City shall not be subject to any provision included in any terms, conditions, or 

agreements appearing on the Contractor’s or a Subcontractor’s website or any provision incorporated 

into any click-through or online agreements related to the Work unless that provision is specifically 

referenced in this Agreement.   

45. PROHIBITED TERMS: Any term included in this Agreement that requires the City to indemnify or 

hold the Contractor harmless; requires the City to agree to binding arbitration; limits the Contractor’s 

liability for damages resulting from death, bodily injury, or damage to tangible property; or that 

conflicts with this provision in any way shall be void ab initio. 

46. USE, POSSESSION OR SALE OF ALCOHOL OR DRUGS: The Contractor shall cooperate and 

comply with the provisions of Executive Order 94 and Attachment A thereto concerning the use, 

possession or sale of alcohol or drugs.  Violation of these provisions or refusal to cooperate with 

implementation of the policy can result in the City barring the Contractor from City facilities or 

participating in City operations. 

47. COUNTERPARTS OF THIS AGREEMENT: This Agreement may be executed in counterparts, 

each of which shall be deemed to be an original of this Agreement. 

48. ELECTRONIC SIGNATURES AND ELECTRONIC RECORDS: The Contractor consents to the 

use of electronic signatures by the City.  This Agreement, and any other documents requiring a 

signature hereunder, may be signed electronically by the City in the manner specified by the City.  The 

Parties agree not to deny the legal effect or enforceability of this Agreement solely because it is in 

electronic form or because an electronic record was used in its formation.  The Parties agree not to 
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object to the admissibility of this Agreement in the form of an electronic record, or a paper copy of an 

electronic document, or a paper copy of a document bearing an electronic signature, on the ground 

that it is an electronic record or electronic signature or that it is not in its original form or is not an 

original. 

49. ATTACHED EXHIBITS INCORPORATED: The following attached exhibits are hereby 

incorporated into and made a material part of this Agreement: Exhibit A, Scope of Work; Exhibit B, 

Certificate of Insurance; Exhibit C, Service Level Agreement; and Exhibit D, Sourcewell Contract.  

 

REMAINDER OF PAGE INTENTIONALLY LEFT BLANK 
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1. Project Overview
This Statement of Work (“SOW”) defines the scope of work that will be performed by Rubicon 
and the City and County of Denver (CCD) to implement the Rubicon Route Optimization 
Application (RUBICONSmartCity). This SOW will provide an overview of the project elements 
necessary for this endeavor to be successful. These include but are not limited to the 
following areas.

Objectives Implementation Schedule
Key Participants Financial Details and Billing Plan
Project Approach Assumptions and Dependencies
Requirements Risks and Issues
Deliverables with Acceptance Criteria 

1.1 Background
Solid Waste equipment operators have one of the most visible jobs in the City and County 
of Denver. They directly serve over 180,000 customers per week driving the streets and 
alleys to pick up residential waste. There is a renewed customer emphasis on 
accountability and efficiency due to the recent passage of the volume-based pricing 
ordinance. 

1.2 Objectives
This project shall deliver the Rubicon Waste Management and navigation solution 
(RUBICONSmartCity) to CCD. RUBICONSmartCity will allow CCD agencies, as listed in 
section 5.1 of this document, to plan routes more efficiently, reduce currently existing 
distracted driving potential, reduce the number of waste collection errors, as well as 
monitor vehicular activities and events.

The objectives of this project are to deliver an integrated software solution that will:
 Improve route efficiency
 Increase customer service
 Enhance vehicle maintenance capabilities
 Digitize collection operations
 Leverage existing assets for urban data collection

1.3  Scope

1.3.1 In scope
The purchase and implementation of RUBICONSmartCity which includes:

o Customer, Vehicle, and Driver data upload into the application for further 
reporting and analysis

o ArcGIS Plug-in
o Samsara Plug-in
o Utilize with 150 solid waste vehicles and CCD provided iPads with the 

RUBICONSmartCity application.
 1 license per device, device management (accessible through 

manager level in RUBICONSmartCity) portal, and can see how many 
active/credit licenses once driver completes route.

o Field Testing of the In-Cab-Interface (ICI), and Driver App.
o Testing of the Manager Portal, ICI, and Driver App.
o Training for equipment operators, Solid Waste Management (SWM) 

Customer Service, SWM managers, and 311 staff.
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o Salesforce Interface

1.3.2 Out of scope
 Replacement of the Samsara fleet monitoring system.
 Modification of CCD Salesforce not directly connected with approved 

RUBICONSmartCity functions and features.
 Anything else not included in the section 1.3.1 In Scope.

1.3.3 Key Participants
The following table lists the known and anticipated participants that will be involved in 
this project.

Name Organization Role Project 
Team/Stakeholder

Margaret Medellin CCD Department of Transportation 
and Infrastructure (DOTI) Project 
Sponsor

Project Team

Desmond Grant CCD Technology Services (TS) Project 
Sponsor

Project Team

Richard Villa CCD Solid Waste Management Subject 
Matter Expert

Project Team

James Walker CCD TS Project Manager (PM) Project Team
Anika Olson CCD 311 Subject Matter Expert Project Team
Alicia Castaneda CCD Solid Waste Management 

Customer Service Subject Matter 
Expert

Project Team

Ken Agruello CCD DOTI Administrator Project Team
TBD CCD DOTI Business Analyst Project Team
TBD CCD DOTI Subject Matter Expert Project Team
TBD CCD TS GIS Subject Matter Expert Project Team
TBD CCD TS Salesforce Analyst Project Team
TBD CCD TS Salesforce Developer Project Team
TBD CCD TS Salesforce Architect Project Team
Alex McClary CCD TS Mulesoft Architect Project Team
TBD CCD TS Mulesoft Developer Project Team
TBD CCD TS Quality Assurance Analyst Project Team
TBD CCD Production Support Analyst Project Team
Fred Hannon Rubicon Rubicon Sponsor Project Team
TBD Rubicon Sr. Systems Analyst Project Team
TBD Rubicon Samsara Subject Matter Expert Project Team
Stephania Alvarez Rubicon Training & Implementation 

Manager
Project Team

David Battaglia Rubicon Project Manager Project Team
Terry Watkins Rubicon Customer Success Manager (CSM) Project Team
TBD Rubicon Developer(s) Project Team
TBD Rubicon Support Engineer(s)/Trainer(s) Project Team
DOTI, 311, SWM CCD Agency End Users Stakeholders
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2 Project Approach
Project engagements such as this require strong collaboration between Rubicon and CCD to be 
successful. The Project Team supported by the Stakeholders from section 1.3.3 will employ a 
hybrid implementation approach that utilizes both Agile and Waterfall methodologies. SDLC 
and PMI best practices will be used to ensure the final solution meets CCD’s requirements and 
achieves the project objectives.

2.1 Project Change Request Process
If the Rubicon scope outlined in this SOW must be altered (i.e., scope, schedule, or 
budget) regardless of if this alteration impacts the costs associated with the project, the 
following Change Request process will be adhered to.

 Rubicon will provide CCD with a Rubicon Change Request, that details what the 
change is and at minimum the impacts to the scope, schedule, and budget. If 
warranted the Change Request should also include the risks, issues, and 
dependencies associated with the change.

 The CCD Project Team will review the Rubicon Change Request to ensure the full 
impact of the change is understood. If required CCD and Rubicon will meet to 
ensure CCD completely understands the change being requested.

 Upon the outset of the Change Request being identified, the CCD Project 
Manager will advise the CCD Project Sponsors of the Change and rough order of 
magnitude (i.e., small, medium, large) the anticipated impact it will have on the 
project.

 Once the CCD Project Team has confirmed the impact of the change is 
completely understood, the CCD Project Manager will present the Change 
Request to the CCD Sponsors for formal approval.

 Once a decision is rendered by the CCD Project Sponsors, the CCD Project 
Manager will provide the Rubicon Project Manager with written/electronic notice 
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of the decision and if approved the change will be officially added to the project 
scope. If the change is not approved, it will be dispositioned as an issue, risk, or 
closed by the CCD Project Manager.

 If the Change Request impact on the schedule risks or causes a work stoppage 
prior to the Change Request process being completed, the Rubicon Project 
Manager and CCD Project Manager must work to expedite this process to avoid or 
at minimum reduce any work stoppage(s).


2.2 Business Requirements  

The following represent CCD’s high level business requirements of the RUBICONSmartCity. 
These will be further defined during the discovery sessions.

Req# General Requirement Description
BR1 Rubicon - Salesforce 

Interface
Deliver a fully functional Salesforce to Rubicon interface that 
consumes and shares the defined customer data through an 
API.

BR2 Azure Single Sign On 
(SSO) Integration

Provide SSO integration to allow for secure authentication.

BR3 Initiate comments by 
linking to existing 
location/ address

When initiating a new note through Rubicon, that has not 
already been created through the interfaces, the user can pin 
the location on the Map and create a note regarding the 
location (example: Unsafe location when snowy, aggressive 
customer, special needs, etc).

BR4 New Record Business 
Logic

Apply defined business rules and logic to new records 
received from the Salesforce interface.

BR5 Ability to view and 
communicate to crew

Provides ability to locate and communicate with other drivers 
and/or dispatch using in-app communication functionality.

BR6 Route Optimization Provides a navigation feature which reduces the total 
distance/time driven based on Rubicon or preset parameters.

BR7 Smart Routing Provides a navigation routing feature which decides the best 
way to reroute based on reported blockages/ad-hoc 
rerouting.

BR8 Samsara integration Integrate the existing devices into the RUBICONSmartCity 
platform with the ability to review data and location from the 
devices.

BR9 Ability to search 
addresses

Search functionality to locate customer by address, cross-
streets, and nearby notes.

BR10 Establish permission-
based user groups

Role based end user access to functionality and data.

BR11 Provide Rubicon Training 
Materials

Develop Training documentation for the CCD specific 
RUBICONSmartCity software so end users become proficient 
using Rubicon.

BR12 Deliver Rubicon Train-
the-Trainer Training

Provide in person or onsite Rubicon Training classes to select 
CCD end users, so that they can support User Acceptance 
Testing and deliver Training to other CCD staff.

BR13 Go Live Hypercare 
Support

Provide increased level of technical support to CCD users for 
30 Days .
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2.3Deliverables and Acceptance Criteria

2.3.1 Project Management 
As a part of this contract, Rubicon will provide a Launch Manager, hereby referred to as 
the Rubicon Project Manager, for Project Management Services to oversee the 
execution of the deliverables contained within this SOW.

 A Rubicon project manager will manage the timeline, deliverables, and financial 
components for all Rubicon designated tasks within the project to ensure the 
timely delivery of items identified as “In scope” within this SOW and all 
approved change orders.

 A Rubicon project manager will schedule and facilitate, in conjunction with the 
CCD project manager, the project kick-off and close-out meetings.

 A Rubicon project manager will prepare meeting minutes for all scheduled 
meetings in a format defined by the CCD Project Manager.

 A Rubicon project manager will, in conjunction with CCD project manager, 
develop, maintain, and adhere to a mutually agreed upon project timeline that 
incorporates both Rubicon and CCD tasks into a single accepted document that 
can be followed through the life cycle of the project.

 A Rubicon project manager will manage, in conjunction with CCD project 
manager where applicable, escalations where needed.

 A Rubicon project manager will assist the CCD project manager in completing 
CCD required deliverables and project artifacts(e.g., Project Charter, 
Architecture Diagram, etc.).

 A Rubicon project manager will aid in the development of all CCD PM 
documentation or project artifacts when requested.

 A Rubicon project manager will ensure that agreed to members of the CCD staff 
are sufficiently educated on the Rubicon application to understand the 
implications of initial design decisions.

 A Rubicon project manager will provide the CCD project manager with timely 
descriptions of the items identified as a “City task” within this SOW and the 
project schedule.

 A Rubicon project manager will advise the CCD project manager of expected 
completion dates for items identified as “City task” within this SOW and the 
project schedule.

 A Rubicon project manager will advise the CCD project manager of the impact 
on the expected delivery dates of “City task” items when prerequisite City 
tasks, such as the completion of configuration decisions or approval of report 
specifications, are advanced or delayed.

 A Rubicon project manager will monitor the progress of the project and advise 
the CCD project manager of risks to its on-time completion.

 A Rubicon project manager will develop and update the Solution Design 
Document as described in 2.3.2 of this document for CCD review and approval as 
more information is gathered throughout the project lifecycle.

 Project managers will coordinate the completion and approval of change orders 
for their corresponding organizations.

 Rubicon will utilize multiple project tools, i.e., MS Project, Jira, etc. so that 
project plans can be electronically sent and reviewed between Rubicon and CCD 
in a format that can be read by existing CCD Project Management tools. The 
project plan will include the following components:
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o Project tasks
o Dependencies
o Scheduled start and completion dates
o Project milestones and dates
o Staffing assignments
o Decisions, Actions, Issues and Risks Log

 The Rubicon project manager will be the main point of contact for Rubicon and 
will assure appropriate resources available to the Rubicon project team as 
required.

 The Rubicon project manager will perform quality assurance on any deliverables 
produced, prior to the CCD project manager’s inspection and approval.

  The Rubicon project manager will provide a weekly status report containing the 
following components, precise format will be decided upon by the CCD project 
manager:
o Project status overview including significant accomplishments and 

milestones.
o Tasks completed during the current reporting period.
o Activities planned for the next reporting period.
o Hours expended during this reporting period and total hours expended by 

deliverable for Time and Materials deliverables.
o Percentage complete for fixed fee deliverables.

 The Rubicon project manager will participate in a weekly teleconference to 
review the status of the project with CCD.

 The Rubicon project manager will develop and communicate updates to, a 
Training Plan for approval by the CCD Project Manager.

 The Rubicon project manager will participate in a weekly internal teleconference 
to review the status of the project with the Rubicon project team.

 The Rubicon project manager will provide a documented punch list of problems 
and resolutions for all issues owned by Rubicon.

 The Rubicon project manager will take a lead role in tracking and obtaining 
resolution for obstacles, problems, or bugs that are found within the 
RUBICONSmartCity application.

 The Rubicon project manager will provide a periodic travel plan during the 
project to describe the intended dates, affected Rubicon staff, length of stay, 
activities, and anticipated costs for the trip. Trip length will be limited to no 
more than 3 days on site per trip.

Qualifications/Exclusions 
 CCD will identify a single point of contact to act as Project Manager (PM) to 

Rubicon. That individual will have sufficient time available weekly, estimated to 
be up to 100%, to perform the tasks expected in a timely fashion for the success 
of this project.

 CCD project manager should have a broad-based understanding of the project’s 
goals and objectives.

 CCD project manager will be responsible for scheduling all project events with 
CCD resources.

 CCD will make appropriate resources available to the project team to meet the 
set objectives.
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 A mutually agreed upon project timeline will be adhered to that incorporates 
both Rubicon and CCD tasks.

 The CCD project manager will ensure the timely delivery of items identified as 
“City task” within the project schedule.

 The CCD project manager will advise the Rubicon project manager of expected 
delivery dates for items identified as “City task” within this SOW and the project 
schedule.

 The CCD project manager will ensure that change orders contain a full 
specification of the changes required and will coordinate the CCD completion 
and approval of change orders.

 The CCD project manager will ensure that customizations, if necessary, are fully 
specified and documented.

 The CCD project manager will ensure that all CCD team members have a clear 
understanding of their responsibilities to the project.

 CCD project manager will participate in a conference call to review the status of 
the project at a set interval as deemed appropriate based on the project (i.e., 
daily, weekly, bi-weekly, etc.).

 CCD project manager will ensure timely decision-making regarding alternatives 
impacting the overall solution.

 CCD project manager will ensure that all project deliverables are reviewed and 
accepted or rejected within 10 business days from receipt, unless otherwise 
agreed to with the Rubicon project manager.

Acceptance Criteria
 The Project Management services meet the preceding deliverable specifications.
 The CCD Project Manager obtains CCD Sponsor final approval and acknowledges 

this with written/electronic acceptance to Rubicon of the deliverable and any 
associated costs.

2.3.2 RUBICONSmartCity Waste Management System Design Workshop
Rubicon will determine and facilitate a number of Solution Design Workshops with 
designated CCD staff. The schedule will be agreed to by the Rubicon and CCD Project 
Managers. The intent of these workshops is to provide Rubicon with an opportunity to 
share and review CCD’s current processes and systems with to capture the solution 
requirements for the system being implemented. CCD will share gaps, issues, and pain 
points with the current processes and systems. Rubicon will gain an understanding of 
CCD’s current state as well as future goals and objectives to ensure that the 
implementation project is well planned to maximize use of CCD’s Rubicon Waste 
Management System. Process analysis, alignment, and mapping will be included in 
these activities. Rubicon will then capture the required tasks, configurations, and 
customizations in a Solution Design Document that describe configurations, 
customizations, interfaces, and other artifacts necessary to achieve the desired 
solution.
Deliverables will include the following documentation:

 Conduct User Interviews and Provide Summary Document
o This document will assist in populating a product backlog for future 

improvements
 Workflow and Field Choice Mapping Document
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o Rubicon will perform a gap analysis of current system state and any specific 
fields CCD requires in the system.

 Requirements Specification Document
o The requirements specification document will be used to inform in-scope 

and out-of-scope features for initial implementation.
 Solution Design Document

o The solution design document will be specific to the CCD Rubicon 
configuration required.

Qualifications/Exclusions
 The workshop sessions must be orchestrated and controlled by the CCD Project 

Manager as well as the Rubicon facilitator to ensure that time is managed 
effectively and that the interaction among team members is conducive to 
effective communication.

 In advance of the workshop sessions, CCD will provide Rubicon with any 
documents developed by the CCD team that are relevant to the topics being 
discussed (e.g., requirements documentation, reference documents, 
project/department organization chart, project charter, process flow designs, 
data feeds, etc.)

Acceptance Criteria
 The Solution delivered meets the preceding deliverable specifications. 
 The CCD Project Team reviews, understands and approves the resulting 

deliverable documentation.
 The CCD Project Manager obtains CCD Sponsor approval and acknowledges this 

with written/electronic acceptance to Rubicon of the deliverable and any 
associated costs. 

2.3.3 RUBICONSmartCity Application Configuration
Application configuration will be determined based on the Solution Design Workshops 
and the resulting deliverable documentation. The overall process will happen using the 
hybrid project management approach outline in section 2.0.

Coordination with key stakeholders will occur between Rubicon PM and CCD PM for any 
additional clarification on required configured elements.

Deliverables will include:
 Rubicon will schedule and perform all necessary application configurations to 

implement the CCD approved deliverables.
 Rubicon will provide system application configuration recommendations to CCD 

to achieve performance requirements.
 Rubicon will manage all configuration efforts using best practices and 

management procedures.
 Rubicon will perform tuning analysis of application and provide recommendations 

to optimize application operations and performance.
 Rubicon will develop and maintain an application backlog to act as a roadmap for 

future enhancements,

Qualifications/Exclusions
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 CCD will prioritize the business requirements to be addressed with Rubicon.
 Application has been configured to ensure that all requirements perform as 

intended and documented in the Solution Design Document for the currently 
existing version of RUBICONSmartCity.

 Rubicon will verify that all required application components are operating in 
accordance with CCD approved configuration and requirements.

Acceptance Criteria
 The Rubicon configurations meet the preceding deliverable specifications.
 The CCD Project Team reviews and confirms the Rubicon configuration meets the 

CCD approved configuration and requirements.
 The CCD Project Manager obtains CCD Sponsor approval and acknowledges this 

with written/electronic acceptance to Rubicon of the deliverable and any 
associated costs.

2.3.4 RUBICONSmartCity Interface Implementation 
Rubicon will configure the system based on the currently existing RUBICONSmartCity 
parameters. Rubicon will be responsible for developing, testing (smoke testing and QA), 
and implementing the Rubicon end of the interface/integration working jointly with 
CCD who will be responsible for developing, testing (smoke testing and QA), and 
implementing the CCD end of the interfaces.
The table below provides a high-level overview of the anticipate interfaces and the 
expected level of effort:

Interface Type Data Flow Data
Transformation

Anticipated Level 
of Effort

Azure SSO SAML 2.0

SSL/TLS end-to-
end. Default 
Attributes Provided 
by IDP include: 
givenname, 
surname, 
emailaddress, 
name, nameID. 
Additional 
attributes can be 
provided upon 
request.

CCD response will 
include Employee 
Number in the 
NameID claim to be 
used for account 
matching.

Level of effort is 
estimated to be 
Medium.

Samsara Samsara API

Samsara API is 
consumed by 
RUBICONSmartCity 
to request Hard 
Driving, Fault 
Codes, Speeding, 
Engine Hours, and 
Odometer Readings 
for vehicles.

Samsara will provide 
the key data fields 
to Rubicon for 
display in its 
reporting and vendor 
portal.

Level of effort is 
estimated to be 
Medium.

DocuSign Envelope ID: E49B09C4-3210-4EEE-B73C-9BD4AC12A2DB



RUBICONSmartCity Implementation | V 2.0

Technology Services Program Management Office Page 14 of 30

Salesforce

Salesforce API, 
MuleSoft API, 
and Rubicon 
API.

Mulesoft will 
integrate data 
through APIs from 
both Salesforce 
and Rubicon.

CCD will provide 
Rubicon data in a 
consumable data 
structure with key 
fields to be 
identified during the 
discovery phase.

Level of effort is 
estimated to be 
Medium.

Qualifications/Exclusions
 Rubicon will perform design and schema changes for interface.
 The Azure SSO interface will require Rubicon information for authentication, 

preferably through federation metadata.
 CCD and Rubicon will work jointly to define and developed the interface data 

structures.
 Rubicon and CCD with coordinate identification of key fields and fields required 

for data integration for the CCD Salesforce data.
 If Interface complexity is greater than what Rubicon initially anticipated, or 

estimated Rubicon shall follow the Project Change Request Process in section 2.1 
above to modify the interface scope, schedule, and budget accordingly.

 The Mulesoft APIs will send Salesforce data elements to Rubicon.
 Each interface from the Rubicon test and production environments, will be 

successfully tested against CCD’s Salesforce and Mulesoft test and production 
environment.

 Each interface will have encryption (HTTPS) and API authentication with a 
minimum of an application token or client id and secret contained in the HTTP 
header.

 During the Implementation Project up to 3 instances of each interface will be 
required (e.g., Dev., Test, and Prod.)

 After the Implementation Project is complete a minimum of 2 instances of each 
interface will be required (e.g., Test and Prod).

 No other interfaces, beyond those in the above table are within the scope of this 
project. If during the project additional interfaces become necessary, the 
Change Request process outlined in section 2.1 must be adhered to.

Acceptance Criteria
 Each interface meets the preceding deliverable specifications.
 The CCD Project Team reviews and confirms the interface functionality meets 

the CCD approved interface requirements.
 The CCD Project Manager obtains CCD Sponsor approval and acknowledges this 

with written/electronic acceptance to Rubicon of the deliverable and any 
associated costs.

2.3.5 Rubicon Quality Control Testing and Defect Resolution
Rubicon will administer quality control measures throughout the development 
lifecycle. The execution of these quality control efforts can be depicted in the 
following major initiatives:

 Rubicon will conduct system testing for all elements that have reached 
completion and are ready for delivery to CCD.

DocuSign Envelope ID: E49B09C4-3210-4EEE-B73C-9BD4AC12A2DB



RUBICONSmartCity Implementation | V 2.0

Technology Services Program Management Office Page 15 of 30

 Rubicon’s testing will ensure that the elements being delivered align with what is 
defined in the respective design documentation.

 Rubicon will resolve and retest all Rubicon defects prior to delivering elements 
to CDD.

Qualifications/Exclusions
 Application and interfaces are virtually error free and have passed all quality 

control testing.
 CCD required internal Quality Assurance Testing will be completed upon delivery 

of any application or interface elements.
 CCD Quality Assurance testing may extend beyond the 10-day 

acceptance/rejection period outlined in the Qualifications/Exclusions subsection 
of section 2.3.1 requiring additional coordination with and acceptance of 
extended testing window by the Rubicon and CCD.

 CCD Quality Assurance Analysts will have sufficient time available weekly, 
estimated to be 25% FTE, to perform the Testing tasks in a timely fashion.
If the application and/or interfaces contain major errors and shortcomings that 
determine these elements to be incomplete, these elements will not be accepted 
by CCD. The application will be returned to development for reevaluation and 
further testing.

 Rubicon will share its test cases and test results with CCD, to ensure 
understanding of what was tested and by what method.

Acceptance Criteria
 CCD Quality Assurance Testing has been completed and at minimum all Critical 

and High severity errors or defects have been resolved and successfully pass 
testing.

 The CCD Project Team reviews Quality Assurance Testing results and confirms 
the software functions as defined and expected.

 The CCD Project Manager acknowledges approval with written/electronic 
acceptance of this deliverable within 10 business days of receipt or as defined 
from discussions referenced in the 3rd bullet of the Qualifications/Exclusions 
section on page 12, above.

2.3.6 Rubicon SaaS Environment Setup
Rubicon will perform the installation and configuration of the application on 3 
environments in Rubicon’s AWS cloud computing service. Deliverables include:

 Creation of 3 SaaS environments named Development, Test, and Production.
 The 3 SaaS environments will adhere to the specifications documented in the 

approved Solution Design Documentation.
 Rubicon will create the number of Team Users and Leadership Users as deemed 

appropriate.
 Rubicon will create short-term Team and Leadership Users for the CCD Project 

Team and appropriate stakeholders to have Rubicon access during the 
implementation project.

 Rubicon will perform application access testing to ensure the production and test 
environments are accessible to CCD through CCD’s Azure Single Sign On 
authentication.

 Rubicon will map and perform all API connection tests within each environment.
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 CCD and Rubicon will coordinate Roles and responsibilities to determine access 
to the environments.

Qualifications/Exclusions
 CCD will identify the end users that will have access to the Production, Test, and 

Development Environments, respectively.
 Rubicon will identify users with access to the environments for support.

Acceptance Criteria
 The 3 SaaS environments meet the preceding deliverable specifications.
 The CCD Project Team reviews and confirms the environments meet the CCD 

approved Solution Design documentation.
 The CCD Project Manager obtains CCD Sponsor approval and acknowledges this 

with written/electronic acceptance to Rubicon of the deliverable and any 
associated costs.

2.3.7 Rubicon User Acceptance Testing and Defect Resolution
Rubicon will provide CCD with a mutually agreed upon 14 day working User Acceptance 
Test (UAT) Plan that defines the approach of how testing the application will be 
conducted. It is expected that during this UAT, users will have access to the 
RUBICONSmartCity system for real-world data scenarios where technical assistance will 
be provided during usage for configuration and training purposes. This plan will also 
help identify key configurations that are outlined in the Solution Design 
Documentation, pass-fail criteria, and any resolution or remediation efforts as 
required.

 The UAT Test Plan documentation will include the following elements:
o UAT definition and approach
o Definition of test scenarios, test cases, and test conditions (e.g., test data) 

for each user profile that:
 Test the ideal path(s) of all configurations, features, functionality, and 

interfaces
 Test the most common alternative paths of all configurations, features, 

functionality, and interfaces
 Test all business and technical requirements, as well as business 

processes (i.e., data entry at location)
o CCD defined Pass-Fail criteria for all tests cases
o CCD defined acceptance criteria qualifications/exclusions
o Defect reporting will follow Service Desk reporting process and procedures 

to include:
 Defect severity levels and definitions
 Estimated resolution duration
 Resolution/remediation summary
 Retest results
 CCD acceptance that defect is resolved or remediated

Qualifications/Exclusions
 CCD will perform solution user acceptance testing and validate results in 

accordance with the UAT Test Plan documentation.
 CCD will have designated personnel available to complete User Acceptance 

Testing in a timely fashion.
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 Rubicon will work with the CCD PM and QA teams and be responsible for Defect 
Tracking as outlined in the UAT Test Plan documentation.

 Rubicon will fix and CCD will approve that all Critical and High Severity defects 
have been resolved or remediated prior to proceeding with Train-the-Trainer, 
User Training, and the Production Deployment.

Acceptance Criteria
 CCD Approves the UAT Plan Documentation.
 UAT Testing has been completed and at minimum all Critical and High severity 

defects have been resolved or remediated and successfully pass retesting.
 The CCD Project Team reviews UAT Testing results and confirms the integrated 

Rubicon Waste Management and Navigation functions as defined and expected.
 The CCD Project Manager acknowledges approval with written/electronic 

acceptance of this deliverable within 10 business days of receipt.

2.3.8 Rubicon Production Deployment
Rubicon will document the Production Deployment Plan that includes roles, 
responsibilities, tasks, estimated durations, smoke testing details and a roll back plan. 
Upon CCD approval of the Production Deployment Plan Rubicon and CCD will schedule 
the Production Go-Live. During the Production Go-Live, Rubicon and CCD resources will 
join a physical or virtual meeting to execute the Production Go-Live tasks that promote 
the RUBICONSmartCity software and Interface APIs from the Test Environment to the 
Production Environment. CCD will perform Smoke Testing of the integrated 
RUBICONSmartCity system. Upon successful completion of smoke testing Rubicon will 
be released to the CCD end users for their use and the Hypercare period in section 
2.3.11 will commence.

Additional deliverables will include:
 Rubicon will coordinate deployment and support activities as documented in the 

approved Production Deployment Plan.
 Rubicon will develop and document the detailed “go-live” support and operations 

plan for CCD review and acceptance.
 Rubicon will perform operational readiness reviews to ensure the application 

system is ready to perform at expected operational usage levels.

Qualifications/Exclusions
 CCD has approved the Production Deployment Plan, the Hypercare Support plan, 

and User Training has been successfully completed
 Rubicon has staged the CCD Configured RUBICONSmartCity software and Interface 

APIs in the Test Environment and is prepared to promote them to the Production 
Environment for Smoke Testing

 CCD Smoke Testing of the RUBICONSmartCity software and Interface APIs in the 
Production Environment is successfully completed

 The RUBICONSmartCity software is released to CCD end user for their use
 If CDD Smoke Testing Fails, the RUBICONSmartCity software and Interface API’s 

will not be released to CCD end users and the Rubicon/CCD Team will reconvene 
to determine the next steps
CCD PM will be responsible for Production Deployment communications to all CCD 
and Rubicon Stakeholders during the Production Deployment period
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Acceptance Criteria
 CCD approves the Production Deployment Plan Documentation.
 RUBICONSmartCity software and Interface APIs are successfully deployed, tested 

and has been delivered to the CCD end users.
 The CCD Project Team agrees that the RUBICONSmartCity software and Interface 

APIs are functioning as defined and expected in the Production Environment.
 The CCD Project Manager acknowledges approval with written/electronic 

acceptance of this deliverable immediately following completion of the previous 
three Acceptance Criteria bullets.

2.3.9  Rubicon Reporting
Included with RUBICONSmartCity, Rubicon will provide the below standard reports 
which will be delivered in the form of RUBICONSmartCity dashboards. During the 
reporting discovery activities Rubicon and CCD will define and agree to the reporting 
requirements as documented in the Reporting Specifications Document. The Reporting 
deliverable will include:

 At least Two (2) and up to unlimited Admin level portal users
 Unlimited user licenses with 3 levels of access

o Read Only – Able to view all data in portal. No ability to change the 
settings or alter data on any page.

o Manager – Able to view and alter all data. Can add or remove resources 
(drivers, vehicles, and facilities). No ability to change or adjust settings. 

o Administrator – Same access as Manager, with the ability to adjust 
settings and add or remove portal users.

 Access to data referring to a minimum the parameters as defined below:

Measure Type Description
Collection 
Time

Tempor
al

Sum of collection time considered time from route/load start to load 
complete.

Disposal Time Tempor
al

Sum of disposal time considered the time of departure from a route toward a 
disposal site and departure from disposal site back to route.

Windshield 
Time

Tempor
al

Sum of unproductive travel time from home to route, route to route, and 
disposal site or route to home.

Other Time Tempor
al

Sum of time in a paused or stopped status caused by equipment breakdown 
or other.

Total Time Tempor
al Sum of all time types.

Disposal Miles Spatial Sum of disposal mile considered the sum of miles from departure from a 
route toward a disposal site and departure from disposal site back to route.

Total Miles Spatial Sum of all mileage types.
Disposal 
Loads Ct Count Count of full or partial loads resulting in a trip to a disposal site.

Total Tons Weight Sum weight of all loads.
Tons/Load Rate Rate of Total Tons divided by Disposal Loads Ct

Production Hr Tempor
al Production Hr = Collection Time
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Production 
Mile Spatial Production Mile = Collection Miles

Qualifications/Exclusions
 Rubicon will provide CCD with all necessary API endpoints and datapoints which 

will enable the generation of custom BI reports within CCD’s Power BI system.
 The number of Rubicon developed, custom Reports will be determined during 

reporting discovery and depend on the level of complexity and effort.
 CCD Leadership Licensee Users can also create PowerBI Reports using data through 

Rubicon but must have the appropriate skillset to do so (e.g., PowerBI analyst or 
PowerBI Developer).

Acceptance Criteria
 CCD is able to generate any PowerBI reports necessary with the available data 

through Rubicon’s data collection capabilities.
 The CCD Project Manager obtains CCD Sponsor approval and acknowledges this 

with written/electronic acceptance to Rubicon of the deliverable and any 
associated costs 

2.3.10  Rubicon Training
Training will be conducted by Rubicon’s Launch Team. Rubicon will be responsible for 
training CCD’s core team (both functional and technical roles) in all aspects of the 
product and assisting with set-up, configuration, and testing. Rubicon will organize 
comprehensive and specialized training sessions for all CCD users of the 
RUBICONSmartCity software and associated interfaces to ensure CCD staff can 
successfully use the implemented solution. Rubicon will provide training and support 
in the following formats:

 In Person, On-Site Training
 Remote, Webinar Trainings
 New Staff Training
 Scheduled Training for Major Software Updates
 On Site Training Manuals

Qualifications/Exclusions
 CCD will provide users for training.
 Rubicon will provide Driver training in 1-hour Q&A sessions, in-person.
 Rubicon will provide Driver training on the In-Cab-Interface (ICI) and Driver App.
 Rubicon will conduct and schedule training sessions with all app users ahead of 

launch and supply ICIs with demo routes.
 Rubicon will provide Dispatch and Supervisor training in 30 minutes to 1-hour Q&A 

sessions in-person.
 Rubicon will provide Dispatch, Supervisors, and Management training on the 

Manager Portal.
 Rubicon will provide CCD appointed Super Users two 1-hour training sessions and 

Q&A, in-person.
 Rubicon will provide CCD appointed System Administrators with 30 minutes to 1-

hour Q&A sessions in-person.
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Acceptance Criteria
 CCD Drivers can utilize and navigate through the ICI confidently with the Rubicon 

provided demo routes.
 CCD Dispatchers and Supervisors can confidently use the Fleet Insights 

functionality to improve safety, customer service, and operational efficiencies.
 CCD Management can confidently use the Manager Portal.
 CCD Management can properly utilize the Manager Portal to analyze and 

understand overall data trends.
 CCD appointed Super Users can confidently navigate and utilize all functions of the 

Driver App and all functionality provided through the Portal.
 CCD appointed System Administrators can confidently set-up individual logins for 

users on the Manager Portal, and assign certain levels of access for users, and 
add/edit user information.

 The CCD Project Team reviews and confirms the provided training meet the CCD 
approved Training plan.

2.3.10.1 Rubicon Training Documentation
Rubicon will develop CCD specific Training Documentation designed to develop and 
maintain the skills and knowledge of CDD RUBICONSmartCity users. Rubicon will 
provide CDD with application specific content and processes to be incorporated into 
CCD’s training program. Training documentation will cover each of the following 
RUBICONSmartCity modules that Rubicon is implementing for CCD.

 New Staff Training
 Major Software Updates
 Requested Training Sessions
 Customized Training Sessions
 Search/Filter records
 Advance Reporting wizard

Rubicon will provide electronic files of all Rubicon training materials for CCD’s use. 
The electronic file format will be agreed to by Rubicon and CCD during the 
implementation project.

Qualifications/Exclusions
 Rubicon will provide CCD with Training material examples after the Solution 

Design Documents are approved.
 CCD will be responsible for additional document development beyond the 

procedures and functional areas outlined in section 2.3.10.
 Training documentation and Training Classes will be required for users to become 

operationally competent with the RUBICONSmartCity software.

Acceptance Criteria
 The CCD Project Team and Train-the-Trainers reviews and confirms the Training 

Documentation meets CCD Training Requirements.
 The CCD Project Manager obtains CCD Sponsor approval and acknowledges this 

with written/electronic acceptance to Rubicon of the deliverable and any 
associated costs.
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2.3.10.2  Training For Software Updates
Rubicon provides software updates to the Portal monthly and to the Driver App 
quarterly. Notice of new updates and the features included will be communicated with 
CCD prior to release. Description of all software updates and release date are 
available in the Portal for CCD’s review. All software updates will be pushed out 
during the night to ensure no impact on the system when in use.

Many software updates will be minor and not require additional training, in the event 
of a major software update, the Customer Success Manager will coordinate with CCD 
to schedule and conduct a training session on the new updates. This scheduling will 
take place no later than 48 hours after a major software update is announced. 
Scheduled Training for Major Software Updates can be conducted virtually or in person 
dependent upon what is most feasible.

2.3.10.3  Rubicon Train-the-Trainer Training
Rubicon will provide Rubicon Subject Matter Experts of CCD’s RUBICONSmartCity to 
conduct Training classes with CCD Train-the-Trainers (AKA Super Users). Deliverables 
will include:

 Rubicon will schedule Training Classes with CCD’s identified Train-the-Trainers.
 Rubicon will provide a class outline to the CCD Project Team for review at least 1 

week prior to the Train-the-Trainer classes beginning.
 Rubicon will provide Train-the-Trainer classes for all CCD user types that cover all 

features and functionally of the respective CCD user types.
 Rubicon will provide CCD with an electronic Frequently Asked Questions document 

after the Train-the-Trainer classes are completed that reflects the most common 
questions asked during the Train-the-Trainer classes for CCD’s use.

 Rubicon will record all Train-the-Trainer classes and provide the recordings to 
CCD for their use.

Qualifications/Exclusions
 CCD will identify the Train-the-Trainers to participate in the Train-the-Trainer 

Training sessions.
 The type of training sessions (virtual vs. in-person) will be identified early in the 

Planning phase of the project.
 In-person training will be done at a CCD Location with the appropriate IT and AV 

technology.
 In-person training will be completed over a 2–3-day period, during normal CCD 

business hours.
 Train-the Trainer activities are to be completed during the implementation 

project. Any additional request for Rubicon to conduct Train-the-Trainer activities 
after completion of the implementation project will be managed through the Post 
Project Change Request process.

Acceptance Criteria
 CCD Train-the-Trainers can competently navigate through and use the Rubicon 

application and show an understanding of each user role type.
 The CCD Project Team confirms the CCD Train-the-Trainers are prepared to 

successfully Train CCD staff.
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 The CCD Project Manager obtains CCD Sponsor approval and acknowledges this 
with written/electronic acceptance to Rubicon of the deliverable and any 
associated costs.

2.3.11  Rubicon Hypercare Support
Rubicon will provide at least 30 days of support to CCD users after the Rubicon Go-Live 
to ensure that the solution is used as designed and that it supports the business 
objectives outlined in section 1.2 of this document. Rubicon will monitor the 
application systems closely and respond to critical and high severity issues as a top 
priority. Specifically, the Hypercare period will consist of:

 Closely monitoring of the application and interface systems for problems.
 Resolution of critical and high severity application or interface issues as early 

soon as possible.
 Documenting and tracking of all application or interface issues, including 

expected resolution for all reported items, regardless of severity level.
 Ad-hoc support for CCD users to address functionality questions.
 Periodic weekly meetings to review open issues/defects, address training items 

and answer CCD questions.
 Rubicon will increase the number of Support Staff during this period to better 

manage the volume of calls/reports, as well as to resolve critical and high 
severity issues sooner

 Rubicon support hours during this period will be Monday-Friday from 6:00 AM to 
4:00 PM MDT.

 24/7 Afterhours support can be reached by sending an email to 
techsupport@rubicon.com with return contact information.

 CCD will report critical and high severity application or interface issues to Rubicon 
by calling their designated Customer Success Manager.

 CCD will report medium and low severity application or interface issues to 
Rubicon by calling their support phone number or opening a support ticket 
through Rubicon’s Upshot web portal.

 During the hypercare period CCD will work closely Agency “Superusers”, and 
Technology Services to prepare for standard support of the Rubicon integrated 
application.

Qualifications/Exclusions
 Rubicon will follow up on all “after hours” support items no later than during the 

next “support hours” period, excluding priority 1 and 2 level issues as described in 
2.3.12 of this document.

Acceptance Criteria
 Rubicon resolves all critical and high severity application or interface issues as 

early as possible when reported, and within the resolution time as stated within 
2.3.13 of this document.

 Rubicon provides an estimated schedule for all medium and low severity 
application or interface issues.

 The CCD Project Team confirms that all critical and high severity application or 
interface issues have been resolved and/or that open items have a scheduled 
resolution period.
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 The CCD Project Team confirms that all medium and low severity application or 
interface issues have a scheduled resolution period.

 The CCD Project Manager obtains CCD Sponsor approval and acknowledges this 
with written/electronic acceptance to Rubicon of the deliverable and any 
associated costs.

2.3.12  Standard SaaS Support Services Policy 
When utilizing Rubicon’s Software-as-a-Service solution, referred to as 
“RUBICONSmartCity” Rubicon will use commercially reasonable efforts to maintain the 
online availability of the application for a minimum of availability in any given month as 
provided in the chart below.  This Uptime Service Level Warranty does not apply to any 
custom development provided to CCD unless root cause analysis determines Rubicon is 
responsible for the outage, e.g. interfaces with external systems. If Rubicon does not 
achieve and maintain the Service Levels as described in the  SLA provided within the MSA, 
then CCD may be eligible for a credit towards a portion of the Annual Licensing fees to be 
redeemed as credit in the year immediately following the mutually agreed upon incident 
per SLA’s or an extension of application availability beyond the contract’s end.

It shall be the responsibility of Rubicon to communicate any updates to its escalation 
contacts (Email, phone number, staff, etc) or procedures within 48 hours after such a 
change. In the event that an incident occurs, and no official notification has been sent, all 
emails which will have techsupport@rubicon.com included outlining the details of the 
incident will be responded to by Rubicon with the updated information. The message will 
then be forwarded to the new contact with CCD contact information.

Further details regarding SLA data not included in this section can be found in Exhibit C. 
Any contradictory details contained will default to the information found in 2.3.12 of this 
document. Phone contact information for all escalation designated contacts will be 
provided and updated by Rubicon as a follow up to all email notices.

Escalation Procedures:
For the below outlined escalation procedures to become active, a support ticket must 
be submitted through the standard support process. For all escalation procedures 
involving email, techsupport@rubicon.com will be included for visibility. Should an 
Incident Response or Resolution not be received within the periods outlined in this SLA, 
the following process is to be executed for escalation.

Incident Response:
Should Rubicon fail to respond to an incident with acknowledgement of the incident 
and identification of a technical resource to manage the resolution of the incident in a 
timely fashion as described above, CCD will escalate the issue as follows based on 
incident severity.

Medium/Low Priority Incidents:
 The next business day, an email will be sent to Terrence.Watkins@rubicon.com 

documenting the incident and the response time exception.
 After 4 additional hours, CCD will contact the Customer Success Manager Terrence 

Watkins by email, available 24/7, to Terrence.Watkins@rubicon.com documenting 
the incident and the response time exception.
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 After 1 additional business day, CCD will contact the Rubicon Vice President of 
Customer Success by email to Fred.Hannon@rubicon.com documenting the 
incident and the response time exception.

Critical/High Priority Incidents:
 Both CCD and Rubicon shall name a Critical/High Incident response manager at 

this point by contacting the Customer Success Manager Terrence Watkins 24/7 via 
an email to Terrence.Watkins@rubicon.com. The response managers shall 
determine the frequency and breadth of communications until which time the 
incident is resolved.

 After one hour with no response, an email placed to the designated Primary 
Customer Support Specialist to Bonnie.Sullivan@rubicon.com documenting the 
incident and the response time exception.

 After 1 additional hour, CCD will contact the Rubicon Vice President of Customer 
Success by email to Fred.Hannon@rubicon.com documenting the incident and the 
response time exception.

 CCD should begin to collect all information necessary to assist in resolution of the 
incident and to make claim to remedies defined within this agreement. This 
should include but not be limited to (i) a detailed description of the Incident; (ii) 
information regarding the time and duration of the Downtime; (iii) the number 
and location(s) of affected users (if applicable); and (iv) descriptions of your 
attempts to resolve the Incident at the time of occurrence.

 Incidents and exceptions should be tracked within monthly status reporting. 
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3. Project Schedule
The following schedule is representative of this implementation project. A refined 
schedule will be developed based on the actual Project Kickoff and outcomes of the 
planning phase.
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4. Financial Details and Billing Plan

4.1Contract Sum
The total amount payable under this Agreement is up to $1,429,000.00 USD over five 
(5) years, with the first year total of up to $334,600.00 USD (not including potential 
contingency funds for approved changes) and each consecutive year of up to 
$273,600.00 reoccurring on each contract sign date anniversary. These amounts 
include all general expenses incurred for any reasonable and customary travel 
expenses during the performance of services under this SOW.

4.2Financial Breakdown
The table that follows details the costs through the duration of Rubicon contract term. 
Initial Rubicon Annual Software Licensing will be billed at a prorated amount of the 
$273,600.00 annual Software Licensing fee from the completion date of Hypercare 
Support to the first anniversary of the contract signing. Billing for line 7, 11, 15, and 
19 will occur on each annual anniversary of the contract signing date, until the 
contract has completed, or a renewal has been requested. The Contingency line items 
in year 1 is CCD discretionary funding that may or may not be expended during the 
contract term.

ID Product/Service Cost Quantity Rate
Year 1

1 API Integration ≤$25,000.00 ≤125 Hours $200
2 Launcher Training/Integration ≤$36,000.00 ≤180 Hours $200
3 Rubicon Annual Software Licensing (Prorated 

starting at the end of Hypercare Support Milestone 
to anniversary of contract signing date)

≤$273,600.00 150 Device 
licenses

$1824 per device
($152 Monthly)

4 Annual Support Services $0.00
5 Hypercare Support $0.00
6 Contingency $100,000.00

Year 2
7 Rubicon Annual Software Licensing $273,600.00
8 Team Member Training $0.00
9 Annual Support Services $0.00
10 Application and/or Interface Enhancements $0.00

Year 3
11 Rubicon Annual Software Licensing $273,600.00
12 Team Member Training $0.00
13 Annual Support Services $0.00
14 Application and/or Interface Enhancements $0.00

Year 4
15 Rubicon Annual Software Licensing $273,600.00
16 Team Member Training $0.00
17 Annual Support Services $0.00
18 Application and/or Interface Enhancements $0.00

Year 5
19 Rubicon Annual Software Licensing $273,600.00
20 Team Member Training $0.00
21 Annual Support Services $0.00
22 Application and/or Interface Enhancements $0.00

Totals
With Contingency ≤ $1,429,000.00
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4.3 Implementation Project Billing Plan
The table that follows details the invoice amounts, the associated achieved 
deliverable, and the estimated timeframe CCD would receive the invoice from 
Rubicon. Provided invoices will be accepted and considered for payment after 
documented approval of the completed deliverable by the CCD Project Manager. The 
estimated time in this billing plan will be modified based on the Project Kickoff date 
and the project schedule that results from the project planning phase. The invoice 
amounts and associated achieved deliverables will only be modified through the 
Project Change Request Process outlined in section 2.1 of this document. The 
contingency line item is CCD discretionary funding that may or may not be expended 
during the implementation project.

4.4 Remaining Contract Term Billing Plan
The Application and/or Interface Enhancement and training costs are built into the 
reoccurring RUBICONSmartCity Annual Software Licensing during the remaining 4 years of 
the contract. The RUBICONSmartCity Annual Software Licensing renewal will be scheduled 
on the anniversary of the agreed upon completion date of the software integration and 
confirmation of functionality by all involved agencies within CCD who will be utilizing the 
services.

Additional device licenses for integration with new devices are estimated and may be 
purchased as outlined below. Charges for Application Interface & Enhancements, as well as 
other items approved through the Project Control Process will be based on the following roles 
and hourly rates.

 Additional Licenses will add on a prorated amount to the annual licensing fee from the 
date of purchase to the next renewal date: $1,824 ($152 monthly)

Without Contingency ≤$1,529,000.00

Deliverable January 
2023

February 
2023

August 
(Projected
) 2023

Discretiona
ry

Total Implementation Costs 
(Not including Contingency 
funds)

API Integration 
Complete

≤$25,000

Launcher Training/ 
Integration Complete

≤$36,000

Rubicon Initial 
Software Licensing

≤$273,600

Contingency $100,000

Totals ≤$25,000 ≤$36,000 ≤$273,600 $100,000 ≤$334,600 

Deliverable August 
(Projected) 2024

August 
(Projected) 2025

August 
(Projected) 2026

August 
(Projected) 
2027

Rubicon Software Licensing $273,600.00 $273,600.00 $273,600.00 $273,600.00
Totals $273,600.00 $273,600.00 $273,600.00 $273,600.00

Remaining Contract Licensing 
Totals

$820,800.00 $547,200.00 $273,600.00 $0
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Schedule of Rates for Professional Resources:
 Solutions Architect:  $185/Hr.
 Senior Developer: $170/Hr.
 Systems Engineer: $150/Hr.
 Network Engineer: $150/Hr.
 Integration Engineer: $120/Hr.
 Technical Account Manager: $90/Hr.
 Project Manager: $125/Hr.

These rates shall be subject to increase annually at the contract anniversary based upon the 
then annual consumer price index (CPI) or 3% annually whichever is higher.

DocuSign Envelope ID: E49B09C4-3210-4EEE-B73C-9BD4AC12A2DB



RUBICONSmartCity Implementation | V 2.0

Technology Services Program Management Office Page 29 of 30

5 Assumptions and Dependencies
The following Assumptions and Dependencies have been identified while developing this SOW. 
These will be monitored over the project lifecycle and addressed as necessary by CCD and 
Rubicon.

5.1 Assumptions
 CCD, Rubicon, and any necessary contractors/contingency workers will have the 

availability, skills, and tools necessary to deliver the scope of this project within 
the estimated duration outlined in the approved, baselined project schedule.

 CCD, Rubicon, and any necessary contractors/contingency workers will deliver a 
high-quality RUBICONSmartCity integrated application that meets or exceeds 
CCD’s requirements and the objectives outlined in this SOW, the Solution Design 
Document as well as any supporting project documents (e.g., Interface 
Requirements Document).

 During User Acceptance Testing CCD agency users will competently execute the 
test cases they are assigned and be responsible for approving or reporting defects 
and re-testing all assigned test cases.

 The following CCD agencies are expected to use the RUBICONSmartCity integrated 
application:
o Department of Transportation and Infrastructure
o Department of Technology Services

5.2 Dependencies
 There are no known external dependencies currently (e.g., other projects).
 Rubicon training alone will not necessarily support proper use of the new 

application. Organization Change Management activities will be required by the 
CCD agencies using RUBICONSmartCity to ensure the application is embraced and 
properly used by the end users.

DocuSign Envelope ID: E49B09C4-3210-4EEE-B73C-9BD4AC12A2DB



RUBICONSmartCity Implementation | V 2.0

Technology Services Program Management Office Page 30 of 30

6 Risks and Issues
The following Risks and Issues have been identified while developing this SOW. These will be 
monitored over the project lifecycle and addressed as necessary by CCD and Rubicon.

6.1 Risks

 If one or more assumptions in section 5.1 are inaccurate the project may be 
negatively impacted effecting the quality, scope, schedule, budget, staffing or 
any other aspects of the project

 CCD or Rubicon resource unavailability could delay or otherwise negatively impact 
the project (e.g., contract resource expenses)

 COVID 19 or another pandemic-like event could delay or otherwise negatively 
impact the project

 Geopolitical destabilization and/or a natural disaster(s) could delay or otherwise 
negatively impact the project

6.2 Issues
No Issues have been identified.
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EXHIBIT C: RUBICON SERVICE LEVEL AGREEMENT

Rubicon and the City will agree upon specific dates upon contract execution

MAINTENANCE PLAN

● During the initial installation period, a two-week calibration period is 
conducted to ensure proper functionality of all hardware.

Initial

● In the event that a piece of hardware is deemed dysfunctional during the 
calibration period, Rubicon will replace and reinstall a new device without 
additional expense to the City.

● Rubicon makes regular updates to the software. Reports on these updates and 
system upgrades will be shared monthly with the City.

● Rubicon will conduct monthly check-ins to ensure all pieces of hardware are 
functioning, collecting data, and that the appropriate parties are receiving the 
data.

Monthly

● In the event that an issue is identified with the software or hardware 
functionality, Rubicon will notify the City of the issue within 24 hours.

● In the event that the City requires an inspection or maintenance assistance aside 
from the regularly scheduled maintenance plan, the City will notify Rubicon 
within 24 hours of the issue identification. Standard operating procedures on 
how to report these issues will be determined by Rubicon and the City. Rubicon 
will qualify maintenance requests and schedule a maintenance inspection 
accordingly.

Ad Hoc

Software Troubleshooting
In the event that an issue is identified by the City with the ICI or Portal software, the 
City shall notify Rubicon within 24 hours of identification.

● Rubicon will look into the reported issue within 24 hours of receipt and send a 
troubleshooting analysis with recommended next steps.

Maintenance and Support Service Levels
Contractor shall provide maintenance, support, and hosting services in accordance with the service levels 

as further described below.
Maintenance

Preventative Maintenance: 
Contractor shall perform regular backups with a 7-day rotational snapshot backup. This means that 
every night for seven (7) days a snapshot of every server is taken and stored. Contractor shall be 
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responsible for all business continuity for the system whether on premises or in the Contractor 
cloud/server environment. 
Remedial Maintenance:
Contractor shall provide at least two Contractor employees available to City at all times 7 days a week, 
24 hours a day. Contractor shall maintain a helpdesk system and escalation process that will be used to 
log and action support calls (“Support”) from City in the event of a problem or issue and escalate issues, 
respectively. Contractor shall provide Support within five (5) days of the Effective Date of the 
Agreement: Support should identify the following: (a) Contractor’s employees and their contact 
information will be available to City for problems and issues; (b) helpdesk system web 
address/program; and (c) escalation process and contact information of Contractor and available 
Contractor personnel to City during escalation. 
Enhancements:
Requests by City for minor enhancements or changes to the system not relating to a defect or error 
inherent to the system will be considered on a case by case basis, or will be included under the 
Agreement at no additional cost to City, if it is in Contractor’s software roadmap. Notwithstanding the 
foregoing, City is entitled to all updates and upgrades, without any additional cost to City, that 
Contractor makes generally available to all customers who are entitled to receive maintenance services. 
Contractor shall promptly notify City, in writing, as to the availability of a new update or upgrade and 
provide City the opportunity to access and use such updates and upgrades, without any additional costs 
to City. 
Scheduled Maintenance:
Contractor shall routinely perform maintenance on a regularly scheduled basis within the hours of 
12AM-5AM CST. In the event that maintenance is required outside this window, Contractor shall notify 
the Director, or designee of Director, in writing, of such scheduled maintenance at least fifteen (15) 
days in advance. Scheduled maintenance is excluded from uptime calculations and credit availability.
Emergency Maintenance:
Under certain circumstances, Contractor may need to perform emergency maintenance, such as security 
patch installation or hardware replacement. Contractor shall use best efforts to provide City with as 
much notice as reasonably possible in case of emergency maintenance. Emergency maintenance is 
excluded from uptime calculations and credit availability. 

Service Levels 
Hours of Coverage: 
The maintenance and support services will be provided by Contractor to City during the following times 
(“Hours of Coverage”):
 [ONLINE PORTAL]: 24 hours a day/ 7 days a week/ 365 days a year.
 Phone support and call logging: 6AM – 7PM CST Monday-Friday (“Business Support Hours”)
 After-hours and weekend support for P1 and P2 incidents is directed to the on-call Contractor 

support personnel, who are staffed to be on call 24/7/365 for critical support issues including after 
Business Support Hours, weekends, and holidays. 

Priority, Response, and Resolution Times:
City will reasonably determine and categorize the priority of each support call in accordance with the 
following levels of priority and Contractor shall provide Support in accordance with priorities below, 
including without limitation, the response and resolution times indicated. 
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Priority Definition Response 
Time*

Resolution 
Time**

P1-Critical The system cannot function at all and the defect is 
a severe malfunction against workaround. The 
total unavailability of the production 
application or a repeatable malfunction within 
the production application causing impact to 
business operation if not promptly restored. 
The problem is causing a direct impact on 
City’s daily operations and may have an 
immediate cost implication associated with it.

1 hour 4 Hours

P2-High The solution as a whole can function, but the 
defect is a malfunction against functionality 
for which there is no workaround. 
Reproducible issues that affect the functioning 
of components within the application, or data 
inconsistencies with no workaround available. 
The problem is serious but is not causing 
significant business impact.

1 Hour 8 Hours

P3-Moderate The defect does not prevent the system from 
operating, but it does not operate as it should. 
Business operations can continue as data 
availability and quality is not affected. 
Reproducible or intermittent issues that affect 
the functioning of components within the 
application, or data inconsistencies. 
Workaround is available or is affecting only a 
part of the system, no real business impact. 

24 Hours 1 week

P4-Low The defect has no functional impact. Requests for 
information, assistance on application 
capabilities or other small faults on the 
system.

72 Hours 3 Calendar 
Weeks

*“Response Time” means that Contractor has dispatched Contractor personnel who is on-site and/or 
personnel is actively working on the issue. Response time starts the earlier of: (a) when City 
contacts Contractor regarding a problem or issue; (b) when a ticket is opened by City or Contractor; 
or (c) when Contractor is aware or should be aware of the problem or issue.

**“Resolution Time” means that Contractor has fully restored the system and the underlying issue that 
caused the problem or issue has been fully repaired. Resolution time starts the earlier of: (a) when 
City contacts Contractor regarding a problem or issue; (b)when a ticket is opened by City or 
Contractor; or (c) when Contractor is aware or should be aware of the problem or issue. 

Support Analysis and Reporting:
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Contractor shall work with City together in a “Continuous Assessment Program” whereby the parties 
jointly address improvements, recommendations, and spotlight areas of concern or action.
Support Escalation:
City may escalate a support call’s priority if it is found to be more business critical than first realized. 
City may escalate the trouble resolution, including in situations where the system has not been restored 
in a timely manner, or City does not feel that adequate attention has been allocated, City may escalate 
the support request by calling the following individuals: Tyler Molinaro, Hurst Renner, Fred Hannon, 
Conor Riffle.

Rubicon’s Service Availability commitment for a given calendar month is 99.5%. Service 
Availability is calculated per month as follows: (Total time - Unplanned Outage - Planned 
Maintenance) / (Total – Planned Maintenance) X 100

 Definitions: 
o Total time is the total minutes in the month 
o Unplanned Outage is total minutes unavailable due to an unplanned outage in the month 
o Planned Maintenance is total minutes of planned maintenance in the month. Currently, 

Planned Maintenance is four (4) hours for weekly maintenance, four (4) hours for 
monthly maintenance, four (4) hours for quarterly maintenance. Rubicon’s current 
maintenance begins at 12AM-5AM CST. All times are subject to change upon reasonable 
notice. If actual maintenance exceeds the time allotted for Planned Maintenance, it is 
considered an Unplanned Outage. If actual maintenance is less than time allotted for 
Planned Maintenance, that time is not applied as a credit to offset any Unplanned Outage 
time for the month. The measurement point for Service Availability is the availability of 
the Rubicon Service.  Customer may request an availability report once per month.  

 Service Response
o Rubicon Production Support and Service Level Availability Policy (SLA) 
o Rubicon’s Service Response commitment is: (1) not less than 50% of (online) 

transactions in two (2) seconds or less and not more than 10% in five (5) seconds or 
more.

o Service Response is the processing time of the Rubicon Production Service in the 
Amazon Web Service data center to complete transactions submitted from a web 
browser. 

o The time required to complete the request will be measured from the point in time when 
the request has been fully received by the encryption endpoint in the Amazon Web 
Service data center, until such time as the response begins to be returned for transmission 
to Customer. Customer may request a response time report not more than once per month 
via email. 

 Disaster Recovery
o Rubicon commits to a recovery time objective of twelve (12) hours - measured from the 

time that the Rubicon Service becomes unavailable until it is available again. Rubicon 
commits to a recovery point objective of one (1) hour - measured from the time that the 
first transaction is lost until the Rubicon Service became unavailable. 
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o Rubicon will test the disaster recovery plan once every six months and will make 
available a written summary of the results of the most recent test available to Customer 
upon its request made via the Customer Center. 

 Severity Level Determination Submittal
o Customer shall reasonably self-diagnose each support issue and recommend to Rubicon 

an appropriate Severity Level designation. Rubicon shall validate Customer's Severity 
Level designation or notify Customer of a proposed change in the Severity Level 
designation to a higher or lower level with justification for the proposal. In the event of a 
conflict regarding the appropriate Severity Level designation, each party shall promptly 
escalate such conflict to its management team for resolution through consultation 
between the parties' management, during which time the parties shall continue to handle 
the support issue in accordance with the Rubicon Severity Level designation. In the rare 
case a conflict requires a management discussion, both parties shall be available within 
one hour of the escalation. 

 Support Issue Production Levels - Response and Escalation
o Response Time is the period from the time the Production case was logged in the 

Customer Center until Rubicon responds to Customer and/or escalation within Rubicon, 
as appropriate. Because of the widely varying nature of issues, it is not possible to 
provide specific resolution commitments. 
 SEVERITY LEVEL 1

 Definition: The Rubicon Service is unavailable for all users
 Rubicon Response Commitment: Rubicon will respond within one (1) 

hour of receipt of case.  
 Resolution: Rubicon will work to resolve the problem until the Service is 

returned to normal  operation. Customer will be notified of status 
changes.  

 Escalation: If the problem has not been resolved within one (1) hour, 
Rubicon will escalate the  problem within the appropriate Rubicon 
organization. The escalated problem will have higher  priority than 
ongoing support, development or operations initiatives.  

 Customer Response Commitment: Customer shall remain accessible by 
phone for troubleshooting  from the time a Severity 1 issue is logged until 
such time as it is resolved.  

 SEVERITY LEVEL 2
 Definition: The Rubicon Service contains a bug that prevents Customer 

from executing one or more critical business processes with a significant 
impact and no workaround exists.  

 Rubicon Response Commitment: Rubicon will respond within one (1) 
hour of receipt of case. 

 Resolution: Rubicon will work to resolve the problem until the Service is 
returned to normal operation. Customer will be notified of status 
changes. 

 Escalation: If the problem has not been resolved within four {4) hours.; 
Customer may request that Rubicon escalate the problem within the 
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appropriate Rubicon organization where the escalated problem will have 
higher priority than ongoing development or operations initiatives. 

 Customer Response Commitment: Customer shall remain accessible by 
phone for troubleshooting from the time a Severity 2 issue is logged until 
such time as it is resolved. 

 SEVERITY LEVEL 3
 Definition: The Rubicon Service contains a bug that prevents Customer 

from executing one or more important business processes. A workaround 
exists but is not optimal. 

 Rubicon Response Commitment: Rubicon will respond within four (4) 
hours of receipt of case. 

 Resolution: If resolution requires a Rubicon bug fix, Rubicon will add 
the bug fix to its development queue for future Update and suggest 
potential workaround until the problem is resolved in a future Update. 
Customer will be notified of status changes. 

 Escalation: If the problem has not been resolved within one (1) week, 
Customer may request that Rubicon escalate the problem to the 
appropriate Rubicon organization .  

 Customer Response Commitment: Customer will respond to Rubicon 
requests for additional information and implement recommended 
solutions in a timely manner.

 SEVERITY LEVEL 4:
 Definition: The Rubicon Service contains an issue that may disrupt 

important business processes where a workaround is available or 
functionality is not imperative to Customer's business operations. 

 Rubicon Response Commitment: Rubicon will respond within twenty-
four (24) hour of receipt of case. 

 Resolution: If resolution requires a Rubicon bug fix, Rubicon will add 
the bug fix to its development queue for a future Update and suggest 
potential workaround until the problem is resolved in a future Update. 
Customer will be notified of status changes. 

 Escalation: None. 
 Customer Response Commitment: Customer will respond to Rubicon 

requests for additional information and implement recommended 
solutions in a timely manner.

 CUSTOMER CARE or OPERATIONS REQUEST (Severity Level 5): 
 Definition: Non-system issues such as Named Support Contact change, 

requests for SLA reports or business documents, etc.  If necessary to 
open a Support case requesting assistance, Severity 5 should be used. 

 Rubicon Response Commitment: Rubicon will respond within twenty-
four (24) hours of receipt of case. 

 Resolution Commitment: Rubicon will respond to request. Customer will 
be notified of status changes. 
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 Escalation: None. 
 Customer Commitment: Customer will respond to Rubicon requests for 

additional information in a timely manner. 
o Rubicon Support Scope 

 Rubicon will support functionality that is developed by Rubicon and under its 
direct control. For any other functionality, and/or issues or errors in the Rubicon 
Service caused by issues, errors and/or changes in Customer's information 
systems and/or third party products or services, Rubicon may assist Customer 
and its third party providers in diagnosing and resolving issues or errors but 
Customer acknowledges that these matters are outside of Rubicon’s support 
obligations. Service Level failures attributable to (i) Customers acts or omissions; 
and (ii) force majeure events shall be excused. 

o Rubicon Service Credit 
 In the event of a failure by Rubicon to meet the Service Availability and Service 

Response minimums as set forth in the SLA, as Customer’s sole and exclusive 
remedy, at Customer's request, Rubicon shall provide service credits in 
accordance with the following: 

 a) First month in any rolling six (6) month period: 10% of the Subscription Fee 
paid for the applicable month for the affected Service 

 b) Second month in any rolling six (6) month period: 20% of the Subscription 
Fee paid for the applicable month for the affected Service 

 c) Third month in any rolling six (6) month period: 30% of the Subscription Fee 
paid for the applicable month for the affected Service 

 d) Fourth month in any rolling six (6) month period: 40% of the Subscription Fee 
paid for the applicable month for the affected Service 

 e) Fifth month in any rolling six (6) month period: 50% of the Subscription Fee 
paid for the applicable month for the affected Service or within thirty (30) days 
of such failure Customer shall have the option to terminate the entire Agreement 
and upon such termination Customer shall receive a refund of all prepaid 
subscription fees that are unearned as of the date such termination is effective. 

 If more than one of the above (a through e) is triggered, Customer will be eligible 
for the greater amount for the applicable month only. Credits shall be deducted 
from subsequent invoices for subscription fees or other fees or, upon expiration 
or termination of the Agreement, paid to Customer directly. 

DocuSign Envelope ID: E49B09C4-3210-4EEE-B73C-9BD4AC12A2DB



020221-RUB 

Rev. 10/2020              1 

Solicitation Number: 020221 

CONTRACT 

This Contract is between Sourcewell, 202 12th Street Northeast, P.O. Box 219, Staples, MN 
56479 (Sourcewell) and Rubicon Global, LLC, 950 East Paces Ferry Road, Atlanta, GA  30326 
(Vendor). 

Sourcewell is a State of Minnesota local government agency and service cooperative created 
under the laws of the State of Minnesota (Minnesota Statutes Section 123A.21) that offers 
cooperative procurement solutions to government entities. Participation is open to federal, 
state/province, and municipal governmental entities, higher education, K-12 education, 
nonprofit, tribal government, and other public entities located in the United States and Canada. 
Sourcewell issued a public solicitation for Fleet Management Technologies with Related 
Software Solutions from which Vendor was  awarded a contract.     

Vendor desires to contract with Sourcewell to provide equipment, products, or services to 
Sourcewell and the entities that access Sourcewell’s cooperative purchasing contracts 
(Participating Entities).  

1. TERM OF CONTRACT

A. EFFECTIVE DATE. This Contract is effective upon the date of the final signature below.

B. EXPIRATION DATE AND EXTENSION. This Contract expires March 26, 2025, unless it is
cancelled sooner pursuant to Article 22. This Contract may be extended up to one additional
one-year period upon request of Sourcewell and with written agreement by Vendor.

C. SURVIVAL OF TERMS. Articles 11 through 14 survive the expiration or cancellation of this
Contract.

2. EQUIPMENT, PRODUCTS, OR SERVICES

A. EQUIPMENT, PRODUCTS, OR SERVICES. Vendor will provide the Equipment, Products, or
Services as stated in its Proposal submitted under the Solicitation Number listed above.
Vendor’s Equipment, Products, or Services Proposal (Proposal) is attached and incorporated
into this Contract.

Exhibit D
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All Equipment and Products provided under this Contract must be new/current model.  Vendor 
may offer close-out or refurbished Equipment or Products if they are clearly indicated in 
Vendor’s product and pricing list. Unless agreed to by the Participating Entities in advance, 
Equipment or Products must be delivered as operational to the Participating Entity’s site.     
 
This Contract offers an indefinite quantity of sales, and while substantial volume is anticipated, 
sales and sales volume are not guaranteed.   
 
B. WARRANTY. Vendor warrants that all Equipment, Products, and Services furnished are free 
from liens and encumbrances, and are free from defects in design, materials, and workmanship. 
In addition, Vendor warrants the Equipment, Products, and Services are suitable for and will 
perform in accordance with the ordinary use for which they are intended. Vendor’s dealers and 
distributors must agree to assist the Participating Entity in reaching a resolution in any dispute 
over warranty terms with the manufacturer.  Any manufacturer’s warranty that is effective past 
the expiration of the Vendor’s warranty will be passed on to the Participating Entity.   
 
C. DEALERS, DISTRIBUTORS, AND/OR RESELLERS. Upon Contract execution, Vendor will 
make available to Sourcewell a means to validate or authenticate Vendor’s authorized dealers, 
distributors, and/or resellers relative to the Equipment, Products, and Services related to this 
Contract. This list may be updated from time-to-time and is incorporated into this Contract by 
reference. It is the Vendor’s responsibility to ensure Sourcewell receives the most current 
version of this list.  
 

3. PRICING 
 
All Equipment, Products, or Services under this Contract will be priced as stated in Vendor’s 
Proposal.  
 
When providing pricing quotes to Participating Entities, all pricing quoted must reflect a 
Participating Entity’s total cost of acquisition. This means that the quoted cost is for delivered 
Equipment, Products, and Services that are operational for their intended purpose, and 
includes all costs to the Participating Entity’s requested delivery location.   
 
Regardless of the payment method chosen by the Participating Entity, the total cost associated 
with any purchase option of the Equipment, Products, or Services must always be disclosed in 
the pricing quote to the applicable Participating Entity at the time of purchase.   
 
A. SHIPPING AND SHIPPING COSTS. All delivered Equipment and Products must be properly 
packaged. Damaged Equipment and Products may be rejected. If the damage is not readily 
apparent at the time of delivery, Vendor must permit the Equipment and Products to be 
returned within a reasonable time at no cost to Sourcewell or its Participating Entities. 
Participating Entities reserve the right to inspect the Equipment and Products at a reasonable 
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time after delivery where circumstances or conditions prevent effective inspection of the 
Equipment and Products at the time of delivery. 
   
Vendor must arrange for and pay for the return shipment on Equipment and Products that arrive 
in a defective or inoperable condition.  
 
Sourcewell may declare the Vendor in breach of this Contract if the Vendor intentionally 
delivers substandard or inferior Equipment or Products. In the event of the delivery of 
nonconforming Equipment and Products, the Participating Entity will notify the Vendor as soon 
as possible and the Vendor will replace nonconforming Equipment and Products with 
conforming Equipment and Products that are acceptable to the Participating Entity. 
 
B. SALES TAX. Each Participating Entity is responsible for supplying the Vendor with valid tax-
exemption certification(s). When ordering, a Participating Entity must indicate if it is a tax-
exempt entity.  
 
C. HOT LIST PRICING. At any time during this Contract, Vendor may offer a specific selection 
of Equipment, Products, or Services at discounts greater than those listed in the Contract. 
When Vendor determines it will offer Hot List Pricing, it must be submitted electronically to 
Sourcewell in a line-item format. Equipment, Products, or Services may be added or removed 
from the Hot List at any time through a Sourcewell Price and Product Change Form as defined 
in Article 4 below.   
 
Hot List program and pricing may also be used to discount and liquidate close-out and 
discontinued Equipment and Products as long as those close-out and discontinued items are 
clearly identified as such. Current ordering process and administrative fees apply. Hot List 
Pricing must be published and made available to all Participating Entities. 
 

4. PRODUCT AND PRICING CHANGE REQUESTS 
 

Vendor may request Equipment, Product, or Service changes, additions, or deletions at any 
time. All requests must be made in writing by submitting a signed Sourcewell Price and Product 
Change Request Form to the assigned Sourcewell Contract Administrator. This form is available 
from the assigned Sourcewell Contract Administrator. At a minimum, the request must:  
 

 Identify the applicable Sourcewell contract number; 
 Clearly specify the requested change; 
 Provide sufficient detail to justify the requested change; 
 Individually list all Equipment, Products, or Services affected by the requested change, 

along with the requested change (e.g., addition, deletion, price change); and 
 Include a complete restatement of pricing documentation in Microsoft Excel with the 

effective date of the modified pricing, or product addition or deletion. The new pricing 
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restatement must include all Equipment, Products, and Services offered, even for those 
items where pricing remains unchanged. 

 
A fully executed Sourcewell Price and Product Request Form will become an amendment 
to this Contract and be incorporated by reference.  

 
5. PARTICIPATION, CONTRACT ACCESS, AND PARTICIPATING ENTITY REQUIREMENTS 

  
A. PARTICIPATION. Sourcewell’s cooperative contracts are available and open to public and 
nonprofit entities across the United States and Canada; such as federal, state/province, 
municipal, K-12 and higher education, tribal government, and other public entities.   
 
The benefits of this Contract should be available to all Participating Entities that can legally 
access the Equipment, Products, or Services under this Contract. A Participating Entity’s 
authority to access this Contract is determined through its cooperative purchasing, interlocal, 
or joint powers laws. Any entity accessing benefits of this Contract will be considered a Service 
Member of Sourcewell during such time of access. Vendor understands that a Participating 
Entity’s use of this Contract is at the Participating Entity’s sole convenience and Participating 
Entities reserve the right to obtain like Equipment, Products, or Services from any other source. 
 
Vendor is responsible for familiarizing its sales and service forces with Sourcewell contract use 
eligibility requirements and documentation and will encourage potential participating entities 
to join Sourcewell.  Sourcewell reserves the right to add and remove Participating Entities to its 
roster during the term of this Contract.   
 
B. PUBLIC FACILITIES. Vendor’s employees may be required to perform work at government-
owned facilities, including schools. Vendor’s employees and agents must conduct themselves in 
a professional manner while on the premises, and in accordance with Participating Entity 
policies and procedures, and all applicable laws.   
 

6. PARTICIPATING ENTITY USE AND PURCHASING 
 
A. ORDERS AND PAYMENT. To access the contracted Equipment, Products, or Services under 
this Contract, a Participating Entity must clearly indicate to Vendor that it intends to access this 
Contract; however, order flow and procedure will be developed jointly between Sourcewell and 
Vendor. Typically, a Participating Entity will issue an order directly to Vendor. If a Participating 
Entity issues a purchase order, it may use its own forms, but the purchase order should clearly 
note the applicable Sourcewell contract number. All Participating Entity orders under this 
Contract must be issued prior to expiration of this Contract; however, Vendor performance, 
Participating Entity payment, and any applicable warranty periods or other Vendor or 
Participating Entity obligations may extend beyond the term of this Contract.  
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Vendor’s acceptable forms of payment are included in Attachment A.  Participating Entities will 
be solely responsible for payment and Sourcewell will have no liability for any unpaid invoice of 
any Participating Entity.   
 
B. ADDITIONAL TERMS AND CONDITIONS/PARTICIPATING ADDENDUM. Additional terms and 
conditions to a purchase order, or other required transaction documentation, may be 
negotiated between a Participating Entity and Vendor, such as job or industry-specific 
requirements, legal requirements (e.g., affirmative action or immigration status requirements), 
or specific local policy requirements. Some Participating Entitles may require the use of a 
Participating Addendum; the terms of which will be worked out directly between the 
Participating Entity and the Vendor.  Any negotiated additional terms and conditions must 
never be less favorable to the Participating Entity than what is contained in this Contract. 
 
C. SPECIALIZED SERVICE REQUIREMENTS. In the event that the Participating Entity requires 
service or specialized performance requirements (such as e-commerce specifications, 
specialized delivery requirements, or other specifications and requirements) not addressed in 
this Contract, the Participating Entity and the Vendor may enter into a separate, standalone 
agreement, apart from this Contract. Sourcewell, including its agents and employees, will not 
be made a party to a claim for breach of such agreement.   
 
D. TERMINATION OF ORDERS. Participating Entities may terminate an order, in whole or 
in part, immediately upon notice to Vendor in the event of any of the following events:   
 

1. The Participating Entity fails to receive funding or appropriation from its governing body 
at levels sufficient to pay for the goods to be purchased; 
2. Federal,  state, or provincial laws or regulations prohibit the purchase or change the 
Participating Entity’s requirements; or 
3. Vendor commits any material breach of this Contract or the additional terms agreed to 
between the Vendor and a Participating Entity. 

 
E. GOVERNING LAW AND VENUE. The governing law and venue for any action related to a 
Participating Entity’s order will be determined by the Participating Entity making the purchase.   
 

7. CUSTOMER SERVICE 
 
A. PRIMARY ACCOUNT REPRESENTATIVE. Vendor will assign an Account Representative to 
Sourcewell for this Contract and must provide prompt notice to Sourcewell if that person is 
changed. The Account Representative will be responsible for: 
  

 Maintenance and management of this Contract; 
 Timely response to all Sourcewell and Participating Entity inquiries; and 
 Business reviews to Sourcewell and Participating Entities, if applicable. 
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B. BUSINESS REVIEWS. Vendor must perform a minimum of one business review with 
Sourcewell per contract year. The business review will cover sales to Participating Entities, 
pricing and contract terms, administrative fees, supply issues, customer issues, and any other 
necessary information.  
 

8. REPORT ON CONTRACT SALES ACTIVITY AND ADMINISTRATIVE FEE PAYMENT 
 
A. CONTRACT SALES ACTIVITY REPORT. Each calendar quarter, Vendor must provide a contract 
sales activity report (Report) to the Sourcewell Contract Administrator assigned to this 
Contract. A Report must be provided regardless of the number or amount of sales during that 
quarter (i.e., if there are no sales, Vendor must submit a report indicating no sales were made).  
 
The Report must contain the following fields: 
 

 Customer Name (e.g., City of Staples Highway Department); 
 Customer Physical Street Address; 
 Customer City; 
 Customer State/Province; 
 Customer Zip Code; 
 Customer Contact Name; 
 Customer Contact Email Address; 
 Customer Contact Telephone Number; 
 Sourcewell Assigned Entity/Participating Entity Number; 
 Item Purchased Description; 
 Item Purchased Price;  
 Sourcewell Administrative Fee Applied; and 
 Date Purchase was invoiced/sale was recognized as revenue by Vendor. 

 
B. ADMINISTRATIVE FEE. In consideration for the support and services provided by Sourcewell, 
the Vendor will pay an administrative fee to Sourcewell on all Equipment, Products, and 
Services provided to Participating Entities. The Administrative Fee must be included in, and not 
added to, the pricing. Vendor may not charge Participating Entities more than the contracted 
price to offset the Administrative Fee. 
 
The Vendor will submit payment to Sourcewell for the percentage of administrative fee stated 
in the Proposal multiplied by the total sales of all Equipment, Products, and Services purchased 
by Participating Entities under this Contract during each calendar quarter. Payments should 
note the Vendor’s name and Sourcewell-assigned contract number in the memo; and must be 
mailed to the address above “Attn: Accounts Receivable” or remitted electronically to 
Sourcewell’s banking institution per Sourcewell’s Finance department instructions. Payments 
must be received no later than 45 calendar days after the end of each calendar quarter. 
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Vendor agrees to cooperate with Sourcewell in auditing transactions under this Contract to 
ensure that the administrative fee is paid on all items purchased under this Contract. 

 
In the event the Vendor is delinquent in any undisputed administrative fees, Sourcewell 
reserves the right to cancel this Contract and reject any proposal submitted by the Vendor in 
any subsequent solicitation. In the event this Contract is cancelled by either party prior to the 
Contract’s expiration date, the administrative fee payment will be due no more than 30 days 
from the cancellation date.  
 

9. AUTHORIZED REPRESENTATIVE 
 
Sourcewell's Authorized Representative is its Chief Procurement Officer.   

 
Vendor’s Authorized Representative is the person named in the Vendor’s Proposal. If Vendor’s 
Authorized Representative changes at any time during this Contract, Vendor must promptly 
notify Sourcewell in writing. 

 
10. AUDIT, ASSIGNMENT, AMENDMENTS, WAIVER, AND CONTRACT COMPLETE 

 
A. AUDIT. Pursuant to Minnesota Statutes Section 16C.05, subdivision 5, the books, records, 
documents, and accounting procedures and practices relevant this Agreement are subject to 
examination by Sourcewell or the Minnesota State Auditor for a minimum of six years from the 
end of this Contract. This clause extends to Participating Entities as it relates to business 
conducted by that Participating Entity under this Contract. 
 
B. ASSIGNMENT. Neither the Vendor nor Sourcewell may assign or transfer any rights or 
obligations under this Contract without the prior consent of the parties and a fully executed 
assignment agreement. Such consent will not be unreasonably withheld.     
 
C. AMENDMENTS. Any amendment to this Contract must be in writing and will not be effective 
until it has been fully executed by the parties.   
 
D. WAIVER. If either party fails to enforce any provision of this Contract, that failure does not 
waive the provision or the right to enforce it. 
 
E. CONTRACT COMPLETE. This Contract contains all negotiations and agreements between 
Sourcewell and Vendor. No other understanding regarding this Contract, whether written or 
oral, may be used to bind either party. For any conflict between the attached Proposal and the 
terms set out in Articles 1-22, the terms of Articles 1-22 will govern. 
 
F. RELATIONSHIP OF THE PARTIES. The relationship of the parties is one of independent 
contractors, each free to exercise judgment and discretion with regard to the conduct of their 
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respective businesses. This Contract does not create a partnership, joint venture, or any other 
relationship such as master-servant, or principal-agent.  

 
11. LIABILITY 

  
Vendor must indemnify, save, and hold Sourcewell and its Participating Entities, including their 
agents and employees, harmless from any claims or causes of action, including attorneys’ fees, 
arising out of the performance of this Contract by the Vendor or its agents or employees; this 
indemnification includes injury or death to person(s) or property alleged to have been caused 
by some defect in the Equipment, Products, or Services under this Contract to the extent the 
Equipment, Product, or Service has been used according to its specifications. 

 
12. GOVERNMENT DATA PRACTICES 

 
Vendor and Sourcewell must comply with the Minnesota Government Data Practices Act, 
Minnesota Statutes Chapter 13, as it applies to all data provided by or provided to Sourcewell 
under this Contract and as it applies to all data created, collected, received, stored, used, 
maintained, or disseminated by the Vendor under this Contract.  
 
If the Vendor receives a request to release the data referred to in this article, the Vendor must 
immediately notify Sourcewell and Sourcewell will assist with how the Vendor should respond 
to the request. 
 

13. INTELLECTUAL PROPERTY, PUBLICITY, MARKETING, AND ENDORSEMENT 
 

A. INTELLECTUAL PROPERTY 
1. Grant of License. During the term of this Contract: 

a. Sourcewell grants to Vendor a royalty-free, worldwide, non-exclusive right and 
license to use theTrademark(s) provided to Vendor by Sourcewell in advertising and 
promotional materials for the purpose of marketing Sourcewell’s relationship with 
Vendor. 
b. Vendor grants to Sourcewell a royalty-free, worldwide, non-exclusive right and 
license to use Vendor’s Trademarks in advertising and promotional materials for the 
purpose of marketing Vendor’s relationship with Sourcewell. 

2. Limited Right of Sublicense. The right and license granted herein includes a limited right 
of each party to grant sublicenses to its and their respective distributors, marketing 
representatives, and agents (collectively “Permitted Sublicensees”) in advertising and 
promotional materials for the purpose of marketing the Parties’ relationship to Participating 
Entities. Any sublicense granted will be subject to the terms and conditions of this Article. 
Each party will be responsible for any breach of this Article by any of their respective 
sublicensees.  
3. Use; Quality Control.  
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a. Sourcewell must not alter Vendor’s Trademarks from the form provided by 
Vendor and must comply with Vendor’s removal requests as to specific uses of its 
trademarks or logos.   
b. Vendor must not alter Sourcewell’s Trademarks from the form provided by 
Sourcewell and must comply with Sourcewell’s removal requests as to specific uses 
of its trademarks or logos.   
c. Each party agrees to use, and to cause its Permitted Sublicensees to use, the 
other party’s Trademarks only in good faith and in a dignified manner consistent 
with such party’s use of the Trademarks. Upon written notice to the breaching party, 
the breaching party has 30 days of the date of the written notice to cure the breach 
or the license will be terminated.  

4. As applicable, Vendor agrees to indemnify and hold harmless Sourcewell and its 
Participating Entities against any and all suits, claims, judgments, and costs instituted or 
recovered against Sourcewell or Participating Entities by any person on account of the use 
of any Equipment or Products by Sourcewell or its Participating Entities supplied by Vendor 
in violation of applicable patent or copyright laws. 
5. Termination. Upon the termination of this Contract for any reason, each party, including 
Permitted Sublicensees, will have 30 days to remove all Trademarks from signage, websites, 
and the like bearing the other party’s name or logo (excepting Sourcewell’s pre-printed 
catalog of vendors which may be used until the next printing).  Vendor must return all 
marketing and promotional materials, including signage, provided by Sourcewell, or dispose 
of it according to Sourcewell’s written directions. 

 
B. PUBLICITY. Any publicity regarding the subject matter of this Contract must not be released 
without prior written approval from the Authorized Representatives. Publicity includes notices, 
informational pamphlets, press releases, research, reports, signs, and similar public notices 
prepared by or for the Vendor individually or jointly with others, or any subcontractors, with 
respect to the program, publications, or services provided resulting from this Contract. 
 
C. MARKETING. Any direct advertising, marketing, or offers with Participating Entities must be 
approved by Sourcewell. Materials should be sent to the Sourcewell Contract Administrator 
assigned to this Contract.   
 
D. ENDORSEMENT. The Vendor must not claim that Sourcewell endorses its Equipment, 
Products, or Services. 

 
14. GOVERNING LAW, JURISDICTION, AND VENUE 

 
Minnesota law governs this Contract. Venue for all legal proceedings out of this Contract, or its 
breach, must be in the appropriate state court in Todd County or federal court in Fergus Falls, 
Minnesota.  
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15. FORCE MAJEURE 
 
Neither party to this Contract will be held responsible for delay or default caused by acts of God 
or other conditions that are beyond that party’s reasonable control. A party defaulting under 
this provision must provide the other party prompt written notice of the default. 
 

16. SEVERABILITY 
 
If any provision of this Contract is found to be illegal, unenforceable, or void then both 
Sourcewell and Vendor will be relieved of all obligations arising under such provisions. If the 
remainder of this Contract is capable of performance, it will not be affected by such declaration 
or finding and must be fully performed. 
 

17. PERFORMANCE, DEFAULT, AND REMEDIES 
 
A. PERFORMANCE. During the term of this Contract, the parties will monitor performance and 
address unresolved contract issues as follows:  
 

1. Notification. The parties must promptly notify each other of any known dispute and 
work in good faith to resolve such dispute within a reasonable period of time. If necessary, 
Sourcewell and the Vendor will jointly develop a short briefing document that describes the 
issue(s), relevant impact, and positions of both parties.  
2. Escalation. If parties are unable to resolve the issue in a timely manner, as specified 
above, either Sourcewell or Vendor may escalate the resolution of the issue to a higher 
level of management. The Vendor will have 30 calendar days to cure an outstanding issue.  
3. Performance while Dispute is Pending. Notwithstanding the existence of a dispute, the 
Vendor must continue without delay to carry out all of its responsibilities under the 
Contract that are not affected by the dispute. If the Vendor fails to continue without delay 
to perform its responsibilities under the Contract, in the accomplishment of all undisputed 
work, any additional costs incurred by Sourcewell and/or its Participating Entities as a result 
of such failure to proceed will be borne by the Vendor. 

 
B. DEFAULT AND REMEDIES. Either of the following constitutes cause to declare this Contract, 
or any Participating Entity order under this Contract, in default:   

 
1. Nonperformance of contractual requirements, or  
2. A material breach of any term or condition of this Contract.   

 
Written notice of default and a reasonable opportunity to cure must be issued by the party 
claiming default. Time allowed for cure will not diminish or eliminate any liability for liquidated 
or other damages. If the default remains after the opportunity for cure, the non-defaulting 
party may: 
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 Exercise any remedy provided by law or equity, or 
 Terminate the Contract or any portion thereof, including any orders issued against the 

Contract. 
 

18. INSURANCE 
  
A. REQUIREMENTS. At its own expense, Vendor must maintain insurance policy(ies) in effect at 
all times during the performance of this Contract with insurance company(ies) licensed or 
authorized to do business in the State of Minnesota having an “AM BEST” rating of A- or better, 
with coverage and limits of insurance not less than the following:  

 
1. Workers’ Compensation and Employer’s Liability.  
Workers’ Compensation: As required by any applicable law or regulation.  
Employer's Liability Insurance: must be provided in amounts not less than listed below: 

Minimum limits: 
$500,000 each accident for bodily injury by accident 
$500,000 policy limit for bodily injury by disease 
$500,000 each employee for bodily injury by disease 

  
2. Commercial General Liability Insurance. Vendor will maintain insurance covering its 
operations, with coverage on an occurrence basis, and must be subject to terms no less 
broad than the Insurance Services Office (“ISO”) Commercial General Liability Form 
CG0001 (2001 or newer edition), or equivalent. At a minimum, coverage must include 
liability arising from premises, operations, bodily injury and property damage, 
independent contractors, products-completed operations including construction defect, 
contractual liability, blanket contractual liability, and personal injury and advertising 
injury. All required limits, terms and conditions of coverage must be maintained during 
the term of this Contract. 

 Minimum Limits:  
$1,000,000 each occurrence Bodily Injury and Property Damage 
$1,000,000 Personal and Advertising Injury 
$2,000,000 aggregate for Products-Completed operations  
$2,000,000 general aggregate 

 
3. Commercial Automobile Liability Insurance. During the term of this Contract, Vendor 
will maintain insurance covering all owned, hired, and non-owned automobiles in limits 
of liability not less than indicated below. The coverage must be subject to terms no less 
broad than ISO Business Auto Coverage Form CA 0001 (2010 edition or newer), or 
equivalent. 

 Minimum Limits: 
$1,000,000 each accident, combined single limit 
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4. Umbrella Insurance. During the term of this Contract, Vendor will maintain umbrella 
coverage over Workers’ Compensation, Commercial General Liability, and Commercial 
Automobile. 

 Minimum Limits: 
$2,000,000  

 
5. Network Security and Privacy Liability Insurance. During the term of this Contract, 
Vendor will maintain coverage for network security and privacy liability. The coverage 
may be endorsed on another form of liability coverage or written on a standalone 
policy. The insurance must cover claims which may arise from failure of Vendor’s 
security resulting in, but not limited to, computer attacks, unauthorized access, 
disclosure of not public data – including but not limited to, confidential or private 
information, transmission of a computer virus, or denial of service.  

 Minimum limits:  
$2,000,000 per occurrence 
$2,000,000 annual aggregate 

 
Failure of Vendor to maintain the required insurance will constitute a material breach entitling 
Sourcewell to immediately terminate this Contract for default.  
 
B. CERTIFICATES OF INSURANCE. Prior to commencing under this Contract, Vendor must furnish 
to Sourcewell a certificate of insurance, as evidence of the insurance required under this 
Contract. Prior to expiration of the policy(ies), renewal certificates must be mailed to 
Sourcewell, 202 12th Street Northeast, P.O. Box 219, Staples, MN 56479 or sent to the 
Sourcewell Contract Administrator assigned to this Contract. The certificates must be signed by 
a person authorized by the insurer(s) to bind coverage on their behalf. 
 
Failure to request certificates of insurance by Sourcewell, or failure of Vendor to provide 
certificates of insurance, in no way limits or relieves Vendor of its duties and responsibilities in 
this Contract. 
 
C. ADDITIONAL INSURED ENDORSEMENT AND PRIMARY AND NON-CONTRIBUTORY 
INSURANCE CLAUSE. Vendor agrees to list Sourcewell and its Participating Entities, including 
their officers, agents, and employees, as an additional insured under the Vendor’s commercial 
general liability insurance policy with respect to liability arising out of activities, “operations,” or 
“work” performed by or on behalf of Vendor, and products and completed operations of 
Vendor. The policy provision(s) or endorsement(s) must further provide that coverage is 
primary and not excess over or contributory with any other valid, applicable, and collectible 
insurance or self-insurance in force for the additional insureds.   
 
D. WAIVER OF SUBROGATION. Vendor waives and must require (by endorsement or 
otherwise) all its insurers to waive subrogation rights against Sourcewell and other additional 
insureds for losses paid under the insurance policies required by this Contract or other 
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insurance applicable to the Vendor or its subcontractors. The waiver must apply to all 
deductibles and/or self-insured retentions applicable to the required or any other insurance 
maintained by the Vendor or its subcontractors. Where permitted by law, Vendor must require 
similar written express waivers of subrogation and insurance clauses from each of its 
subcontractors.   
 
E. UMBRELLA/EXCESS LIABILITY/SELF-INSURED RETENTION. The limits required by this 
Contract can be met by either providing a primary policy or in combination with 
umbrella/excess liability policy(ies), or self-insured retention. 
 

19. COMPLIANCE 
 
A. LAWS AND REGULATIONS. All Equipment, Products, or Services provided under this 
Contract must comply fully with applicable federal laws and regulations, and with the laws in 
the states and provinces in which the Equipment, Products, or Services are sold.  
 
B. LICENSES. Vendor must maintain a valid and current status on all required federal, 
state/provincial, and local licenses, bonds, and permits required for the operation of the 
business that the Vendor conducts with Sourcewell and Participating Entities. 

 
20. BANKRUPTCY, DEBARMENT, OR SUSPENSION CERTIFICATION 

 
Vendor certifies and warrants that it is not in bankruptcy or that it has previously disclosed in 
writing certain information to Sourcewell related to bankruptcy actions. If at any time during 
this Contract Vendor declares bankruptcy, Vendor must immediately notify Sourcewell in 
writing. 
 
Vendor certifies and warrants that neither it nor its principals are presently debarred, 
suspended, proposed for debarment, declared ineligible, or voluntarily excluded from programs 
operated by the State of Minnesota; the United States federal government or the Canadian 
government, as applicable; or any Participating Entity. Vendor certifies and warrants that 
neither it nor its principals have been convicted of a criminal offense related to the subject 
matter of this Contract. Vendor further warrants that it will provide immediate written notice 
to Sourcewell if this certification changes at any time. 
 

21. PROVISIONS FOR NON-UNITED STATES FEDERAL ENTITY PROCUREMENTS UNDER 
UNITED STATES FEDERAL AWARDS OR OTHER AWARDS 

 
Participating Entities that use United States federal grant or FEMA funds to purchase goods or 
services from this Contract may be subject to additional requirements including the 
procurement standards of the Uniform Administrative Requirements, Cost Principles and Audit 
Requirements for Federal Awards, 2 C.F.R. § 200. Participating Entities may also require 
additional requirements based on specific funding specifications. Within this Article, all 
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references to “federal” should be interpreted to mean the United States federal government. 
The following list only applies when a Participating Entity accesses Vendor’s Equipment, 
Products, or Services with United States federal funds. 
 
A. EQUAL EMPLOYMENT OPPORTUNITY. Except as otherwise provided under 41 C.F.R. § 60, all 
contracts that meet the definition of “federally assisted construction contract” in 41 C.F.R. § 60-
1.3 must include the equal opportunity clause provided under 41 C.F.R. §60-1.4(b), in 
accordance with Executive Order 11246, “Equal Employment Opportunity” (30 FR 12319, 
12935, 3 C.F.R. §, 1964-1965 Comp., p. 339), as amended by Executive Order 11375, “Amending 
Executive Order 11246 Relating to Equal Employment Opportunity,” and implementing 
regulations at 41 C.F.R. § 60, “Office of Federal Contract Compliance Programs, Equal 
Employment Opportunity, Department of Labor.” The equal opportunity clause is incorporated 
herein by reference. 
 
B. DAVIS-BACON ACT, AS AMENDED (40 U.S.C. § 3141-3148). When required by federal 
program legislation, all prime construction contracts in excess of $2,000 awarded by non-
federal entities must include a provision for compliance with the Davis-Bacon Act (40 U.S.C. § 
3141-3144, and 3146-3148) as supplemented by Department of Labor regulations (29 C.F.R. § 5, 
“Labor Standards Provisions Applicable to Contracts Covering Federally Financed and Assisted 
Construction”). In accordance with the statute, contractors must be required to pay wages to 
laborers and mechanics at a rate not less than the prevailing wages specified in a wage 
determination made by the Secretary of Labor. In addition, contractors must be required to pay 
wages not less than once a week. The non-federal entity must place a copy of the current 
prevailing wage determination issued by the Department of Labor in each solicitation. The 
decision to award a contract or subcontract must be conditioned upon the acceptance of the 
wage determination. The non-federal entity must report all suspected or reported violations to 
the federal awarding agency. The contracts must also include a provision for compliance with 
the Copeland “Anti-Kickback” Act (40 U.S.C. § 3145), as supplemented by Department of Labor 
regulations (29 C.F.R. § 3, “Contractors and Subcontractors on Public Building or Public Work 
Financed in Whole or in Part by Loans or Grants from the United States”). The Act provides that 
each contractor or subrecipient must be prohibited from inducing, by any means, any person 
employed in the construction, completion, or repair of public work, to give up any part of the 
compensation to which he or she is otherwise entitled. The non-federal entity must report 
all suspected or reported violations to the federal awarding agency. Vendor must be in 
compliance with all applicable Davis-Bacon Act provisions. 
 
C. CONTRACT WORK HOURS AND SAFETY STANDARDS ACT (40 U.S.C. § 3701-3708). Where 
applicable, all contracts awarded by the non-federal entity in excess of $100,000 that involve 
the employment of mechanics or laborers must include a provision for compliance with 40 
U.S.C. §§ 3702 and 3704, as supplemented by Department of Labor regulations (29 C.F.R. § 5). 
Under 40 U.S.C. § 3702 of the Act, each contractor must be required to compute the wages of 
every mechanic and laborer on the basis of a standard work week of 40 hours. Work in excess 
of the standard work week is permissible provided that the worker is compensated at a rate of 
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not less than one and a half times the basic rate of pay for all hours worked in excess of 40 
hours in the work week. The requirements of 40 U.S.C. § 3704 are applicable to construction 
work and provide that no laborer or mechanic must be required to work in surroundings or 
under working conditions which are unsanitary, hazardous or dangerous. These requirements 
do not apply to the purchases of supplies or materials or articles ordinarily available on the 
open market, or contracts for transportation or transmission of intelligence. This provision is 
hereby incorporated by reference into this Contract. Vendor certifies that during the term of an 
award for all contracts by Sourcewell resulting from this procurement process, Vendor must 
comply with applicable requirements as referenced above. 
 
D. RIGHTS TO INVENTIONS MADE UNDER A CONTRACT OR AGREEMENT. If the federal award 
meets the definition of “funding agreement” under 37 C.F.R. § 401.2(a) and the recipient or 
subrecipient wishes to enter into a contract with a small business firm or nonprofit organization 
regarding the substitution of parties, assignment or performance of experimental, 
developmental, or research work under that “funding agreement,” the recipient or subrecipient 
must comply with the requirements of 37 C.F.R. § 401, “Rights to Inventions Made by Nonprofit 
Organizations and Small Business Firms Under Government Grants, Contracts and Cooperative 
Agreements,” and any implementing regulations issued by the awarding agency. Vendor 
certifies that during the term of an award for all contracts by Sourcewell resulting from this 
procurement process, Vendor must comply with applicable requirements as referenced above. 
 
E. CLEAN AIR ACT (42 U.S.C. § 7401-7671Q.) AND THE FEDERAL WATER POLLUTION CONTROL 
ACT (33 U.S.C. § 1251-1387). Contracts and subgrants of amounts in excess of $150,000 require 
the non-federal award to agree to comply with all applicable standards, orders or regulations 
issued pursuant to the Clean Air Act (42 U.S.C. § 7401- 7671q) and the Federal Water Pollution 
Control Act as amended (33 U.S.C. § 1251- 1387). Violations must be reported to the Federal 
awarding agency and the Regional Office of the Environmental Protection Agency (EPA). Vendor 
certifies that during the term of this Contract will comply with applicable requirements as 
referenced above. 
 
F. DEBARMENT AND SUSPENSION (EXECUTIVE ORDERS 12549 AND 12689). A contract award 
(see 2 C.F.R. § 180.220) must not be made to parties listed on the government wide exclusions 
in the System for Award Management (SAM), in accordance with the OMB guidelines at 2 C.F.R. 
§180 that implement Executive Orders 12549 (3 C.F.R. § 1986 Comp., p. 189) and 12689 (3 
C.F.R. § 1989 Comp., p. 235), “Debarment and Suspension.” SAM Exclusions contains the names 
of parties debarred, suspended, or otherwise excluded by agencies, as well as parties declared 
ineligible under statutory or regulatory authority other than Executive Order 12549. Vendor 
certifies that neither it nor its principals are presently debarred, suspended, proposed for 
debarment, declared ineligible, or voluntarily excluded from participation by any federal 
department or agency. 
 
G. BYRD ANTI-LOBBYING AMENDMENT, AS AMENDED (31 U.S.C. § 1352). Vendors must file 
any required certifications. Vendors must not have used federal appropriated funds to pay any 
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person or organization for influencing or attempting to influence an officer or employee of any 
agency, a member of Congress, officer or employee of Congress, or an employee of a member 
of Congress in connection with obtaining any federal contract, grant, or any other award 
covered by 31 U.S.C. § 1352. Vendors must disclose any lobbying with non-federal funds that 
takes place in connection with obtaining any federal award. Such disclosures are forwarded 
from tier to tier up to the non-federal award. Vendors must file all certifications and disclosures 
required by, and otherwise comply with, the Byrd Anti-Lobbying Amendment (31 U.S.C. § 
1352). 
 
H. RECORD RETENTION REQUIREMENTS. To the extent applicable, Vendor must comply with 
the record retention requirements detailed in 2 C.F.R. § 200.333. The Vendor further certifies 
that it will retain all records as required by 2 C.F.R. § 200.333 for a period of 3 years after 
grantees or subgrantees submit final expenditure reports or quarterly or annual financial 
reports, as applicable, and all other pending matters are closed. 
 
I. ENERGY POLICY AND CONSERVATION ACT COMPLIANCE. To the extent applicable, Vendor 
must comply with the mandatory standards and policies relating to energy efficiency which are 
contained in the state energy conservation plan issued in compliance with the Energy Policy 
and Conservation Act. 
 
J. BUY AMERICAN PROVISIONS COMPLIANCE. To the extent applicable, Vendor must comply 
with all applicable provisions of the Buy American Act. Purchases made in accordance with the 
Buy American Act must follow the applicable procurement rules calling for free and open 
competition. 
 
K. ACCESS TO RECORDS (2 C.F.R. § 200.336). Vendor agrees that duly authorized 
representatives of a federal agency must have access to any books, documents, papers and 
records of Vendor that are directly pertinent to Vendor’s discharge of its obligations under this 
Contract for the purpose of making audits, examinations, excerpts, and transcriptions. The right 
also includes timely and reasonable access to Vendor’s personnel for the purpose of interview 
and discussion relating to such documents. 
 
L. PROCUREMENT OF RECOVERED MATERIALS (2 C.F.R. § 200.322). A non-federal entity that is 
a state agency or agency of a political subdivision of a state and its contractors must comply 
with Section 6002 of the Solid Waste Disposal Act, as amended by the Resource Conservation 
and Recovery Act. The requirements of Section 6002 include procuring only items designated in 
guidelines of the Environmental Protection Agency (EPA) at 40 C.F.R. § 247 that contain the 
highest percentage of recovered materials practicable, consistent with maintaining a 
satisfactory level of competition, where the purchase price of the item exceeds $10,000 or the 
value of the quantity acquired during the preceding fiscal year exceeded $10,000; procuring 
solid waste management services in a manner that maximizes energy and resource recovery; 
and establishing an affirmative procurement program for procurement of recovered materials 
identified in the EPA guidelines.  
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22. CANCELLATION 

 
Sourcewell or Vendor may cancel this Contract at any time, with or without cause, upon 60 
days’ written notice to the other party. However, Sourcewell may cancel this Contract 
immediately upon discovery of a material defect in any certification made in Vendor’s Proposal.  
Cancellation of this Contract does not relieve either party of financial, product, or service 
obligations incurred or accrued prior to cancellation. 
 
 

Sourcewell           Rubicon Global, LLC 
 
 

By: __________________________ By: __________________________ 
Jeremy Schwartz Michael Allegretti 

Title: Chief Procurement Officer Title: Chief Strategy Officer 
 
Date: ________________________ 

 
Date: ________________________ 

Approved:  
  

By: __________________________ 

 

Chad Coauette  
Title: Executive Director/CEO  
 
Date: ________________________ 
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