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SECOND AMENDATORY AGREEMENT

THIS SECOND AMENDATORY AGREEMENT is entered into as of the date indicated
on the signature page, by and between the CITY AND COUNTY OF DENVER, a Colorado
municipal corporation ("City"), Party of the First Part, and OSP US INC., a corporation authorized
to conduct business in the State of Colorado (the "Contractor"), Party of the Second Part;

WITNESSETH

WHEREAS, City and ACS Transport Solutions, Inc. entered into an Agreement dated
October 1, 2013 which was subsequently amended on October 4, 2018, in which ACS Transport
Solutions, Inc. agreed to provide professional and technical support services for the maintenance
and operation of the Parking and Ground Transportation Revenue Control System (“PGTRCS”)
in order to assure the satisfactory operation of the City and County of Denver Department of
Aviation’s parking and ground transportation facilities operations; and

WHEREAS, said Agreement was subsequently assigned to Contractor by a Consent,
Assignment and Novation Agreement executed by the parties on June 22, 2018; and

WHEREAS, said Agreement was then amended by a First Amendatory Agreement
executed by the parties on October 4, 2018; and

WHEREAS, the parties desire to further amend the Agreement as set forth herein; and

NOW, THEREFORE, for and in consideration of the premises and other good and
valuable consideration, the parties hereto agree as follows:

1. Section 3.01 TERM is hereby amended by deleting Section 3.01 in its entirety and
replacing it with the following:

“3.01 TERM

The term of this Contract shall commence at 12:01 a.m. MST on October 1, 2013 and shall
terminate at 12:00 a.m. MST on September 30, 2020, unless earlier terminated in accordance with
the Contract Documents. At the expiration of the Term, as set forth in this Paragraph 3, the parties
may mutually agree to extend the Term on a month-to-month basis by the City providing written
notice to Contractor on or before September 1, 2020, which notice may be accepted by counter
execution by Contractor within fifteen (15) days of receipt. Upon such acceptance, this Agreement
shall continue in full force and effect on a month-to-month basis unless thirty (30) days written
notice of termination is given by either party. However, no extension of the Contract Term shall
increase the City's Maximum Contract Liability stated herein; such amount may be changed only
by a duly executed written amendment to this Contract.”

2. Section 4.04 MAXIMUM LIABILITY is hereby amended by deleting Section 4.04 in its
entirety and replacing it with the following:

“4.04 MAXIMUM LIABILITY
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Any other provision in this Contract notwithstanding, in no event shall the City be liable for
payment under this Contract for any amount in excess of Twelve Million Five Hundred Thirty-
Five Thousand Two Hundred Forty-Five Dollars and Zero Cents ($12,535,245.00). The Maximum
Contract Liability may only be increased by amendment to this Contract. All payments under this
Contract shall be paid solely and exclusively from the City and County of Denver, Funds of the
Airport System and from no other fund or source. The City is under no obligation to make any
future apportionments or allocations to said fund.”

3. Section 6.02 INDEMNIFICATION is hereby amended by deleting Section 6.02 in its
entirety and replacing it with the following:

“6.02 INDEMNIFICATION

The City cannot and by this Contract does not agree to indemnify, hold harmless, exonerate or
assume the defense of the Contractor or any other person or entity whatsoever, for any purpose
whatsoever.

The Contractor hereby agrees to defend, indemnify and hold harmless the City, its officers, agents
and employees from and against any and all loss of or damage to property or injuries to or death
of any person or persons, including property and employees or agents of the City, and shall defend,
indemnify and hold harmless the City and its officers, agents and employees from any and all
claims, damages, suits, costs, expenses, liability, actions or proceedings of any kind or nature
whatsoever, of or by anyone whomsoever, including Workers' Compensation claims, in any way
resulting from or arising out of, directly or indirectly, the Contractor's negligent or wrongful acts
in connection with, or breach of this Contract or the work that is the subject of this Contract, or
the Contractor's negligent or wrongful acts in the use or occupancy of City owned property or other
property upon which work is performed under this Contract, including negligent and wrongful acts
and omissions of the Contractor's officers, employees, representatives, suppliers, invitees,
contractors and agents; provided, however, that the Contractor's obligation to indemnify and hold
harmless the City, its officers, agents and employees under this paragraph shall not apply to
liability or damages resulting from the sole negligence of the City's officers, agents and employees.

LIMITATION OF LIABILITY: Regardless of the basis on which the City is entitled to claim
damages from Contractor (including, without limitation, breach of contract, negligence,
misrepresentation, or other contract or tort claim), Contractor’s entire liability for all claims in the
aggregate arising from or related to services provided by this Agreement will not exceed $12
million dollars.

In addition to all other defense and indemnity obligations undertaken by the Contractor under this
Contract, the Contractor and its subcontractors, to the extent that its performance of this Contract
includes the allowance of utilization by members of the public of credit cards to pay monetary
obligations to the City or the Contractor, or includes the utilization, processing, transmittal and/or
storage of credit card data by the Contractor, shall defend, release, indemnify and save and hold
harmless the City against any and all fines, penalties, assessments, costs, damages or other
financial obligations, however denominated, assessed against the City and/or the Contractor and
its subcontractors by credit card company(s), financial institution(s) or by the National Automated
Clearing House Association (NACHA) or successor or related entity, including but not limited to,
2
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any credit card company fines, regardless of whether considered to be consequential, special,
incidental or punitive damages, costs of notifying parties and persons affected by credit card
information disclosure, the cost of replacing active credit cards, and any losses associated with
fraudulent transaction(s} occurring after a security breach with respect to credit card information,
and shall defend, release, indemnify, and save and hold harmless the City from any and all claims,
demands, suits, actions, liabilities, causes of action or legal or equitable proceedings of any kind
or nature, of or by anyone whomsoever, in any way affected by such credit card data or utilizing a
credit card in the performance by Contractor of this Contract. In furtherance of this Contractor
covenant to defend and indemnify, the Contractor and its subcontractors shall perform the roles
and responsibilities allocated to Contractor in Exhibit F to allow the City to maintain compliance
with the Payment Card Industry Data Security Standard (PCI DSS), based on the roles and
responsibilities defined in Exhibit F, and with all other requirements and obligations related to
credit card data or utilization set out in Exhibit A. Notwithstanding anything to the contrary in
this section or elsewhere in this Agreement, Contractor shall be obligated to indemnify or defend
the City against fines, penalties, assessments, costs, damages, claims, demands, suits, actions,
liabilities, causes of action or legal or equitable proceedings related to credit card data or
utilization, solely to the extent that such fines, penalties, assessments, costs, damages, claims,
demands, suits, actions, liabilities, causes of action or legal or equitable proceedings are caused by
Contractor’s failure to perform a responsibility for which Contractor is responsible pursuant to
Exhibit F, or its failure to perform a requirement or obligation set out in Exhibit A.”

4. The following Section is added to the agreement- “11.24 PAYMENT OF CITY
MINIMUM WAGE:

Contractor shall comply with, and agrees to be bound by, all requirements, conditions, and City
determinations regarding the City’s Minimum Wage Ordinance, Sections 20-82 through 20-84
D.R.M.C,, including, but not limited to, the requirement that every covered worker shall be paid
no less than the City Minimum Wage in accordance with the foregoing D.R.M.C. Sections. By
executing this Agreement, Contractor expressly acknowledges that they are aware of the
requirements of the City’s Minimum Wage Ordinance and that any failure by Contractor or any
other individual or entity acting subject to this Agreement, to strictly comply with the foregoing
D.R.M.C. Sections shall result in the penalties and other remedies authorized therein.”

5. Exhibit A Scope of Work Section 12 is amended by deleting Section 12 in its entirety and
replacing it with the following-

“12. PCI Compliance: This agreement requires OSP US, INC to provide verification to DEN,
prior to start-up and on-going annually. During the term of this agreement, all modules of
Contractor's system(s) that interface with, or utilize credit card information in any manner or form
of collection, must be compliant with Payment Card Industry Data Security Standards (“PCI DSS)
(provided that Contractor’s sole responsibility for PCI DSS compliance shall be the
responsibilities identified as Contractor’s responsibilities in Exhibit F) and to include the Payment
Application Data Security Standard (“PA DSS”) certification of all systems or solutions utilized
to provide payment processing services to DEN.

A. Contractor shall, verify PCI DSS compliance (based on the roles and responsibilities
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defined in Exhibit F), and allow DEN's contracted PCI DSS compliance auditor full access to
Contractor's system(s) installed at DEN at any time to provide this verification to DEN. If any
association requires an audit of Contractor or any of Contractor’s service providers, agents,
business partners, contractors or subcontractors due to a data security compromise event,
Contractor agrees to cooperate with such audit. DEN agrees to assist Contractor in obtaining a
confidentiality agreement with any such auditor.

B. Contractor shall not retain or store CW2/CVC2 data subsequent to authorization of a credit
card transaction. Contractor shall prohibit disclosure of any and all cardholder information, and
in the event of a compromise of credit card information resulting from a PRCS application failure,
or Contractor on-site maintenance personnel disclosure, Contractor shall immediately notify DEN
in writing, and upon Contractor agreement, shall support appropriate notification to parties and
persons affected by such disclosure and compromise.

C. Contractor agrees to comply with all applicable sections and subsections of the PCI DSS
(provided that Contractor’s sole responsibility for PCI DSS compliance shall be the
responsibilities identified as Contractor’s responsibilities in Exhibit F), as well as PA DSS, and
(where applicable) the VISA Payment Application Best Practices (PABP).”

6. Exhibit A Scope of Work Table 1 is hereby deleted and replaced with the attached Table
1.

7. Exhibit B Standard Operating Procedures Section 4 is hereby deleted and replaced with
the following-

“Section 4 - PCI COMPLIANCE

A. The contractor acknowledges that this contract requires the contractor to be
responsible for administrative, technical and physical security of all sensitive data
within their control. Sensitive data includes but is not limited to passwords, credit
card information, and financial information. All contractor employees will receive
security training during their new hire training period and at a minimum refresher
training will occur annually. All security training will be documented and signed
by the trainer and the trainee. At a minimum the security training documentation
will list each item and the date of the training.

B. The contractor will protect all cardholder data as specified by the PCI DSS and in
accordance with DIA standards, policies and procedures.

C. The contractor will report any known or suspected compromise of any data to the
Contract Administrator immediately upon knowledge of the compromise or
suspected compromise.

D. The contractor acknowledges that the company has ownership of cardholder data.
The contractor also acknowledges that such data can only be used for assisting
VISA or the acquiring bank in completing a transaction, supporting a loyalty
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program, providing fraud control services, or such uses specifically required by
law.

E. The contractor will allow access by VISA or VISA approved entities in the event
of a cardholder data compromise.

F. The contractor will provide business continuity such that the services provided by
the vendor will be available in the event of a major disruption of failure.

G. The contractor will ensure continued security of cardholder data during the life of
the contract. The contractor shall ensure continued security of cardholder data after
the termination of the contract until such time as the contractor no longer has card
holder data in their possession and no longer has access to card holder data.

The contractor will allow access by any PCI OSS auditors as approved by the
contract administrator. The City agrees to assist ACS in obtaining a confidentiality
agreement with any such auditor.

H. The parties understand and agree that Contractor no longer offers the PRCS system
to customers for new installation, and that it only maintains PA DSS certification
for the PRCS system as an existing installation. Accordingly, and notwithstanding
anything in the Agreement to the contrary, the parties agree that any material
upgrades or updates to new or existing operating systems, databases, or PRCS
applications, or other upgrades or updates to the PRCS system that are requested
by Client during the remaining term of the Agreement or required after the date of
this Amendment to allow for ongoing PA DSS or PCI DSS certification of the
PRCS system will only be undertaken by Contractor at additional cost to the City,
save that Contractor will continue to deploy maintenance related antivirus and
operating system updates to existing systems that originate from their respective
manufacturers. The rates charged by Contractor for such upgrade or updates will
be negotiated in good faith and agreed between the parties before work on such
upgrade or update commences."

8. Exhibit F PRCS Roles and Responsibilities is hereby attached and added to the
Agreement.

9. All references in the Existing Agreement to “Conduent Transport Solutions Inc.” are
hereby deleted and replaced with “OSP US Inc.” as the context may require.

10.  This Second Amendatory Agreement shall not be effective or binding on the City until
fully executed by all signatories of the City and County of Denver.

[END OF PAGE]
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Contract Control Number: PLANE-201951328-02/Alfresco 201309652-02
Contractor Name: OSP US INC

IN WITNESS WHEREOF, the parties have set their hands and affixed their seals at
Denver, Colorado as of:

SEAL CITY AND COUNTY OF DENVER:
ATTEST: By:
APPROVED AS TO FORM: REGISTERED AND COUNTERSIGNED:

Attorney for the City and County of Denver

By: By:

By:
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Contract Control Number: PLANE-201951328-02/Alfresco 201309652-02
Contractor Name: OSP US INC

DocuSigned by:

Micharl &. Digr

y: 8730DA897D6D4B3. .

Michael H. Bigbee
Name:

(please print)

) CEO
Title:

(please print)

ATTEST: [if required]

By:

Name:

(please print)

Title:
(please print)
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TABLE 1 - SLA NON-PERFORMANCE OR SUBSTANDARD PERFORMANCE

Service Level Agreement Criteria

Measurement

Deductions

Contractor shall maintain not less
than the agreed number of
properly trained and certified

staff for Onsite Support
Services as scheduled.

Contractor shall provide a
monthly report showing on-site
staff levels during

the month.

Two (2) times the normal fee for the
absent resource if the remaining
staff does not provide coverage for
the missing staff member.

Contractor shall ensure equipment is
available ninety-nine percent (99%) of the
scheduled uptime as approved by DEN.

Contractor shall provide a
monthly report showing the
actual uptime of each lane.

$200.00 per every percent below
ninety-nine percent (99%) each
device is down. Ticket jams and
receipt paper jams do not count
against availability.

Preventative maintenance shall be
performed as scheduled pursuant to
manufacturer's recommendations and as
approved by DEN.

Contractor shall provide a
monthly report showing the
scheduled and completed
activities for the previous
month.

One percent (1%) of the total
monthly fee for every percentage
point below ninety percent (90%) of
goal achievement.

Corrections to existing application
software shall be completed within
ninety

(90) days of time of report. and after
the fifteen (15) days validation period.

Contractor shall provide a
release date for corrections to
existing software. Such data
will be considered in calendar
days against the needed
correction/defect accepted by
Contractor and Contractor will
have fifteen (15) days to
validate software corrections

and if they that are
needed.

$50.00 each late day the activity is
incomplete.

Contractor shall ensure ongoing PRCS
compliance with applicable PA DSS
requirements promulgated by the PCI-
SSC, and shall ensure Contractor staff
follows PCI-DSS related SOPs and the
requirements of Exhibit F (but, in the
case of PCI-DSS SOPs, solely to the
extent that such SOP is identified as a
Contractor responsibility in Exhibit F).

Contractor shall certify semi-
annually that applicable PRCS
application software is
compliant with PA- DSS
requirements. This certification
is provided by an external PA-
DSS auditor on an annual basis
and can be resubmitted for the
semi-annual certification to
DEN.

$5,000.00 per certification incident
($10,000.00 per year maximum)
plus $2000.00 per month if after 30
days Contractor fails to provide a
remediation plan acceptable to the
Airport Authority's financial
institution.

$5,000.00 per incident ($10,000.00
per maximum) for each incident

where On-Site staff fails to follow
PCI DSS related SOPs and Exhibit F.

Contractor shall provide all monthly
Service Level Agreement reports within
ten (10) calendar days following the end
of each month.

DEN will determine the number
of days each report is late.

$100.00 per each late day.
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Exhibit F

Phase | Responses

Control No.

Request

Client Response

Party

RFI1.1

Business Description: Non-marketing explanation of the in-scope lines of business
(retail, ecommerce, brick-n-mortar, etc.), operating locations, volume,

Denver International Airport (DEN) Parking System provides parking facilities for patrons of Denver International Airport. Orbility (OSP) manages the technical

number of employees, number of IT employees, major IT contract providers.

for DEN Parking servers, workstations, and applications. Standard Parking provides DEN Parking with operating services to collect
payment, attend the parking lanes and sales audit services. Denver International Airport Business Technologies (BT) provides the network infrastructure for
routing and segmenting the cardholder environment from the rest of the business systems and operations.

DEN Parking Management (DPM) is monitored and managed by The Commercial Division, Parking and Transp
City and County of Denver.

section, under the Dep: of Aviation,

For the management of the daily operations and revenue collections, the process is outsourced, through Contract, to Standard Parking +, under the management
of CCD DEN Parking and Transportation.

For the management of the DEN parking system cardholder payment systems has been outsourced, through Contract, to OSP. The outsource service provider has
implement card processing s a part of its Parking Revenue Control System (PRCS) environment that is used at multiple airports throughout the country. The PRCS
merchant ID has been specifically segmented from all other merchant processing to enable detailed sales audit and post processing verification.

Parking services for the Orbility (OSP) environment include Pikes Peak, East/West Garages, East/West Valet, Short-term, East/West Economy parking lots, and the
M. Elbert overflow lot. There are a total of 52 exit lanes in the parking lots where payment is taken and 7 entry lanes where credit cards may be used for “card-in”"
access.

There are 120 employees and 13 IT employees that access the PRCS environment.

Credit cards are also accepted for employee parking utilizing swipe machines that are supported by Chase Paymentech.

For the purposes of this PCI DSS assessment, Denver International Airport (DEN) Parking System is considered a Level 2 merchant because they process between
one and six million transactions.

DEN Parking & Transportation

RFI1.2

Client Scope Identification Process: Formal document detailing the organization’s
methodology and all of the processes used to identify and document all instances of
cardholder data (electronic / paper), to include any data discovery tools or automated
processes to ensure that no cardholder data exists outside of the in-scope
environment. To be clear, this is not a definition of the organizations actual

scope, but rather the continuous processes to ensure the scope is documented
accurately at all times.

During annual risk assessment and ROC activities DEN goes through a scoping process that encompasses locating, verifying, and then documenting the cardholder
data environment (CDE), to include all system components, people, and processes. The CDE is organized and analyzed to determine intended and authorized use,
risk, and component connectivity.

To help monitor potential cardholder activities outside the CDE, DEN uses a Data Loss Prevention (DLP) strategy to scan networks, SharePoint files and email files.
DLP Tools are used to monitor data at rest and in motion and reports are checked periodically as part of DIA’s Security Operations Center (SOC) Guide. Each
potential credit card activity is opened, reviewed, recorded and if needed escalated as part of Incident Tracking process.

DEN Parking & Transportation,
Orbility (OSP), Business
Technologies

RFIL3.

Client Scope Narrative of the Cardholder Data Environment (CDE): Please provide a
narrative of all the ways your organization accepts, transmits, stores or processes
payment card transactions from data capture through settlement. (This narrative is the
result of, and should be consistent with, the methodology explained in RFI1.2)

DEN accepts card-present credit card transactions for parking services. Cardholder data is taken by both manned and self-service kiosks from DEN parking

as they exit the parking facilities.
Cardholder data is transmitted to Chase Paymentech via a private circuit for authorization and settlement.

o Within the CDE, cardholder data received from the POS swipe terminal is encrypted by the cashier terminal application at the exit lanes and valet stand prior to
transmission over the internal network to the. ication server, which i with Chase Payment tech for authorization. To prevent persistence of
cardholder data, the cashier terminal application then sends a reset command to the POS swipe terminal to clear the terminal’s buffer of any credit card
information.

with the uidelines).

o Cardholder transactions are processed using PA-DSS certified PRCS (in
o External transmission to Chase Paymentech for processing over private leased lines.

0 Only the last four digits of cardholder data may be accessed by a limited number of DEN sales audit staff through Chase Paymentech’s SSL-secured website.
Payment Processing: As a Level Il merchant, Denver International Airport (DEN) Parking System accepts the following types of credit card transactions:

DEN accepts card-present transactions conducted by a parking attendant and at self-serve (unstaffed) entries and exits. At self-serve (unstaffed) entries, the patron
has the option to insert the card in lieu of taking a ticket. Card i (PAN) is to the C Server (CS), which transmits it to the Real
Time Server and pairs it with a transaction number for processing when the patron exits. The parking attendant swipes the credit card though a card reader or
manually types the card number if unreadable into the terminal attached to the cashier terminal. At self-serve exits, the customer inserts their credit card into a
card reader. Card i ion (SAD and PAN) is itted to the C ication Server (CS), which transmits it to the Real Time Server (RTS) and then to
Paymentech over a private point to point connection. As a part of transaction processing, sensitive authentication data is never stored and is only processed in the
system’s volatile memory.

Card-Not-Present Transactions: DEN Parking does not accept or process card-not-present transactions.
PIN/Debit Transactions: DIA Parking does not accept PIN/debit card transactions.

DEN Parking & Transportation,
Orbility (OSP), P+

RFIL4

Supporting Diagram(s): All diagrams supporting the Client Scope Narrative

The narrative needs to be accompanied by data flow diagram(s) that illustrate the flow
of Cardholder Data (CHD) into, throughout and out of the Cardholder Data Environment
(CDE). Details on the diagram requirements are included in the sub-sections below.
High-level Network Diagram(s) — Executive Summary Section 2.2

Detailed Network Diagram(s) — Executive Summary Section 4.1

Dataflow Diagram(s) - Executive Summary Section 4.2

Note: There is a disconnect between the level of detail requested in the reporting
template and the title of the diagram for executive summary 2.2 and executive summary
4.1. The High-level Network Diagram requests a significant amount of granular detail
while the Detailed Network Diagram is more of an overview with less granularity. This is
backwards from what their title would suggest.

The narrative needs to be accompanied by data flow diagram(s) that illustrate the flow
of Cardholder Data (CHD) into, throughout and out of the Cardholder Data Environment
(CDE). Details on the diagram requirements are included in the sub-sections below.

See below for each section

DEN Parking & Transportation

RFI1.da

High-level Network Diagram(s)

1. All physical locations in the report need to be represented clearly on the diagram(s)
2. Diagram(s) needs to clearly show in-scope and out-of-scope segments. This is best
achieved with shaded boxes around each area with a key to explain colors/shading.

3. Allinbound and outbound connections to the CDE must be represented in the
diagram(s). Communication outside the CDE needs to show protections for card data
inbound/outbound.

4. Inside the CDE, segmentation should be clearly illustrated. For large, complex

can be used.

5. All segments need to be clearly labeled, labels must match any segmentation
narratives provided.

6. Wireless segments should be specifically called out in the diagram with appropriate
icons.

7. All devices providing segmentation must be clearly labeled on the diagram(s).

8. Representative icons on the diagrams must exist for all security devices related to
controls, any system in the payment flow, and other any other critical / key systems
providing services to the CDE

9. Diagram should be dated, including a “reviewed by” date that is within the current
assessment year.

10. Virtualization technologies should be clearly identified on the diagram separately
indicating the hypervisor, related management hosts, and then the actual virtual/guest
systems.

11. A key to explain the diagram icons and coloring/shading.

see Phase 1 Drawing Narratives tab for current list and versions

Orbility (OSP), Business
Technologies
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RFIL4b

Detailed Network Diagram(s)

Note: This diagram aligns most with PCI Requirement 1.1.2

1. Clearly illustrates CDE versus non-CDE

2. Clearly illustrates all connections to the CDE from areas outside the CDE.

3. Clearly illustrates all known wireless devices both in and out of the CDE.

4. Clearly illustrates all connections to third-parties, card brands, or other business units.
5. Clearly illustrates all physical locations in the report on compliance.

6. For i of the CDE any protections on the

card data must be included.

7. Allincluded segments must be labeled. Labels used need to be the same across all
diagrams in the entire report for reconciliation purposes.

8. A key to explain the diagram icons and coloring/shading.

9. Diagram should be dated, including a “reviewed by” date that is within the current
assessment year.

see Phase 1 Drawing Narratives tab for current list and versions

Orbility (OSP)

RFIL4c

Dataflow Diagram(s)
Note: This diagram aligns with PCI Requirement 1.1.3

1. Diagram(s) are intended to work in conjunction with 4.2 dataflow narratives to
provide a holistic view of the in scope environment, illustrating inbound, internal, and
outbound flows.

2. Diagram(s) should visually depict any and all storage, processing, or transmission of
cardholder data.

3. Diagram(s) are expected to be unique and not the network diagram re-used with lines
drawn on it.

4. Diagram(s) must align with the network diagram with respect to locations, CDE
boundaries, devices, and data protections. If the diagram includes information on the
network diagrams, use the same labels.

5. Diagram(s) should be dated, including a “reviewed by” date that is within the current
assessment year.

6. Cover all acceptance channels/processing flows of cardholder data provided in the
report for card present, card-not-present, PIN/Debi
« Capture, Authorization, Settlement, Chargeback
« Any other flows of any card data as applicable to the assessed environment

« Additionally for a managed service provider with no card data, cover any process that
is covered in the assessment

7. For each step of the flow, show all payment applications.

8. For each step of the flow, show any and all storage and protections applied to the
stored data.

9. For communication across open / public networks or untrusted networks, indicate the
protections on the communication channel.

10. Wireless segments/transmission in the dataflow should be indicated in the
diagram(s).

see Phase 1 Drawing Narratives tab for current list and versions

DEN Parking & Transportation,
Orbility (OSP)

RFILS.

CDE Inventory: Please fully complete the CDE Inventory spreadsheet (Located on the
project portal under Client Provided Documents>EDC). The inventory should be
consistent with all of the information provided above.

NOTE: The content of the CDE Inventory spreadsheet i vital, the format is not. If your
organization maintains this information in another format that contains (at a minimum)
all of the information included in the CDE Inventory spreadsheet, feel free to submit
that instead.

A Completed CDE Inventory is critical for scheduling and sampling purposes.

See DEN PCl Inventory

DEN Parking & Transportation,
Orbility (OSP), Business
Technologies, SP+

RFI1.POC

Point of Contact: Provide the contact information for the Company Point of Contact for
this assessment.

Tim Coogan ~DIA Technologies CISO
8500 Pena Blvd, Denver, CO 80249-6340
Phone: (303) 342-4741

Email: tim.coogan@flydenver.com

Business Technologies

RFILAOC

Client Officer: Provide the name of the company Officer that will be signing the final
Attestation of Compliance (AOC) for this project.

Tim Coogan ~DIA Technologies CISO
8500 Pena Blvd, Denver, CO 80249-6340
Phone: (303) 342-4741

Email: tim.coogan@flvdenver.com

Business Technologies




DocuSign Envelope ID: FB3FDA4F-C1BF-4053-A448-3DC5DC6B 1024

Exhibit F
Phase | Drawing Narratives

Drawing Name RFI Response Level |Responsible Party Narrative Current Version name

PRCS SAN Master Topology Detailed Orbility (OSP) Full overview Diagram of PRCS Networks 019 8 2 PRCS Master_Topology REV3.2

Conduent Parking Revenue and Control System| Detailed Orbility (OSP) Process Chart of the PRCS Card Holder data flow proces|019 8_14 Parking Revenue Control System 8x - Card Holder Data Flow Rev 4_1
WebPRCS_System Communication Flows Data Flow Orbility (OSP) Process Chart for WebPRCS communication 0191 1 6 Conduent WebPRCS System Communication Flows 2018

PRCS Card Holder Data Flow Data Flow Orbility (OSP) Process for Credit Data Flow 019 8_14 Parking Revenue Control System 8x - Cardholder Data Flow Rev 4_1
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